° HP VCX Enterprise Branch Communications MIM on MSR
QuickSpecs i

Series

Overview

Models

HP VCX Enterprise Branch Communications MIM Module JE254A
HP MSR 30-40 Router with VCX Enterprise Branch Communications MIM Module JD023A
HP MSR 30-16 Router with VCX Enterprise Branch Communications MIM Module JDO24A

Key features

e Economical VolP bundles with enterprise WAN router
Local IP telephony and messaging capabilities
Full-featured survivability for WAN failures

Voice, video, IM collaboration, MS Lync interface
Centralized management capabilities

Product overview

HP VCX Enterprise Branch Communications MIM series provides cost-effective, carrier-class VolP services to HP VCX V7000 unified
communication series branch offices with up to 100 users. Designed to seamlessly integrate within HP A-MSR 30 series WAN
routers, the VCX Enterprise Branch MIM leverages MSR modularity to provide a single network solution by delivering a
comprehensive suite of integral WAN, LAN, security, wireless and voice inferfaces, including Microsoft® OCS/Lync and Exchange
UM connectivity. Utilizing the VCX's remote management capabilities, the VCX Enterprise Branch MIM can be distributed across
many sites and efficiently administered from any network location. In the event of a catastrophic WAN failure that isolates a branch
from central servers, VCX Enterprise Branch MIM delivers full-featured survivability so that your vital business operations function
without incident.

Features and benefits
Quality of Service (QoS)

Echo cancellation: automatically adjusts and removes echo from a telephone call

Voice activity detection: the proprietary algorithm is designed to reduce/filter background noise

Comfort noise generation: provides low audible artificial background noise to improve VolP communications
802.1p/Q VLAN tagging: delivers data to devices based on the priority and type of traffic; supports IEEE 802.1Q

Resiliency and high availability

e Enhanced high availability: enterprise branch communications systems provide geographic survivability and rapid failover for
mission-critical communications; helps ensure high availability with a carrier-class architecture and distributed applications to
reduce the impact of a WAN failure

e Optional redundant power supply: provides seamless business continuity and data protection

Configuration

e Media gateway support: streamlines migration to IP communications and provides PSTN connectivity with a full range of
either integrated or standalone VolP gateways

e Scheduled backups: System Administration Web interface provides the ability to schedule static and reoccurring full system
backups

Integration
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HP VCX Enterprise Branch Communications MIM on MSR

QUiCkspeCS Series

Overview

e Converged IP telephony and data: seamlessly integrate the VCX Enterprise Branch MIM (multifunction interface module) into
an HP A-MSR 30 series Power over Ethernet (PoE) or non-PoE router to deliver enterprise-class routing and telephony
functionality

Investment protection

o All-in-one solution: decreases capital and operating expenses and increases network freedom and flexibility by integrating a
comprehensive suite of available telephony, routing, switching, and security interfaces and features—all in the same box
® Analog phone support: leverages existing investment in analog phones while implementing a full set of PBX features

Ease of use

e LDAP synchronization with Microsoft Active Directory, IBM Lotus Domino, and Linux OpenlLDAP: easily integrate, filter, and
synchronize employee contact information, thereby simplifying administration and providing reliable connections based on the
most current user information

e FEasy to use: GUI-driven central management and configuration

Scalability
e Supported devices: let you pay as you grow up to 100 devices
Additional information

e Optional mobility for telecommuters: optional HP VCX IP Telecommuting series provides remote users with the full benefit of
their corporate IP telephony systems without compromising security

e Optional multimedia conference bridge: when businesses require a dense conferencing system to reduce the overhead and
the cost of expensive third-party conferencing products, the HP VCX V7000 IP Conferencing series provides capabilities that
include host and participant Web-based conference controls, instant and emergency conferences with automatic dial-out
options, scheduled and meet-me restricted conferences (requires participant passcode), peer-to-peer and one-to-many
conferences, and more

e Optional network management: uses the HP Intelligent Management Center (IMC) and Voice Services Manager (VSM) to
configure, monitor, and enhance the performance of media servers, gateways, and endpoints; to monitor VolP traffic; and to
control voice network quality; enhancements for IMC VSM include MOS scoring and packet loss nofification MIB changes; the
VCX license MIBs support IMC

Product architecture

e Integrated VCX V7000 Unified Communications series branch solution: is an economical, high-availability IP telephony
platform that delivers carrier-class VCX V7000 Unified Communications series SIP-based services to branch sites, enabling full
features/functionality in case of a WAN failure; the same feature set and administration interfaces apply to all VCX platforms,
including region and branch

e Multisite architecture: a highly flexible architecture eliminates the dependency on any single component for unprecedented
resiliency and end-to-end survivability; allows you to use Web-based centralized administration, global directory, and global
voicemail to seamlessly link VCX systems together to scale your IP-PBX network as your business grows

e Standards-based IP-PBX: supports standard PBX and advanced telephony and messaging features based on the IETF Session
Initiation Protocol (SIP) standards; supports third-party SIP-based applications and devices

e |Infegrated server: IP telephony and IP messaging modules run on Linux OS

o Direct SIP integration with Microsoft OCS/Lync and Exchange UM: VCX direct SIP integration with Microsoft OCS/Lync
allows VCX phones/clients to call and have basic features with phones/clients connected to OCS/Lync; OCS/Lync has access
to VCX IP-PBX phones, clients, and gateways; VCX supports direct SIP integration with Office Communication Server 2007,
Office Communication Server 2007 R2, and Microsoft Lync Server 2010

User productivity
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HP VCX Enterprise Branch Communications MIM on MSR

QuickSpecs LR

Overview

e Unified communications: increases employee collaboration through the audio, video, instant messaging, file sharing, and
presence capabilities within the HP Desktop Communicator; extends the Microsoft environment with HP Desktop
Communicator Outlook Edition add-on to enable click-to-call/conference via Microsoft Outlook, to capture and retrieve call
notes with Microsoft Journal, and to perform desktop call recording; HP VCX is fully integrated with Lotus Sametime

e Unified messaging: consolidates users' voicemail, email, and faxes into a single inbox for flexible, location-independent
retrieval and management; schedules appropriate times when messages are delivered; sends voicemails to individuals or
groups using extensive and easy-to-maintain distribution lists; sets up find me/follow me services to conveniently manage one's
own access fo help ensure that important calls are not missed

o Lotus Domino/Sametime 8.5 support: Sametime 8.5 can be deployed using a Sametime System Console and new meeting
server functionality; VCX provides two packages for Sametime 8.5; can be deployed on Sametime Community Server ('classic”
to pre-8.5) or on Sametime Media Manager (for 8.5) using the system console

Warranty and support

e 1-year warranty: with advance replacement and 30-calendar-day delivery (available in most countries)

e Electronic and telephone support: limited electronic and telephone support is available from HP; refer to:
www.hp.com/networking/warranty for details on the support provided and the period during which support is available

e Software releases: refer to: www.hp.com/networking/warranty for details on the software releases provided and the period
during which software releases are available for your product(s)
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Technical Specifications

HP VCX Enterprise Branch Communications MIM Module (JE254A)

Ports

Physical characteristics

Memory and processor
Mounting

Environment

Management

Services

1 RJ-45 autosensing 10/100 port (IEEE 802.3 Type 10BASE-T, IEEE 802.3u Type 100BASE-TX); Duplex:
half or full

2 USB 2.0

Dimensions 8.27(d) x 5.91(w) x 1.57(h) in. (21 x 15 x 4 cm) (1U height)

Weight 2.43 lb. (1.1 kg)

Module Intel® Celeron® @ 600 MHz, 1 GB DDR SODIMM,; storage: 160 GB HD

VCX Enterprise Branch Communications module slides into an HP A-MSR 30 series router MIM slot
Operating temperature  41°F to 104°F (5°C to 40°C)

Operating relative 10% to 80%

humidity

Nonoperating/Storage  -40°F to 158°F (-40°C to 70°C)
temperature

IMC - Intelligent Management Center; Web browser; SNMP Manager; Telnet; HTTPS

Refer to the HP website at: www.hp.com/networking/services for details on the service-level descriptions
and product numbers. For details about services and response times in your area, please contact your
local HP sales office.

HP MSR 30-40 Router with VCX Enterprise Branch Communications MIM Module (JD023A)

Ports

Physical characteristics

Mounting

Environment

Electrical characteristics

Management

1 RJ-45 autosensing 10/100 port (IEEE 802.3 Type 10BASE-T, IEEE 802.3u Type TOOBASE-TX); Duplex:
half or full

4 USB 2.0

2 RJ-45 autosensing 10/100/1000 ports (IEEE 802.3 Type 10BASE-T, IEEE 802.3u Type 100BASE-TX,
IEEE 802.3ab Type 1000BASE-T); Duplex: 10BASE-T/100BASE-TX: half or full; 1T000BASE-T: full only

2 SFP

1 Compact Flash port

Dimensions 16.62(d) x 17.4(w) x 3.47(h) in. (42.21 x 44.2 x 8.81 cm) (2U height)
Weight 28.66 Ib. (13.0 kg) including VCX Enterprise Branch Communications MIM

VCX Enterprise Branch Communications module slides into an A-MSR 30 series router MIM slot; the
router mounts into an ElA-standard 19 inch telco rack or cabinet or table top (hardware included)

Operating temperature  41°F to 104°F (5°C to 40°C)

Operating relative 10% to 80%

humidity

Nonoperating/Storage  -40°F to 158°F (-40°C to 70°C)
temperature

Voltage 100-240 VAC

Frequency 50/60 Hz

IMC - Intelligent Management Center; Web browser; SNMP Manager; Telnet; HTTPS
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Technical Specifications

Notes

Services

MSR 30-40 integrated voice gateway options:

* Supports up to a maximum of 24 analog voice ports

* Supports up to a maximum of 16 ISDN voice ports

* Supports up to a maximum of 5 E1 or T1 digital voice spans
Bundle includes MSR 30-40 router with VCX

Enterprise Branch Communications MIM module

3-year, parts only, global next-day advance exchange (UX150E)

3-year, 4-hour onsite, 13x5 coverage for hardware (UX151E)

3-year, 4-hour onsite, 24x7 coverage for hardware (UX154E)

3-year, 4-hour onsite, 24x7 coverage for hardware, 24x7 SW phone support and SW updates
(UX157E)

3-year, 24x7 SW phone support, software updates (UX160E)

4-year, 4-hour onsite, 13x5 coverage for hardware (UX152E)

4-year, 4-hour onsite, 24x7 coverage for hardware (UX155E)

4-year, 4-hour onsite, 24x7 coverage for hardware, 24x7 software phone (UX158E)
4-year, 24x7 SW phone support, software updates (UX161E)

5-year, 4-hour onsite, 13x5 coverage for hardware (UX153E)

5-year, 4-hour onsite, 24x7 coverage for hardware (UX156E)

5-year, 4-hour onsite, 24x7 coverage for hardware, 24x7 software phone (UX159E)
5-year, 24x7 SW phone support, software updates (UX162E)

3 Yr 6 hr Call-to-Repair Onsite (UX163E)

4 Yr 6 hr Call-to-Repair Onsite (UX164E)

5 Yr 6 hr Call-to-Repair Onsite (UX165E)

Refer to the HP website at: www.hp.com/networking/services for details on the service-level descriptions
and product numbers. For details about services and response times in your area, please contact your
local HP sales office.

HP MSR 30-16 Router with VCX Enterprise Branch Communications MIM Module (JD024A)

Ports

Physical characteristics

Mounting

Environment

Electrical characteristics

Management

3 RJ-45 autosensing 10/100 ports (IEEE 802.3 Type 10BASE-T, IEEE 802.3u Type 100BASE-TX);
Duplex: half or full

3 USB2.0

1 Compact Flash port

Dimensions 17.39(d) x 17.4(w) x 1.74(h) in. (44.17 x 44.2 x 4.42 cm) (1U height)
Weight 15.65 |b. (7.1 kg) including VCX Enterprise Branch Communications MIM

VCX Enterprise Branch Communications module slides into an A-MSR 30 series router MIM slot; the
router mounts into an ElA-standard 19 inch telco rack or cabinet or table top (hardware included)

Operating temperature  41°F to 104°F (5°C to 40°C)

Operating relative 10% to 80%

humidity

Nonoperating/Storage  -40°F to 158°F (-40°C to 70°C)
temperature

Voltage 100-240 VAC

Frequency 50/60 Hz

IMC - Intelligent Management Center; Web browser; SNMP Manager; Telnet; HTTPS
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Technical Specifications

Notes

Services

@

MSR 30-16 integrated voice gateway options:

* Supports up to a maximum of 12 analog voice ports

* Supports up to a maximum of 8 ISDN voice ports

* Supports up to a maximum of 4 E1 or T1 digital voice spans
Bundle includes MSR 30-16 router with VCX

Enterprise Branch Communications MIM module

3-year, parts only, global next-day advance exchange (UX150E)

3-year, 4-hour onsite, 13x5 coverage for hardware (UX151E)

3-year, 4-hour onsite, 24x7 coverage for hardware (UX154E)

3-year, 4-hour onsite, 24x7 coverage for hardware, 24x7 SW phone support and SW updates
(UX157E)

3-year, 24x7 SW phone support, software updates (UX160E)

4-year, 4-hour onsite, 13x5 coverage for hardware (UX152E)

4-year, 4-hour onsite, 24x7 coverage for hardware (UX155E)

4-year, 4-hour onsite, 24x7 coverage for hardware, 24x7 software phone (UX158E)
4-year, 24x7 SW phone support, software updates (UX161E)

5-year, 4-hour onsite, 13x5 coverage for hardware (UX153E)

5-year, 4-hour onsite, 24x7 coverage for hardware (UX156E)

5-year, 4-hour onsite, 24x7 coverage for hardware, 24x7 software phone (UX159E)
5-year, 24x7 SW phone support, software updates (UX162E)

3 Yr 6 hr Call-to-Repair Onsite (UX163E)

4 Yr 6 hr Call-to-Repair Onsite (UX164E)

5 Yr 6 hr Call-to-Repair Onsite (UX165E)

Refer to the HP website at: www.hp.com/networking/services for details on the service-level descriptions
and product numbers. For details about services and response times in your area, please contact your
local HP sales office.
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Accessories

HP VCX Enterprise Branch Communications MIM on MSR Series accessories
Cables

HP X260 E1 BNC 75 ohm 3m Router Cable JD175A
HP X260 E1 RJ45 3m Router Cable JD509A
HP X260 E1 RJ45 BNC 75-120 ohm Conversion Router Cable JD51TA
HP X260 E1 BNC 20m Router Cable JD514A
HP X260 E1 BNC 75 ohm 40m Router Cable JD516A
HP X260 E1 RJ45 20m Router Cable JD517A
HP X260 T1 Router Cable JD518A
Power Supply

HP A-RPS800 Redundant Power System JD183A
License

HP VCX V6100/Enterprise Branch Communications MIM IP Telephony and IP Messaging 9.x License E-LTU JE420BAE
Routers

HP A-MSR30-16 Router JF233A
HP A-MSR30-16 PoE Router JF234A
HP A-MSR30-20 Router JF284A
HP A-MSR30-20 PoE Router JF802A
HP A-MSR30-40 Router JF229A
HP A-MSR30-40 PoE Router JFBO3A
HP A-MSR30-60 Router JF230A
HP A-MSR30-60 PoE Router JF8O4A
Router Modules

HP A-MSR 24-Channel Voice Processing Module JD599A
HP A-MSR 32-Channel Voice Processing Module JD598A
HP A-MSR Voice Co-processing Module JD610A
HP A-MSR 1-port FXO SIC Module JD559%9A
HP A-MSR 2-port FXO SIC Module JD558A
HP A-MSR 1-port FXS SIC Module JD561A
HP A-MSR 2-port FXS SIC Module JD560A
HP A-MSR 2-port FXS/1-port FXO SIC Module JD632A
HP A-MSR 2-port ISDN-S/T Voice SIC Module JF821A
HP A-MSR 1-port E1 Voice SIC Module JD575A
HP A-MSR 1-port T1 Voice SIC Module JD576A
HP A-MSR 4-port E/M MIM Module JD539A
HP A-MSR 2-port FXO MIM Module JD543A
HP A-MSR 4-port FXO MIM Module JD542A
HP A-MSR 4-port FXS MIM Module JD553A
HP A-MSR 16-port FXS MIM Module JF822A
HP A-MSR 4-port ISDN-S/T Voice MIM Module JF837A
HP A-MSR 1-port E1 Voice MIM Module JD565A
HP A-MSR 1-port T1 Voice MIM Module JD566A
HP A-MSR 2-port E1 Voice MIM Module JD567A
HP A-MSR 2-port T1 Voice MIM Module JD568A

Power cords
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HP VCX Enterprise Branch Communications MIM on MSR

QuickSpecs Serien

Accessories

HP X290 1m RPS Cable JD637A
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Accessory Product Details

NOTE: Details are not available for all accessories. The following specifications were available at the time of publication.

HP A-MSR30-16 Multi-Service Router (JF233A)

Ports

Physical characteristics
Memory and processor
Mounting

Performance

Environment

Electrical characteristics

Safety

Emissions

Telecom
Management

Services

4 SIC slots
1 MIM module slot

2 auto-sensing 10/100 WAN ports (IEEE 802.3 Type 10Base-T, IEEE 802.3u Type 100Base-TX);
Duplex: half or full

Dimensions 17.39(d) x 17.4(w) x 1.74(h) in. (44.18 x 44.2 x 4.42 cm) (1U height)
Weight 13.23 Ib. (6 kg)

Processor RISC @ 400 MHz, 256 MB DDR SDRAM, 256 MB compact flash
Mounts in an EIA standard 19-in. rack

Throughput 240 Kpps (64-byte packets)

Routing table size 30,000 entries

Operating temperature  32°F to 104°F (0°C to 40°C)

Operating relative 5% to 90%, non-condensing

humidity

Non-operating/Storage  -40°F to 158°F (-40°C to 70°C)

temperature

Non-operating/Storage 5% to 90%, non-condensing
relative humidity

Maximum heat dissipation 341 BTU/hr (359.76 kJ/hr)

Voltage 100-120 / 200-240 VAC

Maximum power rating 100 W

Frequency 50/ 60 Hz

Notes Maximum power rating and maximum heat dissipation are the worst-case

theoretical maximum numbers provided for planning the infrastructure with
fully loaded PoE (if equipped), 100% traffic, all ports plugged in, and all
modules populated.

UL 60950-1; AS/NZS 60950; EN 60825-1 Safety of Laser Products-Part 1; EN 60825-2 Safety of Laser
Products-Part 2; IEC 60950-1; CAN/CSA-C22.2 No. 60950-1-03; EN 60950-1/A11; FDA 21 CFR
Subchapter J

EN 55022 Class A; ICES-003 Class A; ANSI C63.4 2003; ETSI EN 300 386 V1.3.3; AS/NZS CISPR22
Class A; EN 61000-4-2; EN 61000-4-3; EN 61000-4-4; EN 61000-4-5; EN 61000-4-6; EN 61000-
3-2:2006; EN 61000-3-3:1995 +A1:2001+A2:2005; EMC Directive 2004/108/EC; FCC (CFR 47,
Part 15) Class A; EN 55024:1998+ A1:2001 + A2:2003; EN 61000-4-11:2004; EN 61000-4-
8:2001

FCC part 68

IMC - Intelligent Management Center; command-line interface; Web browser; SNMP Manager; Telnet;
RMONT1; FTP; IEEE 802.3 Ethernet MIB

3-year, parts only, global next-day advance exchange (UX150E)

3-year, 4-hour onsite, 13x5 coverage for hardware (UX151E)

3-year, 4-hour onsite, 24x7 coverage for hardware (UX154E)

3-year, 4-hour onsite, 24x7 coverage for hardware, 24x7 software phone support (UX157E)
3-year, 24x7 SW phone support, software updates (UX160E)
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Series

Accessory Product Details

Standards and protocols
(applies to all products in
series)

4-year, 4-hour onsite, 13x5 coverage for hardware (UX152E)
4-year, 4-hour onsite, 24x7 coverage for hardware (UX155E)
4-year, 4-hour onsite, 24x7 coverage for hardware, 24x7 software phone (UX158E)
4-year, 24x7 SW phone support, software updates (UX161E)
5-year, 4-hour onsite, 13x5 coverage for hardware (UX153E)
5-year, 4-hour onsite, 24x7 coverage for hardware (UX156E)
5-year, 4-hour onsite, 24x7 coverage for hardware, 24x7 software phone (UX159E)
5-year, 24x7 SW phone support, software updates (UX162E)

3 Yr 6 hr Call-to-Repair Onsite (UX163E)
4 Yr 6 hr Call-to-Repair Onsite (UX164E)
5 Yr 6 hr Call-to-Repair Onsite (UX165E)

Refer to the HP website at: www.hp.com/networking/services for details on the service-level descriptions
and product numbers. For details about services and response times in your area, please contact your

local HP sales office.

BGP

RFC 1163 Border Gateway Protocol (BGP)

RFC 1267 Border Gateway Protocol 3 (BGP-3)
RFC 1657 Definitions of Managed Objects for
BGPv4

RFC 1771 BGPv4

RFC 1772 Application of the BGP

RFC 1773 Experience with the BGP-4 Protocol
RFC 1774 BGP-4 Protocol Analysis

RFC 1965 BGP4 confederations

RFC 1997 BGP Communities Attribute

RFC 1998 PPP Gandalf FZA Compression Protocol
RFC 2385 BGP Session Protection via TCP MD5
RFC 2439 BGP Route Flap Damping

Device management

RFC 1305 NTPv3

RFC 1945 Hypertext Transfer Protocol -- HTTP/1.0
RFC 2271 FrameWork

RFC 2452 MIB for TCP6

RFC 2454 MIB for UDP6

General protocols

IEEE 802.1D MAC Bridges

IEEE 802.1p Priority

IEEE 802.1Q VLANSs

I[EEE 802.1s Multiple Spanning Trees
|[EEE 802.1w Rapid Reconfiguration of Spanning
Tree

RFC 768 UDP

RFC 783 TFTP Protocol (revision 2)
RFC 791 IP

RFC 792 ICMP

RFC 793 TCP

RFC 826 ARP

RFC 854 TELNET

RFC 3032 MPLS Label Stack Encoding

RFC 3036 LDP Specification

RFC 3046 DHCP Relay Agent Information Option
RFC 3063 MPLS Loop Prevention Mechanism

RFC 3065 Support AS confederation

RFC 3137 OSPF Stub Router Advertisement

RFC 3209 RSVP-TE Extensions to RSVP for LSP
Tunnels

RFC 3210 Applicability Statement for Extensions to
RSVP for LSP-Tunnels

RFC 3212 Constraint-Based LSP setup using LDP
(CR-LDP)

RFC 3214 LSP Modification Using CR-LDP

RFC 3215 LDP State Machine

RFC 3246 Expedited Forwarding PHB

RFC 3268 Advanced Encryption Standard (AES)
Ciphersuites for Transport Layer Security (TLS)

RFC 3277 IS-IS Transient Blackhole Avoidance
RFC 3279 Algorithms and Identifiers for the Internet
X.509 Public Key Infrastructure Certificate and
Certificate Revocation List (CRL) Profile

RFC 3280 Internet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL)
Profile

RFC 3392 Support BGP capabilities advertisement
RFC 3479 Fault Tolerance for the Label Distribution
Protocol (LDP)

RFC 3564 Requirements for Support of
Differentiated Services-aware MPLS Traffic
Engineering

RFC 3602 The AES-CBC Cipher Algorithm and Its
Use with IPsec

RFC 3706 A Traffic-Based Method of Detecting
Dead Internet Key Exchange (IKE) Peers

RFC 3784 ISIS TE support

RFC 3786 Extending the Number of IS-IS LSP
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RFC 855 Telnet Option Specification

RFC 856 TELNET

RFC 858 Telnet Suppress Go Ahead Option

RFC 894 IP over Ethernet

RFC 925 Multi-LAN Address Resolution

RFC 950 Internet Standard Subnetting Procedure
RFC 959 File Transfer Protocol (FTP)

RFC 1006 ISO transport services on top of the TCP:
Version 3

RFC 1027 Proxy ARP

RFC 1034 Domain Concepts and Facilities

RFC 1035 Domain Implementation and
Specification

RFC 1042 IP Datagrams

RFC 1058 RIPv1

RFC 1071 Computing the Internet Checksum
RFC 1091 Telnet Terminal-Type Option

RFC 1122 Host Requirements

RFC 1141 Incremental updating of the Internet
checksum

RFC 1142 OSI IS-IS Intra-domain Routing Protocol
RFC 1144 Compressing TCP/IP headers for
low-speed serial links

RFC 1195 OSI ISIS for IP and Dual Environments
RFC 1256 ICMP Router Discovery Protocol (IRDP)
RFC 1293 Inverse Address Resolution Protocol
RFC 1315 Management Information Base for
Frame

Relay DTEs

RFC 1332 The PPP Internet Protocol Control
Protocol

(IPCP)

RFC 1333 PPP Link Quality Monitoring

RFC 1334 PPP Authentication Protocols (PAP)
RFC 1349 Type of Service

RFC 1350 TFTP Protocol (revision 2)

RFC 1377 The PPP OSI Network Layer Control
Protocol (OSINLCP)

RFC 1381 SNMP MIB Extension for X.25 LAPB
RFC 1471 The Definitions of Managed Obijects for
the Link Control Protocol of the Point-to-Point
Protocol

RFC 1472 The Definitions of Managed Obijects for
the Security Protocols of the Point-to-Point Protocol
RFC 1490 Multiprotocol Interconnect over Frame
Relay

RFC 1519 CIDR

RFC 1534 DHCP/BOOTP Interoperation

RFC 1542 Clarifications and Extensions for the
Bootstrap Protocol

RFC 1552 The PPP Internetworking Packet
Exchange

Fragments Beyond the 256 Limit

RFC 3811 Definitions of Textual Conventions (TCs)
for Multiprotocol Label Switching (MPLS)
Management

RFC 3812 Multiprotocol Label Switching (MPLS)
Traffic Engineering (TE) Management Information
Base (MIB)

RFC 3847 Restart signaling for IS-1S

IP multicast

RFC 1112 IGMP

RFC 2236 IGMPv2

RFC 2283 Multiprotocol Extensions for BGP-4
RFC 2362 PIM Sparse Mode

RFC 2934 Protocol Independent Multicast MIB for

IPv4

RFC 3376 IGMPv3

IPvé

RFC 1981 IPvé Path MTU Discovery

RFC 2080 RIPng for IPv6

RFC 2292 Advanced Sockets APl for IPvé

RFC 2373 IPv6 Addressing Architecture

RFC 2460 IPv6 Specification

RFC 2461 IPv6 Neighbor Discovery

RFC 2462 IPv6 Stateless Address Auto-
configuration

RFC 2464 Transmission of IPv6 over Ethernet
Networks

RFC 2472 IP Version 6 over PPP

RFC 2473 Generic Packet Tunneling in IPvé
RFC 2529 Transmission of IPv6 Packets over [Pv4
RFC 2545 Use of MP-BGP-4 for IPv6

RFC 2553 Basic Socket Interface Extensions for
IPvé

RFC 2740 OSPFv3 for IPv6

RFC 2893 Transition Mechanisms for IPvé Hosts
and Routers

RFC 3056 Connection of IPvé Domains via IPv4
Clouds

RFC 3513 IPv6 Addressing Architecture

RFC 3596 DNS Extension for IPvé

MiIBs

RFC 1213 MIB I

RFC 1229 Interface MIB Extensions

RFC 1286 Bridge MIB

RFC 1493 Bridge MIB

RFC 1573 SNMP MIB I

RFC 1724 RIPv2 MIB

RFC 1757 Remote Network Monitoring MIB
RFC 1850 OSPFv2 MIB
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Control Protocol (IPXCP)

RFC 1577 Classical IP and ARP over ATM

RFC 1613 Cisco Systems X.25 over TCP (XOT)
RFC 1624 Incremental Internet Checksum

RFC 1631 NAT

RFC 1638 PPP Bridging Control Protocol (BCP)
RFC 1661 The Point-to-Point Protocol (PPP)
RFC 1662 PPP in HDLC-like Framing

HP VCX Enterprise Branch Communications MIM on MSR
Series

RFC 2011 SNMPv2 MIB for IP
RFC 2012 SNMPv2 MIB for TCP
RFC 2013 SNMPv2 MIB for UDP
RFC 2233 Interfaces MIB

RFC 2454 IPV6-UDP-MIB

RFC 2465 IPv6 MIB

RFC 2466 ICMPv6 MIB

RFC 2618 RADIUS Client MIB

RFC 1695 Definitions of Managed Obijects for ATM RFC 2620 RADIUS Accounting MIB

Management Version 8.0 using SMIv2

RFC 1701 Generic Routing Encapsulation

RFC 1702 Generic Routing Encapsulation over
[Pv4

networks

RFC 1721 RIP-2 Analysis

RFC 1722 RIP-2 Applicability

RFC 1723 RIP v2

RFC 1795 Data Link Switching: Switch-to-Switch

RFC 2674 802.1p and IEEE 802.1Q Bridge MIB
RFC 2737 Entity MIB (Version 2)

RFC 2863 The Interfaces Group MIB

RFC 2933 IGMP MIB

RFC 3813 MPLS LSR MIB

Network management
|EEE 802.1D (STP)
RFC 1155 Structure of Management Information

Protocol AIW DLSw RIG: DLSw Closed Pages, DLSw RFC 1157 SNMPv1

Standard Version 1

RFC 1812 IPv4 Routing

RFC 1829 The ESP DES-CBC Transform

RFC 1877 PPP Internet Protocol Control Protocol
Extensions for Name Server Addresses

RFC 1905 SNMPv2 Protocol Operations
RFC 2272 SNMPv3 Management Protocol
RFC 2273 SNMPv3 Applications

RFC 2274 USM for SNMPv3

RFC 2275 VACM for SNMPv3

RFC 1944 Benchmarking Methodology for Network RFC 2575 SNMPv3 View-based Access Control

Interconnect Devices

RFC 1973 PPP in Frame Relay

RFC 1974 PPP Stac LZS Compression Protocol
RFC 1990 The PPP Multilink Protocol (MP)

RFC 1994 PPP Challenge Handshake
Authentication

Protocol (CHAP)

RFC 2091 Trigger RIP

RFC 2131 DHCP

RFC 2132 DHCP Options and BOOTP Vendor
Extensions

RFC 2166 APPN Implementer's Workshop Closed
Pages Document DLSw v2.0 Enhancements

RFC 2205 Resource ReSerVation Protocol (RSVP) -
Version 1 Functional Specification

RFC 2280 Routing Policy Specification Language
(RPSL)

RFC 2284 EAP over LAN

RFC 2338 VRRP

RFC 2364 PPP Over AALS

RFC 2374 An Aggregatable Global Unicast
Address Format

RFC 2451 The ESP CBC-Mode Cipher Algorithms
RFC 2453 RIPv2

RFC 2510 Internet X.509 Public Key Infrastructure
Certificate Management Protocols

RFC 2511 Internet X.509 Certificate Request

Model (VACM)
RFC 3164 BSD syslog Protocol

OSPF

RFC 1245 OSPF protocol analysis

RFC 1246 Experience with OSPF

RFC 1587 OSPF NSSA

RFC 1765 OSPF Database Overflow

RFC 1850 OSPFv2 Management Information Base
(MIB), traps

RFC 2328 OSPFv2

RFC 2370 OSPF Opaque LSA Option

RFC 3101 OSPF NSSA

QoS/CoS

|[EEE 802.1P (CoS)

RFC 2474 DS Field in the IPv4 and IPv6 Headers
RFC 2475 DiffServ Architecture

RFC 2597 DiffServ Assured Forwarding (AF)

RFC 2598 DiffServ Expedited Forwarding (EF)
RFC 3168 The Addition of Explicit Congestion
Notification (ECN) to IP

Security

|EEE 802.1X Port Based Network Access Control
RFC 1321 The MD5 Message-Digest Algorithm
RFC 2082 RIP-2 MD5 Authentication
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HP VCX Enterprise Branch Communications MIM on MSR

Series

Accessory Product Details

Message Format

RFC 2516 A Method for Transmitting PPP Over
Ethernet (PPPoE)

RFC 2644 Directed Broadcast Control

RFC 2661 L2TP

RFC 2663 NAT Terminology and Considerations
RFC 2684 Multiprotocol Encapsulation over ATM
Adaptation Layer 5

RFC 2694 DNS extensions to Network Address
Translators (DNS_ALG)

RFC 2702 Requirements for Traffic Engineering
Over MPLS

RFC 2747 RSVP Cryptographic Authentication
RFC 2763 Dynamic Name-to-System ID mapping
support

RFC 2765 Stateless IP/ICMP Translation Algorithm
(SIIT)

RFC 2766 Network Address Translation - Protocol
Translation (NAT-PT)

RFC 2784 Generic Routing Encapsulation (GRE)
RFC 2787 Definitions of Managed Obijects for
VRRP

RFC 2961 RSVP Refresh Overhead Reduction
Extensions

RFC 2966 Domain-wide Prefix Distribution with
Two-Level IS-1S

RFC 2973 IS-IS Mesh Groups

RFC 2993 Architectural Implications of NAT

RFC 3022 Traditional IP Network Address
Translator (Traditional NAT)

RFC 3027 Protocol Complications with the IP
Network Address Translator

RFC 3031 Multiprotocol Label Switching
Architecture

RFC 2104 Keyed-Hashing for Message
Authentication

RFC 2138 RADIUS Authentication

RFC 2209 RSVP-Message Processing

RFC 2246 Transport Layer Security (TLS)

RFC 2716 PPP EAP TLS Authentication Protocol
RFC 2865 RADIUS Authentication

RFC 2866 RADIUS Accounting

RFC 3567 Intermediate System (IS) to IS
Cryptographic Authentication

VPN

RFC 2403 - HMAC-MD5-96

RFC 2404 - HMAC-SHA1-96

RFC 2405 - DES-CBC Cipher algorithm

RFC 2547 BGP/MPLS VPNs

RFC 2796 BGP Route Reflection - An Alternative to
Full Mesh IBGP

RFC 2842 Capabilities Advertisement with BGP-4
RFC 2858 Multiprotocol Extensions for BGP-4
RFC 2918 Route Refresh Capability for BGP-4
RFC 3107 Carrying Label Information in BGP-4

IPsec

RFC 1828 IP Authentication using Keyed MD5
RFC 2401 IP Security Architecture

RFC 2402 IP Authentication Header

RFC 2406 IP Encapsulating Security Payload
RFC 2407 - Domain of interpretation

RFC 2410 - The NULL Encryption Algorithm and its
use with IPsec

RFC 2411 IP Security Document Roadmap

RFC 2412 — OAKLEY

RFC 2865 - Remote Authentication Dial In User
Service (RADIUS)

HP A-MSR30-16 PoE Multi-Service Router (JF234A)

Ports

Physical characteristics
Memory and processor
Mounting

Performance

Environment

4 SIC slots
1 MIM module slot

2 auto-sensing 10/100 WAN ports (IEEE 802.3 Type 10Base-T, IEEE 802.3u Type 100Base-TX);

Duplex: half or full
Dimensions
Weight

Processor

Mounts in an EIA standard 19-in. rack

13.23 Ib. (6 kg)

Throughput
Routing table size 30,000 entries

Operating temperature

17.39(d) x 17.4(w) x 1.74(h) in. (44.18 x 44.2 x 4.42 cm) (1U height)
RISC @ 400 MHz, 256 MB DDR SDRAM, 256 MB compact flash
240 Kpps (64-byte packets)

32°F to 104°F (0°C to 40°C)

@
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HP VCX Enterprise Branch Communications MIM on MSR

QuickSpecs LR

Accessory Product Details

Electrical characteristics

Safety

Emissions

Telecom

Management

Services

Operating relative 5% to 90%, non-condensing
humidity

Non-operating/Storage  -40°F to 158°F (-40°C to 70°C)
temperature

Non-operating/Storage 5% to 90%
relative humidity

Maximum heat dissipation 341 BTU/hr (359.76 ki/hr)

Voltage 100-120 / 200-240 VAC

Maximum power rating 100 W

PoE power 150 W

Frequency 50/ 60 Hz

Notes Maximum power rating and maximum heat dissipation are the worst-case

theoretical maximum numbers provided for planning the infrastructure with
fully loaded PoE (if equipped), 100% traffic, all ports plugged in, and all
modules populated. PoE power is the power supplied by the internal power
supply. It is dependent on the type and quantity of power supplies and may
be supplemented with the use of an external power supply (EPS).

UL 60950-1; AS/NZS 60950; EN 60825-1 Safety of Laser Products-Part 1; EN 60825-2 Safety of Laser
Products-Part 2; IEC 60950-1; CAN/CSA-C22.2 No. 60950-1-03; EN 60950-1/A11; FDA 21 CFR
Subchapter J

EN 55022 Class A; ICES-003 Class A; ANSI C63.4 2003; ETSI EN 300 386 V1.3.3; AS/NZS CISPR22
Class A; EN 61000-4-2; EN 61000-4-3; EN 61000-4-4; EN 61000-4-5; EN 61000-4-6; EN 61000-
3-2:2006; EN 61000-3-3:1995 +A1:2001+A2:2005; EMC Directive 2004/108/EC; FCC (CFR 47,
Part 15) Class A; EN 55024:1998+ A1:2001 + A2:2003; EN 61000-4-11:2004; EN 61000-4-
8:2001

FCC part 68

IMC - Intelligent Management Center; command-line interface; Web browser; SNMP Manager; Telnet;
RMONT; FTP; IEEE 802.3 Ethernet MIB

3-year, parts only, global next-day advance exchange (UX150E)

3-year, 4-hour onsite, 13x5 coverage for hardware (UX151E)

3-year, 4-hour onsite, 24x7 coverage for hardware (UX154E)

3-year, 4-hour onsite, 24x7 coverage for hardware, 24x7 software phone support (UX157E)
3-year, 24x7 SW phone support, software updates (UX160E)

4-year, 4-hour onsite, 13x5 coverage for hardware (UX152E)

4-year, 4-hour onsite, 24x7 coverage for hardware (UX155E)

4-year, 4-hour onsite, 24x7 coverage for hardware, 24x7 software phone (UX158E)
4-year, 24x7 SW phone support, software updates (UX161E)

5-year, 4-hour onsite, 13x5 coverage for hardware (UX153E)

5-year, 4-hour onsite, 24x7 coverage for hardware (UX156E)

5-year, 4-hour onsite, 24x7 coverage for hardware, 24x7 software phone (UX159E)
5-year, 24x7 SW phone support, software updates (UX162E)

3 Yr 6 hr Call-to-Repair Onsite (UX163E)

4 Yr 6 hr Call-to-Repair Onsite (UX164E)

5 Yr 6 hr Call-to-Repair Onsite (UX165E)

Refer to the HP website at: www.hp.com/networking/services for details on the service-level descriptions
and product numbers. For details about services and response times in your area, please contact your
local HP sales office.

@
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HP VCX Enterprise Branch Communications MIM on MSR

Series

Accessory Product Details

Standards and protocols
(applies to all products in
series)

BGP

RFC 1163 Border Gateway Protocol (BGP)

RFC 1267 Border Gateway Protocol 3 (BGP-3)
RFC 1657 Definitions of Managed Obijects for
BGPv4

RFC 1771 BGPv4

RFC 1772 Application of the BGP

RFC 1773 Experience with the BGP-4 Protocol
RFC 1774 BGP-4 Protocol Analysis

RFC 1965 BGP4 confederations

RFC 1997 BGP Communities Attribute

RFC 1998 PPP Gandalf FZA Compression Protocol
RFC 2385 BGP Session Protection via TCP MD5
RFC 2439 BGP Route Flap Damping

Device management

RFC 1305 NTPv3

RFC 1945 Hypertext Transfer Protocol -- HTTP/1.0
RFC 2271 FrameWork

RFC 2452 MIB for TCPé

RFC 2454 MIB for UDP6

General protocols

|[EEE 802.1D MAC Bridges

IEEE 802.1p Priority

|EEE 802.1Q VLANSs

I[EEE 802.1s Multiple Spanning Trees

|EEE 802.1w Rapid Reconfiguration of Spanning
Tree

RFC 768 UDP

RFC 783 TFTP Protocol (revision 2)

RFC 791 IP

RFC 792 ICMP

RFC 793 TCP

RFC 826 ARP

RFC 854 TELNET

RFC 855 Telnet Option Specification

RFC 856 TELNET

RFC 858 Telnet Suppress Go Ahead Option
RFC 894 IP over Ethernet

RFC 925 Multi-LAN Address Resolution

RFC 950 Internet Standard Subnetting Procedure
RFC 959 File Transfer Protocol (FTP)

RFC 1006 ISO transport services on top of the TCP:
Version 3

RFC 1027 Proxy ARP

RFC 1034 Domain Concepts and Facilities

RFC 1035 Domain Implementation and
Specification

RFC 1042 IP Datagrams

RFC 1058 RIPv1

RFC 1071 Computing the Internet Checksum

RFC 3032 MPLS Label Stack Encoding

RFC 3036 LDP Specification

RFC 3046 DHCP Relay Agent Information Option
RFC 3063 MPLS Loop Prevention Mechanism

RFC 3065 Support AS confederation

RFC 3137 OSPF Stub Router Advertisement

RFC 3209 RSVP-TE Extensions to RSVP for LSP
Tunnels

RFC 3210 Applicability Statement for Extensions to
RSVP for LSP-Tunnels

RFC 3212 Constraint-Based LSP setup using LDP
(CR-LDP)

RFC 3214 LSP Modification Using CR-LDP

RFC 3215 LDP State Machine

RFC 3246 Expedited Forwarding PHB

RFC 3268 Advanced Encryption Standard (AES)
Ciphersuites for Transport Layer Security (TLS)

RFC 3277 IS-IS Transient Blackhole Avoidance
RFC 3279 Algorithms and Identifiers for the Internet
X.509 Public Key Infrastructure Certificate and
Certificate Revocation List (CRL) Profile

RFC 3280 Internet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL)
Profile

RFC 3392 Support BGP capabilities advertisement
RFC 3479 Fault Tolerance for the Label Distribution
Protocol (LDP)

RFC 3564 Requirements for Support of
Differentiated Services-aware MPLS Traffic
Engineering

RFC 3602 The AES-CBC Cipher Algorithm and lts
Use with IPsec

RFC 3706 A Traffic-Based Method of Detecting
Dead Internet Key Exchange (IKE) Peers

RFC 3784 ISIS TE support

RFC 3786 Extending the Number of IS-IS LSP
Fragments Beyond the 256 Limit

RFC 3811 Definitions of Textual Conventions (TCs)
for Multiprotocol Label Switching (MPLS)
Management

RFC 3812 Multiprotocol Label Switching (MPLS)
Traffic Engineering (TE) Management Information
Base (MIB)

RFC 3847 Restart signaling for IS-1S

IP multicast

RFC 1112 IGMP

RFC 2236 IGMPv2

RFC 2283 Multiprotocol Extensions for BGP-4
RFC 2362 PIM Sparse Mode

RFC 2934 Protocol Independent Multicast MIB for

@
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Series

Accessory Product Details

@

RFC 1091 Telnet Terminal-Type Option

RFC 1122 Host Requirements

RFC 1141 Incremental updating of the Internet
checksum

RFC 1142 OSI IS-IS Intra-domain Routing Protocol
RFC 1144 Compressing TCP/IP headers for
low-speed serial links

RFC 1195 OSI ISIS for IP and Dual Environments
RFC 1256 ICMP Router Discovery Protocol (IRDP)
RFC 1293 Inverse Address Resolution Protocol
RFC 1315 Management Information Base for
Frame

Relay DTEs

RFC 1332 The PPP Internet Protocol Control
Protocol

(IPCP)

RFC 1333 PPP Link Quality Monitoring

RFC 1334 PPP Authentication Protocols (PAP)
RFC 1349 Type of Service

RFC 1350 TFTP Protocol (revision 2)

RFC 1377 The PPP OSI Network Layer Control
Protocol (OSINLCP)

RFC 1381 SNMP MIB Extension for X.25 LAPB
RFC 1471 The Definitions of Managed Obijects for
the Link Control Protocol of the Point-to-Point
Protocol

RFC 1472 The Definitions of Managed Obijects for
the Security Protocols of the Point-to-Point Protocol
RFC 1490 Multiprotocol Interconnect over Frame
Relay

RFC 1519 CIDR

RFC 1534 DHCP/BOOTP Interoperation

RFC 1542 Clarifications and Extensions for the
Bootstrap Protocol

RFC 1552 The PPP Internetworking Packet
Exchange

Control Protocol (IPXCP)

RFC 1577 Classical IP and ARP over ATM

RFC 1613 Cisco Systems X.25 over TCP (XOT)
RFC 1624 Incremental Internet Checksum

RFC 1631 NAT

RFC 1638 PPP Bridging Control Protocol (BCP)
RFC 1661 The Point-to-Point Protocol (PPP)

RFC 1662 PPP in HDLC-like Framing

IPv4

RFC 3376 IGMPv3

IPvé

RFC 1981 IPvé Path MTU Discovery

RFC 2080 RIPng for IPv6

RFC 2292 Advanced Sockets APl for IPvé

RFC 2373 IPv6 Addressing Architecture

RFC 2460 IPv6 Specification

RFC 2461 IPv6 Neighbor Discovery

RFC 2462 IPv6 Stateless Address Auto-
configuration

RFC 2464 Transmission of IPv6 over Ethernet
Networks

RFC 2472 IP Version 6 over PPP

RFC 2473 Generic Packet Tunneling in IPvé
RFC 2529 Transmission of IPv6 Packets over [Pv4
RFC 2545 Use of MP-BGP-4 for IPv6

RFC 2553 Basic Socket Interface Extensions for
IPvé

RFC 2740 OSPFv3 for IPv6

RFC 2893 Transition Mechanisms for IPvé Hosts
and Routers

RFC 3056 Connection of IPvé Domains via IPv4
Clouds

RFC 3513 IPv6 Addressing Architecture

RFC 3596 DNS Extension for IPvé

MIBs

RFC 1213 MIB Il

RFC 1229 Interface MIB Extensions
RFC 1286 Bridge MIB

RFC 1493 Bridge MIB

RFC 1573 SNMP MIB Il

RFC 1724 RIPv2 MIB

RFC 1757 Remote Network Monitoring MIB
RFC 1850 OSPFv2 MIB

RFC 2011 SNMPv2 MIB for IP
RFC 2012 SNMPv2 MIB for TCP
RFC 2013 SNMPv2 MIB for UDP
RFC 2233 Interfaces MIB

RFC 2454 IPV6-UDP-MIB

RFC 2465 IPvé6 MIB

RFC 2466 ICMPv6 MIB

RFC 2618 RADIUS Client MIB

RFC 1695 Definitions of Managed Obijects for ATM RFC 2620 RADIUS Accounting MIB

Management Version 8.0 using SMIv2

RFC 1701 Generic Routing Encapsulation

RFC 1702 Generic Routing Encapsulation over
[Pv4

networks

RFC 1721 RIP-2 Analysis

RFC 1722 RIP-2 Applicability

RFC 2674 802.1p and IEEE 802.1Q Bridge MIB
RFC 2737 Entity MIB (Version 2)

RFC 2863 The Interfaces Group MIB

RFC 2933 IGMP MIB

RFC 3813 MPLS LSR MIB

Network management
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Accessory Product Details
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RFC 1723 RIP v2
RFC 1795 Data Link Switching: Switch-to-Switch

|EEE 802.1D (STP)
RFC 1155 Structure of Management Information

Protocol AIW DLSw RIG: DLSw Closed Pages, DLSw RFC 1157 SNMPv1

Standard Version 1

RFC 1812 IPv4 Routing

RFC 1829 The ESP DES-CBC Transform

RFC 1877 PPP Internet Protocol Control Protocol
Extensions for Name Server Addresses

RFC 1905 SNMPv2 Protocol Operations
RFC 2272 SNMPv3 Management Protocol
RFC 2273 SNMPv3 Applications

RFC 2274 USM for SNMPv3

RFC 2275 VACM for SNMPv3

RFC 1944 Benchmarking Methodology for Network RFC 2575 SNMPv3 View-based Access Control

Interconnect Devices

RFC 1973 PPP in Frame Relay

RFC 1974 PPP Stac LZS Compression Protocol
RFC 1990 The PPP Multilink Protocol (MP)

RFC 1994 PPP Challenge Handshake
Authentication

Protocol (CHAP)

RFC 2091 Trigger RIP

RFC 2131 DHCP

RFC 2132 DHCP Options and BOOTP Vendor
Extensions

RFC 2166 APPN Implementer's Workshop Closed
Pages Document DLSw v2.0 Enhancements

RFC 2205 Resource ReSerVation Protocol (RSVP) -
Version 1 Functional Specification

RFC 2280 Routing Policy Specification Language
(RPSL)

RFC 2284 EAP over LAN

RFC 2338 VRRP

RFC 2364 PPP Over AALS

RFC 2374 An Aggregatable Global Unicast
Address Format

RFC 2451 The ESP CBC-Mode Cipher Algorithms
RFC 2453 RIPv2

RFC 2510 Internet X.509 Public Key Infrastructure
Certificate Management Protocols

RFC 2511 Internet X.509 Certificate Request
Message Format

RFC 2516 A Method for Transmitting PPP Over
Ethernet (PPPoE)

RFC 2644 Directed Broadcast Control

RFC 2661 L2TP

RFC 2663 NAT Terminology and Considerations
RFC 2684 Multiprotocol Encapsulation over ATM
Adaptation Layer 5

RFC 2694 DNS extensions to Network Address
Translators (DNS_ALG)

RFC 2702 Requirements for Traffic Engineering
Over MPLS

RFC 2747 RSVP Cryptographic Authentication
RFC 2763 Dynamic Name-to-System ID mapping
support

RFC 2765 Stateless IP/ICMP Translation Algorithm

Model (VACM)
RFC 3164 BSD syslog Protocol

OSPF

RFC 1245 OSPF protocol analysis

RFC 1246 Experience with OSPF

RFC 1587 OSPF NSSA

RFC 1765 OSPF Database Overflow

RFC 1850 OSPFv2 Management Information Base
(MIB), traps

RFC 2328 OSPFv2

RFC 2370 OSPF Opaque LSA Option

RFC 3101 OSPF NSSA

QoS/CoS

|[EEE 802.1P (CoS)

RFC 2474 DS Field in the IPv4 and IPv6 Headers
RFC 2475 DiffServ Architecture

RFC 2597 DiffServ Assured Forwarding (AF)

RFC 2598 DiffServ Expedited Forwarding (EF)
RFC 3168 The Addition of Explicit Congestion
Notification (ECN) to IP

Security

|EEE 802.1X Port Based Network Access Control
RFC 1321 The MD5 Message-Digest Algorithm
RFC 2082 RIP-2 MD5 Authentication

RFC 2104 Keyed-Hashing for Message
Authentication

RFC 2138 RADIUS Authentication

RFC 2209 RSVP-Message Processing

RFC 2246 Transport Layer Security (TLS)

RFC 2716 PPP EAP TLS Authentication Protocol
RFC 2865 RADIUS Authentication

RFC 2866 RADIUS Accounting

RFC 3567 Intermediate System (IS) to IS
Cryptographic Authentication

VPN

RFC 2403 - HMAC-MD5-96

RFC 2404 - HMAC-SHA1-96

RFC 2405 - DES-CBC Cipher algorithm
RFC 2547 BGP/MPLS VPNs
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Accessory Product Details

(SIIT)

RFC 2766 Network Address Translation - Protocol
Translation (NAT-PT)

RFC 2784 Generic Routing Encapsulation (GRE)
RFC 2787 Definitions of Managed Obijects for
VRRP

RFC 2961 RSVP Refresh Overhead Reduction
Extensions

RFC 2966 Domain-wide Prefix Distribution with
Two-Level IS-IS

RFC 2973 IS-IS Mesh Groups

RFC 2993 Architectural Implications of NAT
RFC 3022 Traditional IP Network Address
Translator (Traditional NAT)

RFC 3027 Protocol Complications with the IP
Network Address Translator

RFC 3031 Multiprotocol Label Switching
Architecture

RFC 2796 BGP Route Reflection - An Alternative to
Full Mesh IBGP

RFC 2842 Capabilities Advertisement with BGP-4
RFC 2858 Multiprotocol Extensions for BGP-4

RFC 2918 Route Refresh Capability for BGP-4
RFC 3107 Carrying Label Information in BGP-4

IPsec

RFC 1828 IP Authentication using Keyed MD5
RFC 2401 IP Security Architecture

RFC 2402 IP Authentication Header

RFC 2406 IP Encapsulating Security Payload
RFC 2407 - Domain of interpretation

RFC 2410 - The NULL Encryption Algorithm and its
use with IPsec

RFC 2411 IP Security Document Roadmap

RFC 2412 — OAKLEY

RFC 2865 - Remote Authentication Dial In User
Service (RADIUS)

HP A-MSR30-20 Multi-Service Router (JF284A)

Ports

Physical characteristics
Memory and processor
Mounting

Performance

Environment

Electrical characteristics

4 SIC slots
2 MIM module slots

2 auto-sensing 10/100/1000 ports (IEEE 802.3 Type 10Base-T, IEEE 802.3u Type 100Base-TX, IEEE
802.3ab Type 1000Base-T); Duplex: 10Base-T/100Base-TX: half or full; 1000Base-T: full only

Dimensions
Weight
Processor
Mounts in an EIA standard 19-in. rack

15.21 Ib. (6.9 kg)

Throughput
Routing table size 30,000 entries
Operating temperature
Operating relative
humidity
Non-operating/Storage
temperature

Non-operating/Storage
relative humidity

17.39(d) x 17.4(w) x 1.74(h) in. (44.18 x 44.2 x 4.42 cm) (1U height)
RISC @ 533 MHz, 256 MB DDR SDRAM, 256 MB compact flash
300 Kpps (64-byte packets)

32°F to 104°F (0°C to 40°C)

5% to 90%, non-condensing
-40°F to 158°F (-40°C to 70°C)

5% to 90%, non-condensing

Maximum heat dissipation 426 BTU/hr (449.43 kJ/hr)

@

Voltage 100-120 / 200-240 VAC

Maximum power rating 125 W

Frequency 50/ 60 Hz

Notes Maximum power rating and maximum heat dissipation are the worst-case
theoretical maximum numbers provided for planning the infrastructure with
fully loaded PoE (if equipped), 100% traffic, all ports plugged in, and all
modules populated.
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Safety

Emissions

Telecom

Management

Services

Standards and protocols
(applies to all products in
series)

UL 60950-1; AS/NZS 60950; EN 60825-1 Safety of Laser Products-Part 1; EN 60825-2 Safety of Laser
Products-Part 2; IEC 60950-1; CAN/CSA-C22.2 No. 60950-1-03; EN 60950-1/A11; FDA 21 CFR
Subchapter J

EN 55022 Class A; ICES-003 Class A; ANSI C63.4 2003; ETSI EN 300 386 V1.3.3; AS/NZS CISPR22
Class A; EN 61000-4-2; EN 61000-4-3; EN 61000-4-4; EN 61000-4-5; EN 61000-4-6; EN 61000-
3-2:2006; EN 61000-3-3:1995 +A1:2001+A2:2005; EMC Directive 2004/108/EC; FCC (CFR 47,
Part 15) Class A; EN 55024:1998+ A1:2001 + A2:2003; EN 61000-4-11:2004; EN 61000-4-
8:2001

FCC part 68

IMC - Intelligent Management Center; command-line interface; Web browser; SNMP Manager; Telnet;
RMONT1; FTP; IEEE 802.3 Ethernet MIB

3-year, parts only, global next-day advance exchange (UX150E)

3-year, 4-hour onsite, 13x5 coverage for hardware (UX151E)

3-year, 4-hour onsite, 24x7 coverage for hardware (UX154E)

3-year, 4-hour onsite, 24x7 coverage for hardware, 24x7 software phone support (UX157E)
3-year, 24x7 SW phone support, software updates (UX160E)

4-year, 4-hour onsite, 13x5 coverage for hardware (UX152E)

4-year, 4-hour onsite, 24x7 coverage for hardware (UX155E)

4-year, 4-hour onsite, 24x7 coverage for hardware, 24x7 software phone (UX158E)
4-year, 24x7 SW phone support, software updates (UX161E)

5-year, 4-hour onsite, 13x5 coverage for hardware (UX153E)

5-year, 4-hour onsite, 24x7 coverage for hardware (UX156E)

5-year, 4-hour onsite, 24x7 coverage for hardware, 24x7 software phone (UX159E)
5-year, 24x7 SW phone support, software updates (UX162E)

3 Yr 6 hr Call-to-Repair Onsite (UX163E)

4 Yr 6 hr Call-to-Repair Onsite (UX164E)

5 Yr 6 hr Call-to-Repair Onsite (UX165E)

Refer to the HP website at: www.hp.com/networking/services for details on the service-level descriptions
and product numbers. For details about services and response times in your area, please contact your
local HP sales office.

BGP RFC 3032 MPLS Label Stack Encoding

RFC 1163 Border Gateway Protocol (BGP) RFC 3036 LDP Specification

RFC 1267 Border Gateway Protocol 3 (BGP-3) RFC 3046 DHCP Relay Agent Information Option
RFC 1657 Definitions of Managed Obijects for RFC 3063 MPLS Loop Prevention Mechanism

BGPv4 RFC 3065 Support AS confederation

RFC 1771 BGPv4 RFC 3137 OSPF Stub Router Advertisement

RFC 1772 Application of the BGP RFC 3209 RSVP-TE Extensions to RSVP for LSP
RFC 1773 Experience with the BGP-4 Protocol Tunnels

RFC 1774 BGP-4 Protocol Analysis RFC 3210 Applicability Statement for Extensions to
RFC 1965 BGP4 confederations RSVP for LSP-Tunnels

RFC 1997 BGP Communities Attribute RFC 3212 Constraint-Based LSP setup using LDP

RFC 1998 PPP Gandalf FZA Compression Protocol (CR-LDP)
RFC 2385 BGP Session Protection via TCP MD5 ~ RFC 3214 LSP Modification Using CR-LDP

@

RFC 2439 BGP Route Flap Damping RFC 3215 LDP State Machine
RFC 3246 Expedited Forwarding PHB
Device management RFC 3268 Advanced Encryption Standard (AES)
RFC 1305 NTPv3 Ciphersuites for Transport Layer Security (TLS)
RFC 1945 Hypertext Transfer Protocol -- HTTP/1.0 RFC 3277 IS-IS Transient Blackhole Avoidance
RFC 2271 FrameWork RFC 3279 Algorithms and Identifiers for the Internet
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RFC 2452 MIB for TCP6
RFC 2454 MIB for UDP6

General protocols

|EEE 802.1D MAC Bridges

IEEE 802.1p Priority

IEEE 802.1Q VLANSs

|[EEE 802.1s Multiple Spanning Trees

|EEE 802.1w Rapid Reconfiguration of Spanning
Tree

RFC 768 UDP

RFC 783 TFTP Protocol (revision 2)

RFC 791 IP

RFC 792 ICMP

RFC 793 TCP

RFC 826 ARP

RFC 854 TELNET

RFC 855 Telnet Option Specification

RFC 856 TELNET

RFC 858 Telnet Suppress Go Ahead Option
RFC 894 IP over Ethernet

RFC 925 Multi-LAN Address Resolution

RFC 950 Internet Standard Subnetting Procedure
RFC 959 File Transfer Protocol (FTP)

RFC 1006 ISO transport services on top of the TCP:
Version 3

RFC 1027 Proxy ARP

RFC 1034 Domain Concepts and Facilities

RFC 1035 Domain Implementation and
Specification

RFC 1042 IP Datagrams

RFC 1058 RIPv1

RFC 1071 Computing the Internet Checksum
RFC 1091 Telnet Terminal-Type Option

RFC 1122 Host Requirements

RFC 1141 Incremental updating of the Internet
checksum

RFC 1142 OSI IS-IS Intra-domain Routing Protocol
RFC 1144 Compressing TCP/IP headers for
low-speed serial links

RFC 1195 OSI ISIS for IP and Dual Environments
RFC 1256 ICMP Router Discovery Protocol (IRDP)
RFC 1293 Inverse Address Resolution Protocol
RFC 1315 Management Information Base for
Frame

Relay DTEs

RFC 1332 The PPP Internet Protocol Control
Protocol

(IPCP)

RFC 1333 PPP Link Quality Monitoring

RFC 1334 PPP Authentication Protocols (PAP)
RFC 1349 Type of Service

X.509 Public Key Infrastructure Certificate and
Certificate Revocation List (CRL) Profile

RFC 3280 Internet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL)
Profile

RFC 3392 Support BGP capabilities advertisement
RFC 3479 Fault Tolerance for the Label Distribution
Protocol (LDP)

RFC 3564 Requirements for Support of
Differentiated Services-aware MPLS Traffic
Engineering

RFC 3602 The AES-CBC Cipher Algorithm and lts
Use with [Psec

RFC 3706 A Traffic-Based Method of Detecting
Dead Internet Key Exchange (IKE) Peers

RFC 3784 ISIS TE support

RFC 3786 Extending the Number of IS-IS LSP
Fragments Beyond the 256 Limit

RFC 3811 Definitions of Textual Conventions (TCs)
for Multiprotocol Label Switching (MPLS)
Management

RFC 3812 Multiprotocol Label Switching (MPLS)
Traffic Engineering (TE) Management Information
Base (MIB)

RFC 3847 Restart signaling for IS-1S

IP multicast

RFC 1112 IGMP

RFC 2236 IGMPv2

RFC 2283 Multiprotocol Extensions for BGP-4
RFC 2362 PIM Sparse Mode

RFC 2934 Protocol Independent Multicast MIB for
IPv4

RFC 3376 IGMPv3

IPvé

RFC 1981 IPvé Path MTU Discovery

RFC 2080 RIPng for IPv6

RFC 2292 Advanced Sockets API for IPvé

RFC 2373 IPv6 Addressing Architecture

RFC 2460 IPv6 Specification

RFC 2461 IPv6 Neighbor Discovery

RFC 2462 IPv6 Stateless Address Auto-
configuration

RFC 2464 Transmission of IPv6 over Ethernet
Networks

RFC 2472 IP Version 6 over PPP

RFC 2473 Generic Packet Tunneling in IPvé
RFC 2529 Transmission of IPv6 Packets over [Pv4
RFC 2545 Use of MP-BGP-4 for IPv6

RFC 2553 Basic Socket Interface Extensions for
IPvé
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RFC 1350 TFTP Protocol (revision 2)

RFC 1377 The PPP OSI Network Layer Control
Protocol (OSINLCP)

RFC 1381 SNMP MIB Extension for X.25 LAPB
RFC 1471 The Definitions of Managed Obijects for
the Link Control Protocol of the Point-to-Point
Protocol

RFC 1472 The Definitions of Managed Obijects for
the Security Protocols of the Point-to-Point Protocol
RFC 1490 Multiprotocol Interconnect over Frame
Relay

RFC 1519 CIDR

RFC 1534 DHCP/BOOTP Interoperation

RFC 1542 Clarifications and Extensions for the
Bootstrap Protocol

RFC 1552 The PPP Internetworking Packet
Exchange

Control Protocol (IPXCP)

RFC 1577 Classical IP and ARP over ATM

RFC 1613 Cisco Systems X.25 over TCP (XOT)
RFC 1624 Incremental Internet Checksum

RFC 1631 NAT

RFC 1638 PPP Bridging Control Protocol (BCP)
RFC 1661 The Point-to-Point Protocol (PPP)

RFC 1662 PPP in HDLC-like Framing

HP VCX Enterprise Branch Communications MIM on MSR
Series

RFC 2740 OSPFv3 for IPv6

RFC 2893 Transition Mechanisms for IPvé Hosts
and Routers

RFC 3056 Connection of IPvé Domains via IPv4
Clouds

RFC 3513 IPv6 Addressing Architecture

RFC 3596 DNS Extension for IPvé

MIBs

RFC 1213 MIB Il

RFC 1229 Interface MIB Extensions
RFC 1286 Bridge MIB

RFC 1493 Bridge MIB

RFC 1573 SNMP MIB Il

RFC 1724 RIPv2 MIB

RFC 1757 Remote Network Monitoring MIB
RFC 1850 OSPFv2 MIB

RFC 2011 SNMPv2 MIB for IP
RFC 2012 SNMPv2 MIB for TCP
RFC 2013 SNMPv2 MIB for UDP
RFC 2233 Interfaces MIB

RFC 2454 IPV6-UDP-MIB

RFC 2465 IPvé6 MIB

RFC 2466 ICMPv6 MIB

RFC 2618 RADIUS Client MIB

RFC 1695 Definitions of Managed Obijects for ATM RFC 2620 RADIUS Accounting MIB

Management Version 8.0 using SMIv2

RFC 1701 Generic Routing Encapsulation

RFC 1702 Generic Routing Encapsulation over
[Pv4

networks

RFC 1721 RIP-2 Analysis

RFC 1722 RIP-2 Applicability

RFC 1723 RIP v2

RFC 1795 Data Link Switching: Switch-to-Switch

RFC 2674 802.1p and IEEE 802.1Q Bridge MIB
RFC 2737 Entity MIB (Version 2)

RFC 2863 The Interfaces Group MIB

RFC 2933 IGMP MIB

RFC 3813 MPLS LSR MIB

Network management
IEEE 802.1D (STP)
RFC 1155 Structure of Management Information

Protocol AIW DLSw RIG: DLSw Closed Pages, DLSw RFC 1157 SNMPv1

Standard Version 1

RFC 1812 IPv4 Routing

RFC 1829 The ESP DES-CBC Transform

RFC 1877 PPP Internet Protocol Control Protocol
Extensions for Name Server Addresses

RFC 1905 SNMPv2 Protocol Operations
RFC 2272 SNMPv3 Management Protocol
RFC 2273 SNMPv3 Applications

RFC 2274 USM for SNMPv3

RFC 2275 VACM for SNMPv3

RFC 1944 Benchmarking Methodology for Network RFC 2575 SNMPv3 View-based Access Control

Interconnect Devices

RFC 1973 PPP in Frame Relay

RFC 1974 PPP Stac LZS Compression Protocol
RFC 1990 The PPP Multilink Protocol (MP)

RFC 1994 PPP Challenge Handshake
Authentication

Protocol (CHAP)

RFC 2091 Trigger RIP

RFC 2131 DHCP

RFC 2132 DHCP Options and BOOTP Vendor

Model (VACM)
RFC 3164 BSD syslog Protocol

OSPF

RFC 1245 OSPF protocol analysis

RFC 1246 Experience with OSPF

RFC 1587 OSPF NSSA

RFC 1765 OSPF Database Overflow

RFC 1850 OSPFv2 Management Information Base
(MIB), traps
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Extensions

RFC 2166 APPN Implementer's Workshop Closed
Pages Document DLSw v2.0 Enhancements

RFC 2205 Resource ReSerVation Protocol (RSVP) -
Version 1 Functional Specification

RFC 2280 Routing Policy Specification Language
(RPSL)

RFC 2284 EAP over LAN

RFC 2338 VRRP

RFC 2364 PPP Over AAL5S

RFC 2374 An Aggregatable Global Unicast
Address Format

RFC 2451 The ESP CBC-Mode Cipher Algorithms
RFC 2453 RIPv2

RFC 2510 Internet X.509 Public Key Infrastructure
Certificate Management Protocols

RFC 2511 Internet X.509 Certificate Request
Message Format

RFC 2516 A Method for Transmitting PPP Over
Ethernet (PPPoE)

RFC 2644 Directed Broadcast Control

RFC 2661 L2TP

RFC 2663 NAT Terminology and Considerations
RFC 2684 Multiprotocol Encapsulation over ATM
Adaptation Layer 5

RFC 2694 DNS extensions to Network Address
Translators (DNS_ALG)

RFC 2702 Requirements for Traffic Engineering
Over MPLS

RFC 2747 RSVP Cryptographic Authentication
RFC 2763 Dynamic Name-to-System ID mapping
support

RFC 2765 Stateless IP/ICMP Translation Algorithm
(SIIT)

RFC 2766 Network Address Translation - Protocol
Translation (NAT-PT)

RFC 2784 Generic Routing Encapsulation (GRE)
RFC 2787 Definitions of Managed Obijects for
VRRP

RFC 2961 RSVP Refresh Overhead Reduction
Extensions

RFC 2966 Domain-wide Prefix Distribution with
Two-Level IS-IS

RFC 2973 IS-IS Mesh Groups

RFC 2993 Architectural Implications of NAT

RFC 3022 Traditional IP Network Address
Translator (Traditional NAT)

RFC 3027 Protocol Complications with the IP
Network Address Translator

RFC 3031 Multiprotocol Label Switching
Architecture

RFC 2328 OSPFv2
RFC 2370 OSPF Opaque LSA Option
RFC 3101 OSPF NSSA

QoS/CoS

|[EEE 802.1P (CoS)

RFC 2474 DS Field in the IPv4 and IPv6 Headers
RFC 2475 DiffServ Architecture

RFC 2597 DiffServ Assured Forwarding (AF)

RFC 2598 DiffServ Expedited Forwarding (EF)
RFC 3168 The Addition of Explicit Congestion
Notification (ECN) to IP

Security

|EEE 802.1X Port Based Network Access Control
RFC 1321 The MD5 Message-Digest Algorithm
RFC 2082 RIP-2 MD5 Authentication

RFC 2104 Keyed-Hashing for Message
Authentication

RFC 2138 RADIUS Authentication

RFC 2209 RSVP-Message Processing

RFC 2246 Transport Layer Security (TLS)

RFC 2716 PPP EAP TLS Authentication Protocol
RFC 2865 RADIUS Authentication

RFC 2866 RADIUS Accounting

RFC 3567 Intermediate System (IS) to IS
Cryptographic Authentication

VPN

RFC 2403 - HMAC-MD5-96

RFC 2404 - HMAC-SHA1-96

RFC 2405 - DES-CBC Cipher algorithm

RFC 2547 BGP/MPLS VPNs

RFC 2796 BGP Route Reflection - An Alternative to
Full Mesh IBGP

RFC 2842 Capabilities Advertisement with BGP-4
RFC 2858 Multiprotocol Extensions for BGP-4
RFC 2918 Route Refresh Capability for BGP-4
RFC 3107 Carrying Label Information in BGP-4

IPsec

RFC 1828 IP Authentication using Keyed MD5
RFC 2401 IP Security Architecture

RFC 2402 IP Authentication Header

RFC 2406 IP Encapsulating Security Payload
RFC 2407 - Domain of interpretation

RFC 2410 - The NULL Encryption Algorithm and its
use with IPsec

RFC 2411 IP Security Document Roadmap

RFC 2412 — OAKLEY

RFC 2865 - Remote Authentication Dial In User
Service (RADIUS)

DA - 13872 EMEA — Version 3 — October 17, 2011 Page 22



HP VCX Enterprise Branch Communications MIM on MSR

QuickSpecs LR

Accessory Product Details

HP A-MSR30-20 PoE Multi-Service Router (JF802A)

Ports

Physical characteristics
Memory and processor
Mounting

Performance

Environment

Electrical characteristics

Safety

Emissions

Telecom

Management

Services

4 SIC slots
2 MIM module slots

2 auto-sensing 10/100/1000 ports (IEEE 802.3 Type 10Base-T, IEEE 802.3u Type 100Base-TX, IEEE
802.3ab Type 1000Base-T); Duplex: 10Base-T/100Base-TX: half or full; 1000Base-T: full only

Dimensions 17.39(d) x 17.4(w) x 1.74(h) in. (44.18 x 44.2 x 4.42 cm) (1U height)
Weight 15.21 Ib. (6.9 kg)

Processor RISC @ 533 MHz, 256 MB DDR SDRAM, 256 MB compact flash
Mounts in an EIA standard 19-in. rack

Throughput 300 Kpps (64-byte packets)

Routing table size 30,000 entries

Operating temperature ~ 32°F to 104°F (0°C to 40°C)

Operating relative 5% to 90%, non-condensing

humidity

Non-operating/Storage  -40°F to 158°F (-40°C to 70°C)

temperature

Non-operating/Storage 5% to 90%, non-condensing
relative humidity

Maximum heat dissipation 426 BTU/hr (449.43 kJ/hr)

Voltage 100-120 / 200-240 VAC

Maximum power rating 125 W

PoE power 150 W

Frequency 50/ 60 Hz

Notes Maximum power rating and maximum heat dissipation are the worst-case

theoretical maximum numbers provided for planning the infrastructure with
fully loaded PoE (if equipped), 100% traffic, all ports plugged in, and all
modules populated. PoE power is the power supplied by the internal power
supply. It is dependent on the type and quantity of power supplies and may
be supplemented with the use of an external power supply (EPS).

UL 60950-1; AS/NZS 60950; EN 60825-1 Safety of Laser Products-Part 1; EN 60825-2 Safety of Laser
Products-Part 2; IEC 60950-1; CAN/CSA-C22.2 No. 60950-1-03; EN 60950-1/A11; FDA 21 CFR
Subchapter J

EN 55022 Class A; ICES-003 Class A; ANSI C63.4 2003; ETSI EN 300 386 V1.3.3; AS/NZS CISPR22
Class A; EN 61000-4-2; EN 61000-4-3; EN 61000-4-4; EN 61000-4-5; EN 61000-4-6; EN 61000-
3-2:2006; EN 61000-3-3:1995 +A1:2001+A2:2005; EMC Directive 2004/108/EC; FCC (CFR 47,
Part 15) Class A; EN 55024:1998+ A1:2001 + A2:2003; EN 61000-4-11:2004; EN 61000-4-
8:2001

FCC part 68

IMC - Intelligent Management Center; command-line interface; Web browser; SNMP Manager; Telnet;
RMONT1; FTP; IEEE 802.3 Ethernet MIB

3-year, parts only, global next-day advance exchange (UX150E)

3-year, 4-hour onsite, 13x5 coverage for hardware (UX151E)

3-year, 4-hour onsite, 24x7 coverage for hardware (UX154E)

3-year, 4-hour onsite, 24x7 coverage for hardware, 24x7 software phone support (UX157E)

@
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Standards and protocols
(applies to all products in
series)

3-year, 24x7 SW phone support, software updates (UX160E)
4-year, 4-hour onsite, 13x5 coverage for hardware (UX152E)
4-year, 4-hour onsite, 24x7 coverage for hardware (UX155E)
4-year, 4-hour onsite, 24x7 coverage for hardware, 24x7 software phone (UX158E)
4-year, 24x7 SW phone support, software updates (UX161E)
5-year, 4-hour onsite, 13x5 coverage for hardware (UX153E)
5-year, 4-hour onsite, 24x7 coverage for hardware (UX156E)
5-year, 4-hour onsite, 24x7 coverage for hardware, 24x7 software phone (UX159E)
5-year, 24x7 SW phone support, software updates (UX162E)

3 Yr 6 hr Call-to-Repair Onsite (UX163E)
4 Yr 6 hr Call-to-Repair Onsite (UX164E)
5 Yr 6 hr Call-to-Repair Onsite (UX165E)

Refer to the HP website at: www.hp.com/networking/services for details on the service-level descriptions
and product numbers. For details about services and response times in your area, please contact your

local HP sales office.

BGP

RFC 1163 Border Gateway Protocol (BGP)

RFC 1267 Border Gateway Protocol 3 (BGP-3)
RFC 1657 Definitions of Managed Objects for
BGPv4

RFC 1771 BGPv4

RFC 1772 Application of the BGP

RFC 1773 Experience with the BGP-4 Protocol
RFC 1774 BGP-4 Protocol Analysis

RFC 1965 BGP4 confederations

RFC 1997 BGP Communities Attribute

RFC 1998 PPP Gandalf FZA Compression Protocol
RFC 2385 BGP Session Protection via TCP MD5
RFC 2439 BGP Route Flap Damping

Device management

RFC 1305 NTPv3

RFC 1945 Hypertext Transfer Protocol -- HTTP/1.0
RFC 2271 FrameWork

RFC 2452 MIB for TCP6

RFC 2454 MIB for UDP6

General protocols

IEEE 802.1D MAC Bridges

IEEE 802.1p Priority

IEEE 802.1Q VLANSs

I[EEE 802.1s Multiple Spanning Trees

|[EEE 802.1w Rapid Reconfiguration of Spanning
Tree

RFC 3032 MPLS Label Stack Encoding

RFC 3036 LDP Specification

RFC 3046 DHCP Relay Agent Information Option
RFC 3063 MPLS Loop Prevention Mechanism

RFC 3065 Support AS confederation

RFC 3137 OSPF Stub Router Advertisement

RFC 3209 RSVP-TE Extensions to RSVP for LSP
Tunnels

RFC 3210 Applicability Statement for Extensions to
RSVP for LSP-Tunnels

RFC 3212 Constraint-Based LSP setup using LDP
(CR-LDP)

RFC 3214 LSP Modification Using CR-LDP

RFC 3215 LDP State Machine

RFC 3246 Expedited Forwarding PHB

RFC 3268 Advanced Encryption Standard (AES)
Ciphersuites for Transport Layer Security (TLS)

RFC 3277 IS-IS Transient Blackhole Avoidance
RFC 3279 Algorithms and Identifiers for the Internet
X.509 Public Key Infrastructure Certificate and
Certificate Revocation List (CRL) Profile

RFC 3280 Internet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL)
Profile

RFC 3392 Support BGP capabilities advertisement
RFC 3479 Fault Tolerance for the Label Distribution
Protocol (LDP)

RFC 3564 Requirements for Support of
Differentiated Services-aware MPLS Traffic

@

RFC 768 UDP Engineering
RFC 783 TFTP Protocol (revision 2) RFC 3602 The AES-CBC Cipher Algorithm and Its
RFC 791 IP Use with IPsec
RFC 792 ICMP RFC 3706 A Traffic-Based Method of Detecting
RFC 793 TCP Dead Internet Key Exchange (IKE) Peers
RFC 826 ARP RFC 3784 ISIS TE support
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RFC 854 TELNET

RFC 855 Telnet Option Specification

RFC 856 TELNET

RFC 858 Telnet Suppress Go Ahead Option

RFC 894 IP over Ethernet

RFC 925 Multi-LAN Address Resolution

RFC 950 Internet Standard Subnetting Procedure
RFC 959 File Transfer Protocol (FTP)

RFC 1006 ISO transport services on top of the TCP:
Version 3

RFC 1027 Proxy ARP

RFC 1034 Domain Concepts and Facilities

RFC 1035 Domain Implementation and
Specification

RFC 1042 IP Datagrams

RFC 1058 RIPv1

RFC 1071 Computing the Internet Checksum
RFC 1091 Telnet Terminal-Type Option

RFC 1122 Host Requirements

RFC 1141 Incremental updating of the Internet
checksum

RFC 1142 OSI IS-IS Intra-domain Routing Protocol
RFC 1144 Compressing TCP/IP headers for
low-speed serial links

RFC 1195 OSI ISIS for IP and Dual Environments
RFC 1256 ICMP Router Discovery Protocol (IRDP)
RFC 1293 Inverse Address Resolution Protocol
RFC 1315 Management Information Base for
Frame

Relay DTEs

RFC 1332 The PPP Internet Protocol Control
Protocol

(IPCP)

RFC 1333 PPP Link Quality Monitoring

RFC 1334 PPP Authentication Protocols (PAP)
RFC 1349 Type of Service

RFC 1350 TFTP Protocol (revision 2)

RFC 1377 The PPP OSI Network Layer Control
Protocol (OSINLCP)

RFC 1381 SNMP MIB Extension for X.25 LAPB
RFC 1471 The Definitions of Managed Obijects for
the Link Control Protocol of the Point-to-Point
Protocol

RFC 1472 The Definitions of Managed Obijects for
the Security Protocols of the Point-to-Point Protocol
RFC 1490 Multiprotocol Interconnect over Frame
Relay

RFC 1519 CIDR

RFC 1534 DHCP/BOOTP Interoperation

RFC 1542 Clarifications and Extensions for the
Bootstrap Protocol

RFC 1552 The PPP Internetworking Packet

RFC 3786 Extending the Number of IS-IS LSP
Fragments Beyond the 256 Limit

RFC 3811 Definitions of Textual Conventions (TCs)
for Multiprotocol Label Switching (MPLS)
Management

RFC 3812 Multiprotocol Label Switching (MPLS)
Traffic Engineering (TE) Management Information
Base (MIB)

RFC 3847 Restart signaling for IS-1S

IP multicast

RFC 1112 IGMP

RFC 2236 IGMPv2

RFC 2283 Multiprotocol Extensions for BGP-4
RFC 2362 PIM Sparse Mode

RFC 2934 Protocol Independent Multicast MIB for
IPv4

RFC 3376 IGMPv3

IPvé

RFC 1981 IPvé Path MTU Discovery

RFC 2080 RIPng for IPv6

RFC 2292 Advanced Sockets APl for IPvé

RFC 2373 IPv6 Addressing Architecture

RFC 2460 IPv6 Specification

RFC 2461 IPv6 Neighbor Discovery

RFC 2462 IPv6 Stateless Address Auto-
configuration

RFC 2464 Transmission of IPv6 over Ethernet
Networks

RFC 2472 IP Version 6 over PPP

RFC 2473 Generic Packet Tunneling in IPvé
RFC 2529 Transmission of IPv6 Packets over [Pv4
RFC 2545 Use of MP-BGP-4 for IPv6

RFC 2553 Basic Socket Interface Extensions for
IPvé

RFC 2740 OSPFv3 for IPv6

RFC 2893 Transition Mechanisms for IPvé Hosts
and Routers

RFC 3056 Connection of IPvé Domains via IPv4
Clouds

RFC 3513 IPv6 Addressing Architecture

RFC 3596 DNS Extension for IPvé

MIBs

RFC 1213 MIB I

RFC 1229 Interface MIB Extensions

RFC 1286 Bridge MIB

RFC 1493 Bridge MIB

RFC 1573 SNMP MIB I

RFC 1724 RIPv2 MIB

RFC 1757 Remote Network Monitoring MIB
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Exchange

Control Protocol (IPXCP)

RFC 1577 Classical IP and ARP over ATM

RFC 1613 Cisco Systems X.25 over TCP (XOT)
RFC 1624 Incremental Internet Checksum

RFC 1631 NAT

RFC 1638 PPP Bridging Control Protocol (BCP)
RFC 1661 The Point-to-Point Protocol (PPP)
RFC 1662 PPP in HDLC-like Framing

HP VCX Enterprise Branch Communications MIM on MSR
Series

RFC 1850 OSPFv2 MIB

RFC 2011 SNMPv2 MIB for IP
RFC 2012 SNMPv2 MIB for TCP
RFC 2013 SNMPv2 MIB for UDP
RFC 2233 Interfaces MIB

RFC 2454 IPV6-UDP-MIB

RFC 2465 IPv6 MIB

RFC 2466 ICMPv6 MIB

RFC 2618 RADIUS Client MIB

RFC 1695 Definitions of Managed Obijects for ATM RFC 2620 RADIUS Accounting MIB

Management Version 8.0 using SMIv2

RFC 1701 Generic Routing Encapsulation

RFC 1702 Generic Routing Encapsulation over
[Pv4

networks

RFC 1721 RIP-2 Analysis

RFC 1722 RIP-2 Applicability

RFC 1723 RIP v2

RFC 1795 Data Link Switching: Switch-to-Switch

RFC 2674 802.1p and IEEE 802.1Q Bridge MIB
RFC 2737 Entity MIB (Version 2)

RFC 2863 The Interfaces Group MIB

RFC 2933 IGMP MIB

RFC 3813 MPLS LSR MIB

Network management
|EEE 802.1D (STP)
RFC 1155 Structure of Management Information

Protocol AIW DLSw RIG: DLSw Closed Pages, DLSw RFC 1157 SNMPv1

Standard Version 1

RFC 1812 IPv4 Routing

RFC 1829 The ESP DES-CBC Transform

RFC 1877 PPP Internet Protocol Control Protocol
Extensions for Name Server Addresses

RFC 1905 SNMPv2 Protocol Operations
RFC 2272 SNMPv3 Management Protocol
RFC 2273 SNMPv3 Applications

RFC 2274 USM for SNMPv3

RFC 2275 VACM for SNMPv3

RFC 1944 Benchmarking Methodology for Network RFC 2575 SNMPv3 View-based Access Control

Interconnect Devices

RFC 1973 PPP in Frame Relay

RFC 1974 PPP Stac LZS Compression Protocol
RFC 1990 The PPP Multilink Protocol (MP)

RFC 1994 PPP Challenge Handshake
Authentication

Protocol (CHAP)

RFC 2091 Trigger RIP

RFC 2131 DHCP

RFC 2132 DHCP Options and BOOTP Vendor
Extensions

RFC 2166 APPN Implementer's Workshop Closed
Pages Document DLSw v2.0 Enhancements

RFC 2205 Resource ReSerVation Protocol (RSVP) -
Version 1 Functional Specification

RFC 2280 Routing Policy Specification Language
(RPSL)

RFC 2284 EAP over LAN

RFC 2338 VRRP

RFC 2364 PPP Over AALS

RFC 2374 An Aggregatable Global Unicast
Address Format

RFC 2451 The ESP CBC-Mode Cipher Algorithms
RFC 2453 RIPv2

RFC 2510 Internet X.509 Public Key Infrastructure
Certificate Management Protocols

Model (VACM)
RFC 3164 BSD syslog Protocol

OSPF

RFC 1245 OSPF protocol analysis

RFC 1246 Experience with OSPF

RFC 1587 OSPF NSSA

RFC 1765 OSPF Database Overflow

RFC 1850 OSPFv2 Management Information Base
(MIB), traps

RFC 2328 OSPFv2

RFC 2370 OSPF Opaque LSA Option

RFC 3101 OSPF NSSA

QoS/CoS

|[EEE 802.1P (CoS)

RFC 2474 DS Field in the IPv4 and IPv6 Headers
RFC 2475 DiffServ Architecture

RFC 2597 DiffServ Assured Forwarding (AF)

RFC 2598 DiffServ Expedited Forwarding (EF)
RFC 3168 The Addition of Explicit Congestion
Notification (ECN) to IP

Security
IEEE 802.1X Port Based Network Access Control
RFC 1321 The MD5 Message-Digest Algorithm
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RFC 2511 Internet X.509 Certificate Request
Message Format

RFC 2516 A Method for Transmitting PPP Over
Ethernet (PPPoE)

RFC 2644 Directed Broadcast Control

RFC 2661 L2TP

RFC 2663 NAT Terminology and Considerations
RFC 2684 Multiprotocol Encapsulation over ATM
Adaptation Layer 5

RFC 2694 DNS extensions to Network Address
Translators (DNS_ALG)

RFC 2702 Requirements for Traffic Engineering
Over MPLS

RFC 2747 RSVP Cryptographic Authentication
RFC 2763 Dynamic Name-to-System ID mapping
support

RFC 2765 Stateless IP/ICMP Translation Algorithm
(SIIT)

RFC 2766 Network Address Translation - Protocol
Translation (NAT-PT)

RFC 2784 Generic Routing Encapsulation (GRE)
RFC 2787 Definitions of Managed Obijects for
VRRP

RFC 2961 RSVP Refresh Overhead Reduction
Extensions

RFC 2966 Domain-wide Prefix Distribution with
Two-Level IS-IS

RFC 2973 IS-IS Mesh Groups

RFC 2993 Architectural Implications of NAT

RFC 3022 Traditional IP Network Address
Translator (Traditional NAT)

RFC 3027 Protocol Complications with the IP
Network Address Translator

RFC 3031 Multiprotocol Label Switching
Architecture

RFC 2082 RIP-2 MD5 Authentication
RFC 2104 Keyed-Hashing for Message
Authentication

RFC 2138 RADIUS Authentication

RFC 2209 RSVP-Message Processing
RFC 2246 Transport Layer Security (TLS)
RFC 2716 PPP EAP TLS Authentication Protocol
RFC 2865 RADIUS Authentication

RFC 2866 RADIUS Accounting

RFC 3567 Intermediate System (IS) to IS
Cryptographic Authentication

VPN

RFC 2403 - HMAC-MD5-96

RFC 2404 - HMAC-SHA1-96

RFC 2405 - DES-CBC Cipher algorithm

RFC 2547 BGP/MPLS VPNs

RFC 2796 BGP Route Reflection - An Alternative to
Full Mesh IBGP

RFC 2842 Capabilities Advertisement with BGP-4
RFC 2858 Multiprotocol Extensions for BGP-4
RFC 2918 Route Refresh Capability for BGP-4
RFC 3107 Carrying Label Information in BGP-4

IPsec

RFC 1828 IP Authentication using Keyed MD5
RFC 2401 IP Security Architecture

RFC 2402 IP Authentication Header

RFC 2406 IP Encapsulating Security Payload
RFC 2407 - Domain of interpretation

RFC 2410 - The NULL Encryption Algorithm and its
use with IPsec

RFC 2411 IP Security Document Roadmap

RFC 2412 — OAKLEY

RFC 2865 - Remote Authentication Dial In User
Service (RADIUS)

HP A-MSR30-40 Multi-Service Router (JF229A)
Ports 4 SIC slots
4 MIM module slots

2 1000Base-T ports (IEEE 802.3ab Type 1000Base-T)

2 fixed Gigabit Ethernet SFP ports

Physical characteristics ~ Dimensions 16.63(d) x
Weight 26.23 1b. (11.9 kg)
Memory and processor  Processor

Mounting Mounts in an EIA standard 19-in. rack

Performance Throughput

Routing table size 30,000 entries

17.4(w) x 3.47(h) in. (42.23 x 44.2 x 8.82 cm) (2U height)

RISC @ 533 MHz, 256 MB DDR SDRAM, 256 MB compact flash

360 Kpps (64-byte packets)
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HP VCX Enterprise Branch Communications MIM on MSR

QuickSpecs LR

Accessory Product Details

Environment

Electrical characteristics

Safety

Emissions

Telecom

Management

Services

Standards and protocols
(applies to all products in

Operating temperature  32°F to 104°F (0°C to 40°C)

Operating relative 5% to 90%, non-condensing
humidity

Non-operating/Storage  -40°F to 158°F (-40°C to 70°C)
temperature

Non-operating/Storage 5% to 90%, non-condensing
relative humidity

Maximum heat dissipation 717 BTU/hr (756.44 ki/hr)

Voltage 100-120 / 200-240 VAC

Maximum power rating 210 W

Frequency 50/ 60 Hz

Notes Maximum power rating and maximum heat dissipation are the worst-case

theoretical maximum numbers provided for planning the infrastructure with
fully loaded PoE (if equipped), 100% traffic, all ports plugged in, and all
modules populated.

UL 60950-1; AS/NZS 60950; EN 60825-1 Safety of Laser Products-Part 1; EN 60825-2 Safety of Laser
Products-Part 2; IEC 60950-1; CAN/CSA-C22.2 No. 60950-1-03; EN 60950-1/A11; FDA 21 CFR
Subchapter J

EN 55022 Class A; ICES-003 Class A; ANSI C63.4 2003; ETSI EN 300 386 V1.3.3; AS/NZS CISPR22
Class A; EN 61000-4-2; EN 61000-4-3; EN 61000-4-4; EN 61000-4-5; EN 61000-4-6; EN 61000-
3-2:2006; EN 61000-3-3:1995 +A1:2001+A2:2005; EMC Directive 2004/108/EC; FCC (CFR 47,
Part 15) Class A; EN 55024:1998+ A1:2001 + A2:2003; EN 61000-4-11:2004; EN 61000-4-
8:2001

FCC part 68

IMC - Intelligent Management Center; command-line interface; Web browser; SNMP Manager; Telnet;
RMONT1; FTP; IEEE 802.3 Ethernet MIB

3-year, parts only, global next-day advance exchange (UX150E)

3-year, 4-hour onsite, 13x5 coverage for hardware (UX151E)

3-year, 4-hour onsite, 24x7 coverage for hardware (UX154E)

3-year, 4-hour onsite, 24x7 coverage for hardware, 24x7 software phone support (UX157E)
3-year, 24x7 SW phone support, software updates (UX160E)

4-year, 4-hour onsite, 13x5 coverage for hardware (UX152E)

4-year, 4-hour onsite, 24x7 coverage for hardware (UX155E)

4-year, 4-hour onsite, 24x7 coverage for hardware, 24x7 software phone (UX158E)
4-year, 24x7 SW phone support, software updates (UX161E)

5-year, 4-hour onsite, 13x5 coverage for hardware (UX153E)

5-year, 4-hour onsite, 24x7 coverage for hardware (UX156E)

5-year, 4-hour onsite, 24x7 coverage for hardware, 24x7 software phone (UX159E)
5-year, 24x7 SW phone support, software updates (UX162E)

3 Yr 6 hr Call-to-Repair Onsite (UX163E)

4 Yr 6 hr Call-to-Repair Onsite (UX164E)

5 Yr 6 hr Call-to-Repair Onsite (UX165E)

Refer to the HP website at: www.hp.com/networking/services for details on the service-level descriptions
and product numbers. For details about services and response times in your area, please contact your
local HP sales office.

@

BGP RFC 3032 MPLS Label Stack Encoding
RFC 1163 Border Gateway Protocol (BGP) RFC 3036 LDP Specification
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RFC 1267 Border Gateway Protocol 3 (BGP-3)
RFC 1657 Definitions of Managed Obijects for
BGPv4

RFC 1771 BGPv4

RFC 1772 Application of the BGP

RFC 1773 Experience with the BGP-4 Protocol
RFC 1774 BGP-4 Protocol Analysis

RFC 1965 BGP4 confederations

RFC 1997 BGP Communities Attribute

RFC 1998 PPP Gandalf FZA Compression Protocol
RFC 2385 BGP Session Protection via TCP MD5
RFC 2439 BGP Route Flap Damping

Device management

RFC 1305 NTPv3

RFC 1945 Hypertext Transfer Protocol -- HTTP/1.0
RFC 2271 FrameWork

RFC 2452 MIB for TCPé

RFC 2454 MIB for UDP6

General protocols

|[EEE 802.1D MAC Bridges

IEEE 802.1p Priority

|EEE 802.1Q VLANSs

I[EEE 802.1s Multiple Spanning Trees

|EEE 802.1w Rapid Reconfiguration of Spanning
Tree

RFC 768 UDP

RFC 783 TFTP Protocol (revision 2)

RFC 791 IP

RFC 792 ICMP

RFC 793 TCP

RFC 826 ARP

RFC 854 TELNET

RFC 855 Telnet Option Specification

RFC 856 TELNET

RFC 858 Telnet Suppress Go Ahead Option
RFC 894 IP over Ethernet

RFC 925 Multi-LAN Address Resolution

RFC 950 Internet Standard Subnetting Procedure
RFC 959 File Transfer Protocol (FTP)

RFC 1006 ISO transport services on top of the TCP:
Version 3

RFC 1027 Proxy ARP

RFC 1034 Domain Concepts and Facilities
RFC 1035 Domain Implementation and
Specification

RFC 1042 IP Datagrams

RFC 1058 RIPv1

RFC 1071 Computing the Internet Checksum
RFC 1091 Telnet Terminal-Type Option

RFC 1122 Host Requirements

RFC 3046 DHCP Relay Agent Information Option
RFC 3063 MPLS Loop Prevention Mechanism

RFC 3065 Support AS confederation

RFC 3137 OSPF Stub Router Advertisement

RFC 3209 RSVP-TE Extensions to RSVP for LSP
Tunnels

RFC 3210 Applicability Statement for Extensions to
RSVP for LSP-Tunnels

RFC 3212 Constraint-Based LSP setup using LDP
(CR-LDP)

RFC 3214 LSP Modification Using CR-LDP

RFC 3215 LDP State Machine

RFC 3246 Expedited Forwarding PHB

RFC 3268 Advanced Encryption Standard (AES)
Ciphersuites for Transport Layer Security (TLS)

RFC 3277 IS-IS Transient Blackhole Avoidance
RFC 3279 Algorithms and Identifiers for the Internet
X.509 Public Key Infrastructure Certificate and
Certificate Revocation List (CRL) Profile

RFC 3280 Internet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL)
Profile

RFC 3392 Support BGP capabilities advertisement
RFC 3479 Fault Tolerance for the Label Distribution
Protocol (LDP)

RFC 3564 Requirements for Support of
Differentiated Services-aware MPLS Traffic
Engineering

RFC 3602 The AES-CBC Cipher Algorithm and lts
Use with IPsec

RFC 3706 A Traffic-Based Method of Detecting
Dead Internet Key Exchange (IKE) Peers

RFC 3784 ISIS TE support

RFC 3786 Extending the Number of IS-IS LSP
Fragments Beyond the 256 Limit

RFC 3811 Definitions of Textual Conventions (TCs)
for Multiprotocol Label Switching (MPLS)
Management

RFC 3812 Multiprotocol Label Switching (MPLS)
Traffic Engineering (TE) Management Information
Base (MIB)

RFC 3847 Restart signaling for IS-1S

IP multicast

RFC 1112 IGMP

RFC 2236 IGMPv2

RFC 2283 Multiprotocol Extensions for BGP-4
RFC 2362 PIM Sparse Mode

RFC 2934 Protocol Independent Multicast MIB for
IPv4

RFC 3376 IGMPv3
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RFC 1141 Incremental updating of the Internet
checksum

RFC 1142 OSI IS-IS Intra-domain Routing Protocol
RFC 1144 Compressing TCP/IP headers for
low-speed serial links

RFC 1195 OSI ISIS for IP and Dual Environments
RFC 1256 ICMP Router Discovery Protocol (IRDP)
RFC 1293 Inverse Address Resolution Protocol
RFC 1315 Management Information Base for
Frame

Relay DTEs

RFC 1332 The PPP Internet Protocol Control
Protocol

(IPCP)

RFC 1333 PPP Link Quality Monitoring

RFC 1334 PPP Authentication Protocols (PAP)
RFC 1349 Type of Service

RFC 1350 TFTP Protocol (revision 2)

RFC 1377 The PPP OSI Network Layer Control
Protocol (OSINLCP)

RFC 1381 SNMP MIB Extension for X.25 LAPB
RFC 1471 The Definitions of Managed Obijects for
the Link Control Protocol of the Point-to-Point
Protocol

RFC 1472 The Definitions of Managed Obijects for
the Security Protocols of the Point-to-Point Protocol
RFC 1490 Multiprotocol Interconnect over Frame
Relay

RFC 1519 CIDR

RFC 1534 DHCP/BOOTP Interoperation

RFC 1542 Clarifications and Extensions for the
Bootstrap Protocol

RFC 1552 The PPP Internetworking Packet
Exchange

Control Protocol (IPXCP)

RFC 1577 Classical IP and ARP over ATM

RFC 1613 Cisco Systems X.25 over TCP (XOT)
RFC 1624 Incremental Internet Checksum

RFC 1631 NAT

RFC 1638 PPP Bridging Control Protocol (BCP)
RFC 1661 The Point-to-Point Protocol (PPP)

RFC 1662 PPP in HDLC-like Framing

IPvé

RFC 1981 IPvé Path MTU Discovery

RFC 2080 RIPng for IPv6

RFC 2292 Advanced Sockets APl for IPvé

RFC 2373 IPv6 Addressing Architecture

RFC 2460 IPv6 Specification

RFC 2461 IPv6 Neighbor Discovery

RFC 2462 IPv6 Stateless Address Auto-
configuration

RFC 2464 Transmission of IPv6 over Ethernet
Networks

RFC 2472 IP Version 6 over PPP

RFC 2473 Generic Packet Tunneling in IPvé
RFC 2529 Transmission of IPv6 Packets over [Pv4
RFC 2545 Use of MP-BGP-4 for IPv6

RFC 2553 Basic Socket Interface Extensions for
IPvé

RFC 2740 OSPFv3 for IPv6

RFC 2893 Transition Mechanisms for IPvé Hosts
and Routers

RFC 3056 Connection of IPvé Domains via IPv4
Clouds

RFC 3513 IPv6 Addressing Architecture

RFC 3596 DNS Extension for IPvé

MIBs

RFC 1213 MIB Il

RFC 1229 Interface MIB Extensions
RFC 1286 Bridge MIB

RFC 1493 Bridge MIB

RFC 1573 SNMP MIB [l

RFC 1724 RIPv2 MIB

RFC 1757 Remote Network Monitoring MIB
RFC 1850 OSPFv2 MIB

RFC 2011 SNMPv2 MIB for IP
RFC 2012 SNMPv2 MIB for TCP
RFC 2013 SNMPv2 MIB for UDP
RFC 2233 Interfaces MIB

RFC 2454 IPV6-UDP-MIB

RFC 2465 IPvé6 MIB

RFC 2466 ICMPv6 MIB

RFC 2618 RADIUS Client MIB

RFC 1695 Definitions of Managed Obijects for ATM RFC 2620 RADIUS Accounting MIB

Management Version 8.0 using SMIv2

RFC 1701 Generic Routing Encapsulation

RFC 1702 Generic Routing Encapsulation over
IPv4

networks

RFC 1721 RIP-2 Analysis

RFC 1722 RIP-2 Applicability

RFC 1723 RIP v2

RFC 1795 Data Link Switching: Switch-to-Switch

RFC 2674 802.1p and IEEE 802.1Q Bridge MIB
RFC 2737 Entity MIB (Version 2)

RFC 2863 The Interfaces Group MIB

RFC 2933 IGMP MIB

RFC 3813 MPLS LSR MIB

Network management
IEEE 802.1D (STP)
RFC 1155 Structure of Management Information
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Protocol AIW DLSw RIG: DLSw Closed Pages, DLSw RFC 1157 SNMPv1

@

Standard Version 1

RFC 1812 IPv4 Routing

RFC 1829 The ESP DES-CBC Transform

RFC 1877 PPP Internet Protocol Control Protocol
Extensions for Name Server Addresses

RFC 1905 SNMPv2 Protocol Operations
RFC 2272 SNMPv3 Management Protocol
RFC 2273 SNMPv3 Applications

RFC 2274 USM for SNMPv3

RFC 2275 VACM for SNMPv3

RFC 1944 Benchmarking Methodology for Network RFC 2575 SNMPv3 View-based Access Control

Interconnect Devices

RFC 1973 PPP in Frame Relay

RFC 1974 PPP Stac LZS Compression Protocol
RFC 1990 The PPP Multilink Protocol (MP)

RFC 1994 PPP Challenge Handshake
Authentication

Protocol (CHAP)

RFC 2091 Trigger RIP

RFC 2131 DHCP

RFC 2132 DHCP Options and BOOTP Vendor
Extensions

RFC 2166 APPN Implementer's Workshop Closed
Pages Document DLSw v2.0 Enhancements

RFC 2205 Resource ReSerVation Protocol (RSVP) -
Version 1 Functional Specification

RFC 2280 Routing Policy Specification Language
(RPSL)

RFC 2284 EAP over LAN

RFC 2338 VRRP

RFC 2364 PPP Over AALS

RFC 2374 An Aggregatable Global Unicast
Address Format

RFC 2451 The ESP CBC-Mode Cipher Algorithms
RFC 2453 RIPv2

RFC 2510 Internet X.509 Public Key Infrastructure
Certificate Management Protocols

RFC 2511 Internet X.509 Certificate Request
Message Format

RFC 2516 A Method for Transmitting PPP Over
Ethernet (PPPoE)

RFC 2644 Directed Broadcast Control

RFC 2661 L2TP

RFC 2663 NAT Terminology and Considerations
RFC 2684 Multiprotocol Encapsulation over ATM
Adaptation Layer 5

RFC 2694 DNS extensions to Network Address
Translators (DNS_ALG)

RFC 2702 Requirements for Traffic Engineering
Over MPLS

RFC 2747 RSVP Cryptographic Authentication
RFC 2763 Dynamic Name-to-System ID mapping
support

RFC 2765 Stateless IP/ICMP Translation Algorithm
(SIIT)

RFC 2766 Network Address Translation - Protocol

Model (VACM)
RFC 3164 BSD syslog Protocol

OSPF

RFC 1245 OSPF protocol analysis

RFC 1246 Experience with OSPF

RFC 1587 OSPF NSSA

RFC 1765 OSPF Database Overflow

RFC 1850 OSPFv2 Management Information Base
(MIB), traps

RFC 2328 OSPFv2

RFC 2370 OSPF Opaque LSA Option

RFC 3101 OSPF NSSA

QoS/CoS

|[EEE 802.1P (CoS)

RFC 2474 DS Field in the IPv4 and IPv6 Headers
RFC 2475 DiffServ Architecture

RFC 2597 DiffServ Assured Forwarding (AF)

RFC 2598 DiffServ Expedited Forwarding (EF)
RFC 3168 The Addition of Explicit Congestion
Notification (ECN) to IP

Security

|EEE 802.1X Port Based Network Access Control
RFC 1321 The MD5 Message-Digest Algorithm
RFC 2082 RIP-2 MD5 Authentication

RFC 2104 Keyed-Hashing for Message
Authentication

RFC 2138 RADIUS Authentication

RFC 2209 RSVP-Message Processing

RFC 2246 Transport Layer Security (TLS)

RFC 2716 PPP EAP TLS Authentication Protocol
RFC 2865 RADIUS Authentication

RFC 2866 RADIUS Accounting

RFC 3567 Intermediate System (IS) to IS
Cryptographic Authentication

VPN

RFC 2403 - HMAC-MD5-96

RFC 2404 - HMAC-SHAT1-96

RFC 2405 - DES-CBC Cipher algorithm

RFC 2547 BGP/MPLS VPNs

RFC 2796 BGP Route Reflection - An Alternative to
Full Mesh IBGP
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Translation (NAT-PT)

RFC 2784 Generic Routing Encapsulation (GRE)
RFC 2787 Definitions of Managed Obijects for
VRRP

RFC 2961 RSVP Refresh Overhead Reduction
Extensions

RFC 2966 Domain-wide Prefix Distribution with
Two-Level IS-IS

RFC 2973 IS-IS Mesh Groups

RFC 2993 Architectural Implications of NAT
RFC 3022 Traditional IP Network Address
Translator (Traditional NAT)

RFC 3027 Protocol Complications with the IP
Network Address Translator

RFC 3031 Multiprotocol Label Switching
Architecture

RFC 2842 Capabilities Advertisement with BGP-4
RFC 2858 Multiprotocol Extensions for BGP-4
RFC 2918 Route Refresh Capability for BGP-4
RFC 3107 Carrying Label Information in BGP-4

IPsec

RFC 1828 IP Authentication using Keyed MD5
RFC 2401 IP Security Architecture

RFC 2402 IP Authentication Header

RFC 2406 IP Encapsulating Security Payload
RFC 2407 - Domain of interpretation

RFC 2410 - The NULL Encryption Algorithm and its
use with IPsec

RFC 2411 IP Security Document Roadmap

RFC 2412 — OAKLEY

RFC 2865 - Remote Authentication Dial In User
Service (RADIUS)

HP A-MSR30-40 PoE Multi-Service Router (JF803A)
Ports 4 SIC slots
4 MIM module slots

2 1000Base-T ports (IEEE 802.3ab Type 1000Base-T)

2 fixed Gigabit Ethernet SFP ports

Physical characteristics ~ Dimensions 16.63(d) x
Weight 26.23 1b. (11.9 kg)
Memory and processor  Processor

Mounting Mounts in an EIA standard 19-in. rack

Performance Throughput
Routing table size 30,000 entries
Environment Operating temperature
Operating relative
humidity
Non-operating/Storage
temperature

Non-operating/Storage
relative humidity

Electrical characteristics

17.4(w) x 3.47(h) in. (42.23 x 44.2 x 8.82 cm) (2U height)
RISC @ 533 MHz, 256 MB DDR SDRAM, 256 MB compact flash
360 Kpps (64-byte packets)

32°F to 104°F (0°C to 40°C)

5% to 90%, non-condensing
-40°F to 158°F (-40°C to 70°C)
5% to 90%, non-condensing

Maximum heat dissipation 717 BTU/hr (756.44 ki/hr)

Voltage 100-120 / 200-240 VAC
Maximum power rating 210 W
PoE power 375 W
Frequency 50/ 60 Hz
W ~
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Series

Accessory Product Details

Safety

Emissions

Telecom

Management

Services

Standards and protocols
(applies to all products in
series)

Notes Maximum power rating and maximum heat dissipation are the worst-case
theoretical maximum numbers provided for planning the infrastructure with
fully loaded PoE (if equipped), 100% traffic, all ports plugged in, and all
modules populated. PoE power is the power supplied by the internal power
supply. It is dependent on the type and quantity of power supplies and may
be supplemented with the use of an external power supply (EPS).

UL 60950-1; AS/NZS 60950; EN 60825-1 Safety of Laser Products-Part 1; EN 60825-2 Safety of Laser
Products-Part 2; IEC 60950-1; EN 60950-1; CAN/CSA-C22.2 No. 60950-1-03; FDA 21 CFR
Subchapter J

EN 55022 Class A; ICES-003 Class A; ANSI C63.4 2003; ETSI EN 300 386 V1.3.3; AS/NZS CISPR22
Class A; EN 61000-4-2; EN 61000-4-3; EN 61000-4-4; EN 61000-4-5; EN 61000-4-6; EN 61000-
3-2:2006; EN 61000-3-3:1995 +A1:2001+A2:2005; EMC Directive 2004/108/EC; FCC (CFR 47,
Part 15) Class A; EN 55024:1998+ A1:2001 + A2:2003; EN 61000-4-11:2004; EN 61000-4-
8:2001

FCC part 68

IMC - Intelligent Management Center; command-line interface; Web browser; SNMP Manager; Telnet;
RMONT; FTP; IEEE 802.3 Ethernet MIB

3-year, parts only, global next-day advance exchange (UX150E)

3-year, 4-hour onsite, 13x5 coverage for hardware (UX151E)

3-year, 4-hour onsite, 24x7 coverage for hardware (UX154E)

3-year, 4-hour onsite, 24x7 coverage for hardware, 24x7 software phone support (UX157E)
3-year, 24x7 SW phone support, software updates (UX160E)

4-year, 4-hour onsite, 13x5 coverage for hardware (UX152E)

4-year, 4-hour onsite, 24x7 coverage for hardware (UX155E)

4-year, 4-hour onsite, 24x7 coverage for hardware, 24x7 software phone (UX158E)
4-year, 24x7 SW phone support, software updates (UX161E)

5-year, 4-hour onsite, 13x5 coverage for hardware (UX153E)

5-year, 4-hour onsite, 24x7 coverage for hardware (UX156E)

5-year, 4-hour onsite, 24x7 coverage for hardware, 24x7 software phone (UX159E)
5-year, 24x7 SW phone support, software updates (UX162E)

3 Yr 6 hr Call-to-Repair Onsite (UX163E)

4 Yr 6 hr Call-to-Repair Onsite (UX164E)

5 Yr 6 hr Call-to-Repair Onsite (UX165E)

Refer to the HP website at: www.hp.com/networking/services for details on the service-level descriptions
and product numbers. For details about services and response times in your area, please contact your
local HP sales office.

BGP RFC 3032 MPLS Label Stack Encoding

RFC 1163 Border Gateway Protocol (BGP) RFC 3036 LDP Specification

RFC 1267 Border Gateway Protocol 3 (BGP-3) RFC 3046 DHCP Relay Agent Information Option
RFC 1657 Definitions of Managed Obijects for RFC 3063 MPLS Loop Prevention Mechanism

BGPv4 RFC 3065 Support AS confederation

RFC 1771 BGPv4 RFC 3137 OSPF Stub Router Advertisement

RFC 1772 Application of the BGP RFC 3209 RSVP-TE Extensions to RSVP for LSP
RFC 1773 Experience with the BGP-4 Protocol Tunnels

RFC 1774 BGP-4 Protocol Analysis RFC 3210 Applicability Statement for Extensions to
RFC 1965 BGP4 confederations RSVP for LSP-Tunnels

RFC 1997 BGP Communities Attribute RFC 3212 Constraint-Based LSP setup using LDP

RFC 1998 PPP Gandalf FZA Compression Protocol (CR-LDP)
RFC 2385 BGP Session Protection via TCP MD5 ~ RFC 3214 LSP Modification Using CR-LDP

@
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RFC 2439 BGP Route Flap Damping

Device management

RFC 1305 NTPv3

RFC 1945 Hypertext Transfer Protocol -- HTTP/1.0
RFC 2271 FrameWork

RFC 2452 MIB for TCPé

RFC 2454 MIB for UDP6

General protocols

|EEE 802.1D MAC Bridges

IEEE 802.1p Priority

IEEE 802.1Q VLANSs

I[EEE 802.1s Multiple Spanning Trees

|EEE 802.1w Rapid Reconfiguration of Spanning
Tree

RFC 768 UDP

RFC 783 TFTP Protocol (revision 2)

RFC 791 IP

RFC 792 ICMP

RFC 793 TCP

RFC 826 ARP

RFC 854 TELNET

RFC 855 Telnet Option Specification

RFC 856 TELNET

RFC 858 Telnet Suppress Go Ahead Option
RFC 894 IP over Ethernet

RFC 925 Multi-LAN Address Resolution

RFC 950 Internet Standard Subnetting Procedure
RFC 959 File Transfer Protocol (FTP)

RFC 1006 ISO transport services on top of the TCP:
Version 3

RFC 1027 Proxy ARP

RFC 1034 Domain Concepts and Facilities

RFC 1035 Domain Implementation and
Specification

RFC 1042 IP Datagrams

RFC 1058 RIPv1

RFC 1071 Computing the Internet Checksum
RFC 1091 Telnet Terminal-Type Option

RFC 1122 Host Requirements

RFC 1141 Incremental updating of the Internet
checksum

RFC 1142 OSI IS-IS Intra-domain Routing Protocol
RFC 1144 Compressing TCP/IP headers for
low-speed serial links

RFC 1195 OSI ISIS for IP and Dual Environments
RFC 1256 ICMP Router Discovery Protocol (IRDP)
RFC 1293 Inverse Address Resolution Protocol
RFC 1315 Management Information Base for
Frame

Relay DTEs

RFC 3215 LDP State Machine

RFC 3246 Expedited Forwarding PHB

RFC 3268 Advanced Encryption Standard (AES)
Ciphersuites for Transport Layer Security (TLS)

RFC 3277 IS-IS Transient Blackhole Avoidance
RFC 3279 Algorithms and Identifiers for the Internet
X.509 Public Key Infrastructure Certificate and
Certificate Revocation List (CRL) Profile

RFC 3280 Internet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL)
Profile

RFC 3392 Support BGP capabilities advertisement
RFC 3479 Fault Tolerance for the Label Distribution
Protocol (LDP)

RFC 3564 Requirements for Support of
Differentiated Services-aware MPLS Traffic
Engineering

RFC 3602 The AES-CBC Cipher Algorithm and lts
Use with [Psec

RFC 3706 A Traffic-Based Method of Detecting
Dead Internet Key Exchange (IKE) Peers

RFC 3784 ISIS TE support

RFC 3786 Extending the Number of IS-IS LSP
Fragments Beyond the 256 Limit

RFC 3811 Definitions of Textual Conventions (TCs)
for Multiprotocol Label Switching (MPLS)
Management

RFC 3812 Multiprotocol Label Switching (MPLS)
Traffic Engineering (TE) Management Information
Base (MIB)

RFC 3847 Restart signaling for IS-1S

IP multicast

RFC 1112 IGMP

RFC 2236 IGMPv2

RFC 2283 Multiprotocol Extensions for BGP-4
RFC 2362 PIM Sparse Mode

RFC 2934 Protocol Independent Multicast MIB for
IPv4

RFC 3376 IGMPv3

IPvé

RFC 1981 IPvé Path MTU Discovery

RFC 2080 RIPng for IPv6

RFC 2292 Advanced Sockets API for IPvé
RFC 2373 IPv6 Addressing Architecture
RFC 2460 IPv6 Specification

RFC 2461 IPv6 Neighbor Discovery

RFC 2462 IPv6 Stateless Address Auto-
configuration

RFC 2464 Transmission of IPv6 over Ethernet
Networks
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RFC 1332 The PPP Internet Protocol Control
Protocol

(IPCP)

RFC 1333 PPP Link Quality Monitoring

RFC 1334 PPP Authentication Protocols (PAP)
RFC 1349 Type of Service

RFC 1350 TFTP Protocol (revision 2)

RFC 1377 The PPP OSI Network Layer Control
Protocol (OSINLCP)

RFC 1381 SNMP MIB Extension for X.25 LAPB
RFC 1471 The Definitions of Managed Obijects for
the Link Control Protocol of the Point-to-Point
Protocol

RFC 1472 The Definitions of Managed Obijects for
the Security Protocols of the Point-to-Point Protocol
RFC 1490 Multiprotocol Interconnect over Frame
Relay

RFC 1519 CIDR

RFC 1534 DHCP/BOOTP Interoperation

RFC 1542 Clarifications and Extensions for the
Bootstrap Protocol

RFC 1552 The PPP Internetworking Packet
Exchange

Control Protocol (IPXCP)

RFC 1577 Classical IP and ARP over ATM

RFC 1613 Cisco Systems X.25 over TCP (XOT)
RFC 1624 Incremental Internet Checksum

RFC 1631 NAT

RFC 1638 PPP Bridging Control Protocol (BCP)
RFC 1661 The Point-to-Point Protocol (PPP)

RFC 1662 PPP in HDLC-like Framing

RFC 2472 IP Version 6 over PPP

RFC 2473 Generic Packet Tunneling in IPvé
RFC 2529 Transmission of IPv6 Packets over [Pv4
RFC 2545 Use of MP-BGP-4 for IPv6

RFC 2553 Basic Socket Interface Extensions for
IPvé

RFC 2740 OSPFv3 for IPv6

RFC 2893 Transition Mechanisms for IPvé Hosts
and Routers

RFC 3056 Connection of IPvé Domains via IPv4
Clouds

RFC 3513 IPv6é Addressing Architecture

RFC 3596 DNS Extension for IPvé

MIBs

RFC 1213 MIB Il

RFC 1229 Interface MIB Extensions
RFC 1286 Bridge MIB

RFC 1493 Bridge MIB

RFC 1573 SNMP MIB Il

RFC 1724 RIPv2 MIB

RFC 1757 Remote Network Monitoring MIB
RFC 1850 OSPFv2 MIB

RFC 2011 SNMPv2 MIB for IP
RFC 2012 SNMPv2 MIB for TCP
RFC 2013 SNMPv2 MIB for UDP
RFC 2233 Interfaces MIB

RFC 2454 IPV6-UDP-MIB

RFC 2465 IPvé6 MIB

RFC 2466 ICMPv6 MIB

RFC 2618 RADIUS Client MIB

RFC 1695 Definitions of Managed Obijects for ATM RFC 2620 RADIUS Accounting MIB

Management Version 8.0 using SMIv2

RFC 1701 Generic Routing Encapsulation

RFC 1702 Generic Routing Encapsulation over
[Pv4

networks

RFC 1721 RIP-2 Analysis

RFC 1722 RIP-2 Applicability

RFC 1723 RIP v2

RFC 1795 Data Link Switching: Switch-to-Switch

RFC 2674 802.1p and IEEE 802.1Q Bridge MIB
RFC 2737 Entity MIB (Version 2)

RFC 2863 The Interfaces Group MIB

RFC 2933 IGMP MIB

RFC 3813 MPLS LSR MIB

Network management
IEEE 802.1D (STP)
RFC 1155 Structure of Management Information

Protocol AIW DLSw RIG: DLSw Closed Pages, DLSw RFC 1157 SNMPv1

Standard Version 1

RFC 1812 IPv4 Routing

RFC 1829 The ESP DES-CBC Transform

RFC 1877 PPP Internet Protocol Control Protocol
Extensions for Name Server Addresses

RFC 1905 SNMPv2 Protocol Operations
RFC 2272 SNMPv3 Management Protocol
RFC 2273 SNMPv3 Applications

RFC 2274 USM for SNMPv3

RFC 2275 VACM for SNMPv3

RFC 1944 Benchmarking Methodology for Network RFC 2575 SNMPv3 View-based Access Control

Interconnect Devices

RFC 1973 PPP in Frame Relay

RFC 1974 PPP Stac LZS Compression Protocol
RFC 1990 The PPP Multilink Protocol (MP)

Model (VACM)
RFC 3164 BSD syslog Protocol

OSPF
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RFC 1994 PPP Challenge Handshake
Authentication

Protocol (CHAP)

RFC 2091 Trigger RIP

RFC 2131 DHCP

RFC 2132 DHCP Options and BOOTP Vendor
Extensions

RFC 2166 APPN Implementer's Workshop Closed
Pages Document DLSw v2.0 Enhancements

RFC 2205 Resource ReSerVation Protocol (RSVP) -
Version 1 Functional Specification

RFC 2280 Routing Policy Specification Language
(RPSL)

RFC 2284 EAP over LAN

RFC 2338 VRRP

RFC 2364 PPP Over AALS

RFC 2374 An Aggregatable Global Unicast
Address Format

RFC 2451 The ESP CBC-Mode Cipher Algorithms
RFC 2453 RIPv2

RFC 2510 Internet X.509 Public Key Infrastructure
Certificate Management Protocols

RFC 2511 Internet X.509 Certificate Request
Message Format

RFC 2516 A Method for Transmitting PPP Over
Ethernet (PPPoE)

RFC 2644 Directed Broadcast Control

RFC 2661 L2TP

RFC 2663 NAT Terminology and Considerations
RFC 2684 Multiprotocol Encapsulation over ATM
Adaptation Layer 5

RFC 2694 DNS extensions to Network Address
Translators (DNS_ALG)

RFC 2702 Requirements for Traffic Engineering
Over MPLS

RFC 2747 RSVP Cryptographic Authentication
RFC 2763 Dynamic Name-to-System ID mapping
support

RFC 2765 Stateless IP/ICMP Translation Algorithm
(SIIT)

RFC 2766 Network Address Translation - Protocol
Translation (NAT-PT)

RFC 2784 Generic Routing Encapsulation (GRE)
RFC 2787 Definitions of Managed Obijects for
VRRP

RFC 2961 RSVP Refresh Overhead Reduction
Extensions

RFC 2966 Domain-wide Prefix Distribution with
Two-Level IS-IS

RFC 2973 IS-IS Mesh Groups

RFC 2993 Architectural Implications of NAT

RFC 3022 Traditional IP Network Address

RFC 1245 OSPF protocol analysis

RFC 1246 Experience with OSPF

RFC 1587 OSPF NSSA

RFC 1765 OSPF Database Overflow

RFC 1850 OSPFv2 Management Information Base
(MIB), traps

RFC 2328 OSPFv2

RFC 2370 OSPF Opaque LSA Option

RFC 3101 OSPF NSSA

QoS/CoS

|[EEE 802.1P (CoS)

RFC 2474 DS Field in the IPv4 and IPv6 Headers
RFC 2475 DiffServ Architecture

RFC 2597 DiffServ Assured Forwarding (AF)

RFC 2598 DiffServ Expedited Forwarding (EF)
RFC 3168 The Addition of Explicit Congestion
Notification (ECN) to IP

Security

|EEE 802.1X Port Based Network Access Control
RFC 1321 The MD5 Message-Digest Algorithm
RFC 2082 RIP-2 MD5 Authentication

RFC 2104 Keyed-Hashing for Message
Authentication

RFC 2138 RADIUS Authentication

RFC 2209 RSVP-Message Processing

RFC 2246 Transport Layer Security (TLS)

RFC 2716 PPP EAP TLS Authentication Protocol
RFC 2865 RADIUS Authentication

RFC 2866 RADIUS Accounting

RFC 3567 Intermediate System (IS) to IS
Cryptographic Authentication

VPN

RFC 2403 - HMAC-MD5-96

RFC 2404 - HMAC-SHA1-96

RFC 2405 - DES-CBC Cipher algorithm

RFC 2547 BGP/MPLS VPNs

RFC 2796 BGP Route Reflection - An Alternative to
Full Mesh IBGP

RFC 2842 Capabilities Advertisement with BGP-4
RFC 2858 Multiprotocol Extensions for BGP-4
RFC 2918 Route Refresh Capability for BGP-4
RFC 3107 Carrying Label Information in BGP-4

IPsec

RFC 1828 IP Authentication using Keyed MD5
RFC 2401 IP Security Architecture

RFC 2402 IP Authentication Header

RFC 2406 IP Encapsulating Security Payload
RFC 2407 - Domain of interpretation
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Translator (Traditional NAT)

RFC 3027 Protocol Complications with the IP
Network Address Translator

RFC 3031 Multiprotocol Label Switching
Architecture

RFC 2410 - The NULL Encryption Algorithm and its
use with IPsec

RFC 2411 IP Security Document Roadmap

RFC 2412 — OAKLEY

RFC 2865 - Remote Authentication Dial In User
Service (RADIUS)

HP A-MSR30-60 Multi-Service Router (JF230A)

Ports

Physical characteristics
Memory and processor
Mounting

Performance

Environment

Electrical characteristics

4 SIC slots

6 MIM module slots

2 1000Base-T ports (IEEE 802.3ab Type 1000Base-T)
2 fixed Gigabit Ethernet SFP ports

Dimensions 16.61(d) x 17.4(w) x 5.2(h) in. (42.18 x 44.2 x 13.2 cm) (3U height)
Weight 29.98 Ib. (13.6 kg)
Processor RISC @ 533 MHz, 256 MB DDR SDRAM, 256 MB compact flash

Mounts in an EIA standard 19-in. rack

360 Kpps (64-byte packets)
30,000 entries

32°F to 104°F (0°C to 40°C)

5% to 90%, non-condensing

Throughput

Routing table size
Operating temperature
Operating relative
humidity
Non-operating/Storage
temperature

-40°F to 158°F (-40°C to 70°C)

Non-operating/Storage 5% to 90%, non-condensing

relative humidity
Maximum heat dissipation 717 BTU/hr (756.44 ki/hr)

Voltage 100-120 / 200-240 VAC

Maximum power rating 210 W

Frequency 50/ 60 Hz

Notes Maximum power rating and maximum heat dissipation are the worst-case

theoretical maximum numbers provided for planning the infrastructure with
fully loaded PoE (if equipped), 100% traffic, all ports plugged in, and all
modules populated.

Safety UL 60950-1; AS/NZS 60950; EN 60825-1 Safety of Laser Products-Part 1; EN 60825-2 Safety of Laser
Products-Part 2; [EC 60950-1; CAN/CSA-C22.2 No. 60950-1-03; EN 60950-1/A11; FDA 21 CFR
Subchapter J

Emissions EN 55022 Class A; ICES-003 Class A; ANSI C63.4 2003; ETSI EN 300 386 V1.3.3; AS/NZS CISPR22
Class A; EN 61000-4-2; EN 61000-4-3; EN 61000-4-4; EN 61000-4-5; EN 61000-4-6; EN 61000-
3-2:2006; EN 61000-3-3:1995 +A1:2001+A2:2005; EMC Directive 2004/108/EC; FCC (CFR 47,
Part 15) Class A; EN 55024:1998+ A1:2001 + A2:2003; EN 61000-4-11:2004; EN 61000-4-
8:2001

Telecom FCC part 68

Management IMC - Intelligent Management Center; command-line interface; Web browser; SNMP Manager; Telnet;
RMONT1; FTP; IEEE 802.3 Ethernet MIB

Services 3-year, parts only, global next-day advance exchange (UX150E)

/
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Standards and protocols
(applies to all products in
series)

3-year, 4-hour onsite, 13x5 coverage for hardware (UX151E)

3-year, 4-hour onsite, 24x7 coverage for hardware (UX154E)

3-year, 4-hour onsite, 24x7 coverage for hardware, 24x7 software phone support (UX157E)
3-year, 24x7 SW phone support, software updates (UX160E)

4-year, 4-hour onsite, 13x5 coverage for hardware (UX152E)

4-year, 4-hour onsite, 24x7 coverage for hardware (UX155E)

4-year, 4-hour onsite, 24x7 coverage for hardware, 24x7 software phone (UX158E)
4-year, 24x7 SW phone support, software updates (UX161E)

5-year, 4-hour onsite, 13x5 coverage for hardware (UX153E)

5-year, 4-hour onsite, 24x7 coverage for hardware (UX156E)

5-year, 4-hour onsite, 24x7 coverage for hardware, 24x7 software phone (UX159E)
5-year, 24x7 SW phone support, software updates (UX162E)

3 Yr 6 hr Call-to-Repair Onsite (UX163E)

4 Yr 6 hr Call-to-Repair Onsite (UX164E)

5 Yr 6 hr Call-to-Repair Onsite (UX165E)

Refer to the HP website at: www.hp.com/networking/services for details on the service-level descriptions
and product numbers. For details about services and response times in your area, please contact your
local HP sales office.

BGP RFC 3032 MPLS Label Stack Encoding

RFC 1163 Border Gateway Protocol (BGP) RFC 3036 LDP Specification

RFC 1267 Border Gateway Protocol 3 (BGP-3) RFC 3046 DHCP Relay Agent Information Option
RFC 1657 Definitions of Managed Obijects for RFC 3063 MPLS Loop Prevention Mechanism

BGPv4 RFC 3065 Support AS confederation

RFC 1771 BGPv4 RFC 3137 OSPF Stub Router Advertisement

RFC 1772 Application of the BGP RFC 3209 RSVP-TE Extensions to RSVP for LSP
RFC 1773 Experience with the BGP-4 Protocol Tunnels

RFC 1774 BGP-4 Protocol Analysis RFC 3210 Applicability Statement for Extensions to
RFC 1965 BGP4 confederations RSVP for LSP-Tunnels

RFC 1997 BGP Communities Attribute RFC 3212 Constraint-Based LSP setup using LDP

RFC 1998 PPP Gandalf FZA Compression Protocol (CR-LDP)
RFC 2385 BGP Session Protection via TCP MD5 ~ RFC 3214 LSP Modification Using CR-LDP

@

RFC 2439 BGP Route Flap Damping RFC 3215 LDP State Machine
RFC 3246 Expedited Forwarding PHB
Device management RFC 3268 Advanced Encryption Standard (AES)
RFC 1305 NTPv3 Ciphersuites for Transport Layer Security (TLS)
RFC 1945 Hypertext Transfer Protocol -- HTTP/1.0 RFC 3277 IS-IS Transient Blackhole Avoidance
RFC 2271 FrameWork RFC 3279 Algorithms and Identifiers for the Internet
RFC 2452 MIB for TCPé X.509 Public Key Infrastructure Certificate and
RFC 2454 MIB for UDP6 Certificate Revocation List (CRL) Profile
RFC 3280 Internet X.509 Public Key Infrastructure

General protocols Certificate and Certificate Revocation List (CRL)
IEEE 802.1D MAC Bridges Profile
IEEE 802.1p Priority RFC 3392 Support BGP capabilities advertisement
IEEE 802.1Q VLANs RFC 3479 Fault Tolerance for the Label Distribution
I[EEE 802.1s Multiple Spanning Trees Protocol (LDP)
IEEE 802.1w Rapid Reconfiguration of Spanning ~ RFC 3564 Requirements for Support of
Tree Differentiated Services-aware MPLS Traffic
RFC 768 UDP Engineering
RFC 783 TFTP Protocol (revision 2) RFC 3602 The AES-CBC Cipher Algorithm and lts
RFC 791 IP Use with IPsec
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RFC 792 ICMP

RFC 793 TCP

RFC 826 ARP

RFC 854 TELNET

RFC 855 Telnet Option Specification

RFC 856 TELNET

RFC 858 Telnet Suppress Go Ahead Option

RFC 894 IP over Ethernet

RFC 925 Multi-LAN Address Resolution

RFC 950 Internet Standard Subnetting Procedure
RFC 959 File Transfer Protocol (FTP)

RFC 1006 ISO transport services on top of the TCP:
Version 3

RFC 1027 Proxy ARP

RFC 1034 Domain Concepts and Facilities

RFC 1035 Domain Implementation and
Specification

RFC 1042 IP Datagrams

RFC 1058 RIPv1

RFC 1071 Computing the Internet Checksum
RFC 1091 Telnet Terminal-Type Option

RFC 1122 Host Requirements

RFC 1141 Incremental updating of the Internet
checksum

RFC 1142 OSI IS-IS Intra-domain Routing Protocol
RFC 1144 Compressing TCP/IP headers for
low-speed serial links

RFC 1195 OSI ISIS for IP and Dual Environments
RFC 1256 ICMP Router Discovery Protocol (IRDP)
RFC 1293 Inverse Address Resolution Protocol
RFC 1315 Management Information Base for
Frame

Relay DTEs

RFC 1332 The PPP Internet Protocol Control
Protocol

(IPCP)

RFC 1333 PPP Link Quality Monitoring

RFC 1334 PPP Authentication Protocols (PAP)
RFC 1349 Type of Service

RFC 1350 TFTP Protocol (revision 2)

RFC 1377 The PPP OSI Network Layer Control
Protocol (OSINLCP)

RFC 1381 SNMP MIB Extension for X.25 LAPB
RFC 1471 The Definitions of Managed Obijects for
the Link Control Protocol of the Point-to-Point
Protocol

RFC 1472 The Definitions of Managed Obijects for
the Security Protocols of the Point-to-Point Protocol
RFC 1490 Multiprotocol Interconnect over Frame
Relay

RFC 1519 CIDR

RFC 1534 DHCP/BOOTP Interoperation

RFC 3706 A Traffic-Based Method of Detecting
Dead Internet Key Exchange (IKE) Peers

RFC 3784 ISIS TE support

RFC 3786 Extending the Number of IS-IS LSP
Fragments Beyond the 256 Limit

RFC 3811 Definitions of Textual Conventions (TCs)
for Multiprotocol Label Switching (MPLS)
Management

RFC 3812 Multiprotocol Label Switching (MPLS)
Traffic Engineering (TE) Management Information
Base (MIB)

RFC 3847 Restart signaling for IS-1S

IP multicast

RFC 1112 IGMP

RFC 2236 IGMPv2

RFC 2283 Multiprotocol Extensions for BGP-4
RFC 2362 PIM Sparse Mode

RFC 2934 Protocol Independent Multicast MIB for
IPv4

RFC 3376 IGMPv3

IPvé

RFC 1981 IPvé Path MTU Discovery

RFC 2080 RIPng for IPv6

RFC 2292 Advanced Sockets APl for IPvé

RFC 2373 IPv6 Addressing Architecture

RFC 2460 IPv6 Specification

RFC 2461 IPv6 Neighbor Discovery

RFC 2462 IPv6 Stateless Address Auto-
configuration

RFC 2464 Transmission of IPv6 over Ethernet
Networks

RFC 2472 IP Version 6 over PPP

RFC 2473 Generic Packet Tunneling in IPvé
RFC 2529 Transmission of IPv6 Packets over [Pv4
RFC 2545 Use of MP-BGP-4 for IPv6

RFC 2553 Basic Socket Interface Extensions for
IPvé

RFC 2740 OSPFv3 for IPv6

RFC 2893 Transition Mechanisms for IPvé Hosts
and Routers

RFC 3056 Connection of IPvé Domains via IPv4
Clouds

RFC 3513 IPv6 Addressing Architecture

RFC 3596 DNS Extension for IPvé

MIBs

RFC 1213 MIB Il

RFC 1229 Interface MIB Extensions
RFC 1286 Bridge MIB

RFC 1493 Bridge MIB
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RFC 1542 Clarifications and Extensions for the
Bootstrap Protocol

RFC 1552 The PPP Internetworking Packet
Exchange

Control Protocol (IPXCP)

RFC 1577 Classical IP and ARP over ATM

RFC 1613 Cisco Systems X.25 over TCP (XOT)
RFC 1624 Incremental Internet Checksum
RFC 1631 NAT

RFC 1638 PPP Bridging Control Protocol (BCP)
RFC 1661 The Point-to-Point Protocol (PPP)
RFC 1662 PPP in HDLC-like Framing

RFC 1573 SNMP MIB I

RFC 1724 RIPv2 MIB

RFC 1757 Remote Network Monitoring MIB
RFC 1850 OSPFv2 MIB

RFC 2011 SNMPv2 MIB for IP
RFC 2012 SNMPv2 MIB for TCP
RFC 2013 SNMPv2 MIB for UDP
RFC 2233 Interfaces MIB

RFC 2454 IPV6-UDP-MIB

RFC 2465 IPvé6 MIB

RFC 2466 ICMPvé6 MIB

RFC 2618 RADIUS Client MIB

RFC 1695 Definitions of Managed Obijects for ATM RFC 2620 RADIUS Accounting MIB

Management Version 8.0 using SMIv2

RFC 1701 Generic Routing Encapsulation

RFC 1702 Generic Routing Encapsulation over
[Pv4

networks

RFC 1721 RIP-2 Analysis

RFC 1722 RIP-2 Applicability

RFC 1723 RIP v2

RFC 1795 Data Link Switching: Switch-to-Switch

RFC 2674 802.1p and IEEE 802.1Q Bridge MIB
RFC 2737 Entity MIB (Version 2)

RFC 2863 The Interfaces Group MIB

RFC 2933 IGMP MIB

RFC 3813 MPLS LSR MIB

Network management
|EEE 802.1D (STP)
RFC 1155 Structure of Management Information

Protocol AIW DLSw RIG: DLSw Closed Pages, DLSw RFC 1157 SNMPv1

Standard Version 1

RFC 1812 IPv4 Routing

RFC 1829 The ESP DES-CBC Transform

RFC 1877 PPP Internet Protocol Control Protocol
Extensions for Name Server Addresses

RFC 1905 SNMPv2 Protocol Operations
RFC 2272 SNMPv3 Management Protocol
RFC 2273 SNMPv3 Applications

RFC 2274 USM for SNMPv3

RFC 2275 VACM for SNMPv3

RFC 1944 Benchmarking Methodology for Network RFC 2575 SNMPv3 View-based Access Control

Interconnect Devices

RFC 1973 PPP in Frame Relay

RFC 1974 PPP Stac LZS Compression Protocol
RFC 1990 The PPP Multilink Protocol (MP)

RFC 1994 PPP Challenge Handshake
Authentication

Protocol (CHAP)

RFC 2091 Trigger RIP

RFC 2131 DHCP

RFC 2132 DHCP Options and BOOTP Vendor
Extensions

RFC 2166 APPN Implementer's Workshop Closed
Pages Document DLSw v2.0 Enhancements

RFC 2205 Resource ReSerVation Protocol (RSVP) -
Version 1 Functional Specification

RFC 2280 Routing Policy Specification Language
(RPSL)

RFC 2284 EAP over LAN

RFC 2338 VRRP

RFC 2364 PPP Over AALS

RFC 2374 An Aggregatable Global Unicast
Address Format

RFC 2451 The ESP CBC-Mode Cipher Algorithms

Model (VACM)
RFC 3164 BSD syslog Protocol

OSPF

RFC 1245 OSPF protocol analysis

RFC 1246 Experience with OSPF

RFC 1587 OSPF NSSA

RFC 1765 OSPF Database Overflow

RFC 1850 OSPFv2 Management Information Base
(MIB), traps

RFC 2328 OSPFv2

RFC 2370 OSPF Opaque LSA Option

RFC 3101 OSPF NSSA

QoS/CoS

|[EEE 802.1P (CoS)

RFC 2474 DS Field in the IPv4 and IPv6 Headers
RFC 2475 DiffServ Architecture

RFC 2597 DiffServ Assured Forwarding (AF)

RFC 2598 DiffServ Expedited Forwarding (EF)
RFC 3168 The Addition of Explicit Congestion
Notification (ECN) to IP
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RFC 2453 RIPv2

RFC 2510 Internet X.509 Public Key Infrastructure
Certificate Management Protocols

RFC 2511 Internet X.509 Certificate Request
Message Format

RFC 2516 A Method for Transmitting PPP Over
Ethernet (PPPoE)

RFC 2644 Directed Broadcast Control

RFC 2661 L2TP

RFC 2663 NAT Terminology and Considerations
RFC 2684 Multiprotocol Encapsulation over ATM
Adaptation Layer 5

RFC 2694 DNS extensions to Network Address
Translators (DNS_ALG)

RFC 2702 Requirements for Traffic Engineering
Over MPLS

RFC 2747 RSVP Cryptographic Authentication
RFC 2763 Dynamic Name-to-System ID mapping
support

RFC 2765 Stateless IP/ICMP Translation Algorithm
(SIIT)

RFC 2766 Network Address Translation - Protocol
Translation (NAT-PT)

RFC 2784 Generic Routing Encapsulation (GRE)
RFC 2787 Definitions of Managed Obijects for
VRRP

RFC 2961 RSVP Refresh Overhead Reduction
Extensions

RFC 2966 Domain-wide Prefix Distribution with
Two-Level IS-IS

RFC 2973 IS-IS Mesh Groups

RFC 2993 Architectural Implications of NAT

RFC 3022 Traditional IP Network Address
Translator (Traditional NAT)

RFC 3027 Protocol Complications with the IP
Network Address Translator

RFC 3031 Multiprotocol Label Switching
Architecture

HP VCX Enterprise Branch Communications MIM on MSR

Series

Security

|EEE 802.1X Port Based Network Access Control
RFC 1321 The MD5 Message-Digest Algorithm
RFC 2082 RIP-2 MD5 Authentication

RFC 2104 Keyed-Hashing for Message
Authentication

RFC 2138 RADIUS Authentication

RFC 2209 RSVP-Message Processing

RFC 2246 Transport Layer Security (TLS)

RFC 2716 PPP EAP TLS Authentication Protocol
RFC 2865 RADIUS Authentication

RFC 2866 RADIUS Accounting

RFC 3567 Intermediate System (IS) to IS
Cryptographic Authentication

VPN

RFC 2403 - HMAC-MD5-96

RFC 2404 - HMAC-SHA1-96

RFC 2405 - DES-CBC Cipher algorithm

RFC 2547 BGP/MPLS VPNs

RFC 2796 BGP Route Reflection - An Alternative to
Full Mesh IBGP

RFC 2842 Capabilities Advertisement with BGP-4
RFC 2858 Multiprotocol Extensions for BGP-4
RFC 2918 Route Refresh Capability for BGP-4
RFC 3107 Carrying Label Information in BGP-4

IPsec

RFC 1828 IP Authentication using Keyed MD5
RFC 2401 IP Security Architecture

RFC 2402 IP Authentication Header

RFC 2406 IP Encapsulating Security Payload
RFC 2407 - Domain of interpretation

RFC 2410 - The NULL Encryption Algorithm and its
use with IPsec

RFC 2411 IP Security Document Roadmap

RFC 2412 — OAKLEY

RFC 2865 - Remote Authentication Dial In User
Service (RADIUS)

HP A-MSR30-60 PoE Multi-Service Router (JF804A)
Ports 4 SIC slots
6 MIM module slots

2 1000Base-T ports (IEEE 802.3ab Type 1000Base-T)

2 fixed Gigabit Ethernet SFP ports

Physical characteristics ~ Dimensions 16.61(d) x 17.4(w) x 5.2(h) in
Weight 29.98 Ib. (13.6 kg)
Memory and processor  Processor

Mounting Mounts in an EIA standard 19-in. rack

. (42.18 x 44.2 x 13.2 cm) (3U height)

RISC @ 533 MHz, 256 MB DDR SDRAM, 256 MB compact flash
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Performance

Environment

Electrical characteristics

Safety

Emissions

Telecom

Management

Services

Throughput 360 Kpps (64-byte packets)
Routing table size 30,000 entries

Operating temperature  32°F to 104°F (0°C to 40°C)
Operating relative 5% to 90%, non-condensing
humidity

Non-operating/Storage  -40°F to 158°F (-40°C to 70°C)
temperature

Non-operating/Storage 5% to 90%, non-condensing
relative humidity

Maximum heat dissipation 717 BTU/hr (756.44 ki/hr)

Voltage 100-120 / 200-240 VAC

Maximum power rating 210 W

PoE power 375 W

Frequency 50/ 60 Hz

Notes Maximum power rating and maximum heat dissipation are the worst-case

theoretical maximum numbers provided for planning the infrastructure with
fully loaded PoE (if equipped), 100% traffic, all ports plugged in, and all
modules populated.

PoE power is the power supplied by the internal power supply. It is dependent
on the type and quantity of power supplies and may be supplemented with
the use of an external power supply (EPS).

UL 60950-1; AS/NZS 60950; EN 60825-1 Safety of Laser Products-Part 1; EN 60825-2 Safety of Laser
Products-Part 2; IEC 60950-1; CAN/CSA-C22.2 No. 60950-1-03; EN 60950-1/A11; FDA 21 CFR
Subchapter J

EN 55022 Class A; ICES-003 Class A; ANSI C63.4 2003; ETSI EN 300 386 V1.3.3; AS/NZS CISPR22
Class A; EN 61000-4-2; EN 61000-4-3; EN 61000-4-4; EN 61000-4-5; EN 61000-4-6; EN 61000-
3-2:2006; EN 61000-3-3:1995 +A1:2001+A2:2005; EMC Directive 2004/108/EC; FCC (CFR 47,
Part 15) Class A; EN 55024:1998+ A1:2001 + A2:2003; EN 61000-4-11:2004; EN 61000-4-
8:2001

FCC part 68

IMC - Intelligent Management Center; command-line interface; Web browser; SNMP Manager; Telnet;
RMONT1; FTP; IEEE 802.3 Ethernet MIB

3-year, parts only, global next-day advance exchange (UX150E)

3-year, 4-hour onsite, 13x5 coverage for hardware (UX151E)

3-year, 4-hour onsite, 24x7 coverage for hardware (UX154E)

3-year, 4-hour onsite, 24x7 coverage for hardware, 24x7 software phone support (UX157E)
3-year, 24x7 SW phone support, software updates (UX160E)

4-year, 4-hour onsite, 13x5 coverage for hardware (UX152E)

4-year, 4-hour onsite, 24x7 coverage for hardware (UX155E)

4-year, 4-hour onsite, 24x7 coverage for hardware, 24x7 software phone (UX158E)
4-year, 24x7 SW phone support, software updates (UX161E)

5-year, 4-hour onsite, 13x5 coverage for hardware (UX153E)

5-year, 4-hour onsite, 24x7 coverage for hardware (UX156E)

5-year, 4-hour onsite, 24x7 coverage for hardware, 24x7 software phone (UX159E)
5-year, 24x7 SW phone support, software updates (UX162E)

3 Yr 6 hr Call-to-Repair Onsite (UX163E)

4 Yr 6 hr Call-to-Repair Onsite (UX164E)
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Standards and protocols
(applies to all products in
series)

5 Yr 6 hr Call-to-Repair Onsite (UX165E)

Refer to the HP website at: www.hp.com/networking/services for details on the service-level descriptions
and product numbers. For details about services and response times in your area, please contact your

local HP sales office.

BGP

RFC 1163 Border Gateway Protocol (BGP)

RFC 1267 Border Gateway Protocol 3 (BGP-3)
RFC 1657 Definitions of Managed Objects for
BGPv4

RFC 1771 BGPv4

RFC 1772 Application of the BGP

RFC 1773 Experience with the BGP-4 Protocol
RFC 1774 BGP-4 Protocol Analysis

RFC 1965 BGP4 confederations

RFC 1997 BGP Communities Attribute

RFC 1998 PPP Gandalf FZA Compression Protocol
RFC 2385 BGP Session Protection via TCP MD5
RFC 2439 BGP Route Flap Damping

Device management

RFC 1305 NTPv3

RFC 1945 Hypertext Transfer Protocol -- HTTP/1.0
RFC 2271 FrameWork

RFC 2452 MIB for TCP6

RFC 2454 MIB for UDP6

General protocols

IEEE 802.1D MAC Bridges

IEEE 802.1p Priority

IEEE 802.1Q VLANSs

I[EEE 802.1s Multiple Spanning Trees

|[EEE 802.1w Rapid Reconfiguration of Spanning
Tree

RFC 768 UDP

RFC 783 TFTP Protocol (revision 2)

RFC 791 IP

RFC 792 ICMP

RFC 793 TCP

RFC 826 ARP

RFC 854 TELNET

RFC 855 Telnet Option Specification

RFC 856 TELNET

RFC 858 Telnet Suppress Go Ahead Option
RFC 894 IP over Ethernet

RFC 925 Multi-LAN Address Resolution

RFC 950 Internet Standard Subnetting Procedure
RFC 959 File Transfer Protocol (FTP)

RFC 1006 ISO transport services on top of the TCP:
Version 3

RFC 1027 Proxy ARP

RFC 3032 MPLS Label Stack Encoding

RFC 3036 LDP Specification

RFC 3046 DHCP Relay Agent Information Option
RFC 3063 MPLS Loop Prevention Mechanism

RFC 3065 Support AS confederation

RFC 3137 OSPF Stub Router Advertisement

RFC 3209 RSVP-TE Extensions to RSVP for LSP
Tunnels

RFC 3210 Applicability Statement for Extensions to
RSVP for LSP-Tunnels

RFC 3212 Constraint-Based LSP setup using LDP
(CR-LDP)

RFC 3214 LSP Modification Using CR-LDP

RFC 3215 LDP State Machine

RFC 3246 Expedited Forwarding PHB

RFC 3268 Advanced Encryption Standard (AES)
Ciphersuites for Transport Layer Security (TLS)

RFC 3277 IS-IS Transient Blackhole Avoidance
RFC 3279 Algorithms and Identifiers for the Internet
X.509 Public Key Infrastructure Certificate and
Certificate Revocation List (CRL) Profile

RFC 3280 Internet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL)
Profile

RFC 3392 Support BGP capabilities advertisement
RFC 3479 Fault Tolerance for the Label Distribution
Protocol (LDP)

RFC 3564 Requirements for Support of
Differentiated Services-aware MPLS Traffic
Engineering

RFC 3602 The AES-CBC Cipher Algorithm and Its
Use with IPsec

RFC 3706 A Traffic-Based Method of Detecting
Dead Internet Key Exchange (IKE) Peers

RFC 3784 ISIS TE support

RFC 3786 Extending the Number of IS-IS LSP
Fragments Beyond the 256 Limit

RFC 3811 Definitions of Textual Conventions (TCs)
for Multiprotocol Label Switching (MPLS)
Management

RFC 3812 Multiprotocol Label Switching (MPLS)
Traffic Engineering (TE) Management Information
Base (MIB)

RFC 3847 Restart signaling for IS-IS

IP multicast
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RFC 1034 Domain Concepts and Facilities

RFC 1035 Domain Implementation and
Specification

RFC 1042 IP Datagrams

RFC 1058 RIPv1

RFC 1071 Computing the Internet Checksum
RFC 1091 Telnet Terminal-Type Option

RFC 1122 Host Requirements

RFC 1141 Incremental updating of the Internet
checksum

RFC 1142 OSI IS-IS Intra-domain Routing Protocol
RFC 1144 Compressing TCP/IP headers for
low-speed serial links

RFC 1195 OSI ISIS for IP and Dual Environments
RFC 1256 ICMP Router Discovery Protocol (IRDP)
RFC 1293 Inverse Address Resolution Protocol
RFC 1315 Management Information Base for
Frame

Relay DTEs

RFC 1332 The PPP Internet Protocol Control
Protocol

(IPCP)

RFC 1333 PPP Link Quality Monitoring

RFC 1334 PPP Authentication Protocols (PAP)
RFC 1349 Type of Service

RFC 1350 TFTP Protocol (revision 2)

RFC 1377 The PPP OSI Network Layer Control
Protocol (OSINLCP)

RFC 1381 SNMP MIB Extension for X.25 LAPB
RFC 1471 The Definitions of Managed Obijects for
the Link Control Protocol of the Point-to-Point
Protocol

RFC 1472 The Definitions of Managed Obijects for
the Security Protocols of the Point-to-Point Protocol
RFC 1490 Multiprotocol Interconnect over Frame
Relay

RFC 1519 CIDR

RFC 1534 DHCP/BOOTP Interoperation

RFC 1542 Clarifications and Extensions for the
Bootstrap Protocol

RFC 1552 The PPP Internetworking Packet
Exchange

Control Protocol (IPXCP)

RFC 1577 Classical IP and ARP over ATM

RFC 1613 Cisco Systems X.25 over TCP (XOT)
RFC 1624 Incremental Internet Checksum

RFC 1631 NAT

RFC 1638 PPP Bridging Control Protocol (BCP)
RFC 1661 The Point-to-Point Protocol (PPP)

RFC 1662 PPP in HDLC-like Framing

RFC 1112 IGMP

RFC 2236 IGMPv2

RFC 2283 Multiprotocol Extensions for BGP-4
RFC 2362 PIM Sparse Mode

RFC 2934 Protocol Independent Multicast MIB for
IPv4

RFC 3376 IGMPv3

IPvé

RFC 1981 IPvé Path MTU Discovery

RFC 2080 RIPng for IPv6

RFC 2292 Advanced Sockets APl for IPvé

RFC 2373 IPv6 Addressing Architecture

RFC 2460 IPv6 Specification

RFC 2461 IPv6 Neighbor Discovery

RFC 2462 IPv6 Stateless Address Auto-
configuration

RFC 2464 Transmission of IPv6 over Ethernet
Networks

RFC 2472 IP Version 6 over PPP

RFC 2473 Generic Packet Tunneling in IPvé
RFC 2529 Transmission of IPv6 Packets over [Pv4
RFC 2545 Use of MP-BGP-4 for IPv6

RFC 2553 Basic Socket Interface Extensions for
IPvé

RFC 2740 OSPFv3 for IPv6

RFC 2893 Transition Mechanisms for IPvé Hosts
and Routers

RFC 3056 Connection of IPvé Domains via IPv4
Clouds

RFC 3513 IPv6 Addressing Architecture

RFC 3596 DNS Extension for IPvé

MIBs

RFC 1213 MIB Il

RFC 1229 Interface MIB Extensions
RFC 1286 Bridge MIB

RFC 1493 Bridge MIB

RFC 1573 SNMP MIB Il

RFC 1724 RIPv2 MIB

RFC 1757 Remote Network Monitoring MIB
RFC 1850 OSPFv2 MIB

RFC 2011 SNMPv2 MIB for IP
RFC 2012 SNMPv2 MIB for TCP
RFC 2013 SNMPv2 MIB for UDP
RFC 2233 Interfaces MIB

RFC 2454 IPV6-UDP-MIB

RFC 2465 IPvé6 MIB

RFC 2466 ICMPv6 MIB

RFC 2618 RADIUS Client MIB

RFC 1695 Definitions of Managed Obijects for ATM RFC 2620 RADIUS Accounting MIB

Management Version 8.0 using SMIv2

RFC 2674 802.1p and IEEE 802.1Q Bridge MIB
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RFC 1701 Generic Routing Encapsulation

RFC 1702 Generic Routing Encapsulation over
[Pv4

networks

RFC 1721 RIP-2 Analysis

RFC 1722 RIP-2 Applicability

RFC 1723 RIP v2

RFC 1795 Data Link Switching: Switch-to-Switch

RFC 2737 Entity MIB (Version 2)
RFC 2863 The Interfaces Group MIB
RFC 2933 IGMP MIB

RFC 3813 MPLS LSR MIB

Network management
|EEE 802.1D (STP)
RFC 1155 Structure of Management Information

Protocol AIW DLSw RIG: DLSw Closed Pages, DLSw RFC 1157 SNMPv1

Standard Version 1

RFC 1812 IPv4 Routing

RFC 1829 The ESP DES-CBC Transform

RFC 1877 PPP Internet Protocol Control Protocol
Extensions for Name Server Addresses

RFC 1905 SNMPv2 Protocol Operations
RFC 2272 SNMPv3 Management Protocol
RFC 2273 SNMPv3 Applications

RFC 2274 USM for SNMPv3

RFC 2275 VACM for SNMPv3

RFC 1944 Benchmarking Methodology for Network RFC 2575 SNMPv3 View-based Access Control

Interconnect Devices

RFC 1973 PPP in Frame Relay

RFC 1974 PPP Stac LZS Compression Protocol
RFC 1990 The PPP Multilink Protocol (MP)

RFC 1994 PPP Challenge Handshake
Authentication

Protocol (CHAP)

RFC 2091 Trigger RIP

RFC 2131 DHCP

RFC 2132 DHCP Options and BOOTP Vendor
Extensions

RFC 2166 APPN Implementer's Workshop Closed
Pages Document DLSw v2.0 Enhancements

RFC 2205 Resource ReSerVation Protocol (RSVP) -

Version 1 Functional Specification

RFC 2280 Routing Policy Specification Language
(RPSL)

RFC 2284 EAP over LAN

RFC 2338 VRRP

RFC 2364 PPP Over AALS

RFC 2374 An Aggregatable Global Unicast
Address Format

RFC 2451 The ESP CBC-Mode Cipher Algorithms
RFC 2453 RIPv2

RFC 2510 Internet X.509 Public Key Infrastructure
Certificate Management Protocols

RFC 2511 Internet X.509 Certificate Request
Message Format

RFC 2516 A Method for Transmitting PPP Over
Ethernet (PPPoE)

RFC 2644 Directed Broadcast Control

RFC 2661 L2TP

RFC 2663 NAT Terminology and Considerations
RFC 2684 Multiprotocol Encapsulation over ATM
Adaptation Layer 5

RFC 2694 DNS extensions to Network Address
Translators (DNS ALG)

Model (VACM)
RFC 3164 BSD syslog Protocol

OSPF

RFC 1245 OSPF protocol analysis

RFC 1246 Experience with OSPF

RFC 1587 OSPF NSSA

RFC 1765 OSPF Database Overflow

RFC 1850 OSPFv2 Management Information Base
(MIB), traps

RFC 2328 OSPFv2

RFC 2370 OSPF Opaque LSA Option

RFC 3101 OSPF NSSA

QoS/CoS

|[EEE 802.1P (CoS)

RFC 2474 DS Field in the IPv4 and IPv6 Headers
RFC 2475 DiffServ Architecture

RFC 2597 DiffServ Assured Forwarding (AF)

RFC 2598 DiffServ Expedited Forwarding (EF)
RFC 3168 The Addition of Explicit Congestion
Notification (ECN) to IP

Security

IEEE 802.1X Port Based Network Access Control
RFC 1321 The MD5 Message-Digest Algorithm
RFC 2082 RIP-2 MD5 Authentication

RFC 2104 Keyed-Hashing for Message
Authentication

RFC 2138 RADIUS Authentication

RFC 2209 RSVP-Message Processing

RFC 2246 Transport Layer Security (TLS)

RFC 2716 PPP EAP TLS Authentication Protocol
RFC 2865 RADIUS Authentication

RFC 2866 RADIUS Accounting

RFC 3567 Intermediate System (IS) to IS
Cryptographic Authentication
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RFC 2702 Requirements for Traffic Engineering

Over MPLS VPN

RFC 2747 RSVP Cryptographic Authentication RFC 2403 - HMAC-MD5-96
RFC 2763 Dynamic Name-to-System ID mapping  RFC 2404 - HMAC-SHA1-96

support RFC 2405 - DES-CBC Cipher algorithm

RFC 2765 Stateless IP/ICMP Translation Algorithm RFC 2547 BGP/MPLS VPNs

(S RFC 2796 BGP Route Reflection - An Alternative to
RFC 2766 Network Address Translation - Protocol  Full Mesh IBGP

Translation (NAT-PT) RFC 2842 Capabilities Advertisement with BGP-4

RFC 2784 Generic Routing Encapsulation (GRE)  RFC 2858 Multiprotocol Extensions for BGP-4
RFC 2787 Definitions of Managed Obijects for RFC 2918 Route Refresh Capability for BGP-4

VRRP RFC 3107 Carrying Label Information in BGP-4
RFC 2961 RSVP Refresh Overhead Reduction

Extensions IPsec

RFC 2966 Domain-wide Prefix Distribution with RFC 1828 IP Authentication using Keyed MD5
Two-Level IS-IS RFC 2401 IP Security Architecture

RFC 2973 IS-IS Mesh Groups RFC 2402 IP Authentication Header

RFC 2993 Architectural Implications of NAT RFC 2406 IP Encapsulating Security Payload
RFC 3022 Traditional IP Network Address RFC 2407 - Domain of interpretation
Translator (Traditional NAT) RFC 2410 - The NULL Encryption Algorithm and its
RFC 3027 Protocol Complications with the IP use with IPsec

Network Address Translator RFC 2411 IP Security Document Roadmap

RFC 3031 Multiprotocol Label Switching RFC 2412 — OAKLEY

Architecture RFC 2865 - Remote Authentication Dial In User

Service (RADIUS)

To learn more, visit www.hp.com/networking

© Copyright 2010-2011 Hewlett-Packard Development Company, L.P. The information contained herein is subject to change
without notice. The only warranties for HP products and services are set forth in the express warranty statements accompanying such
products and services. Nothing herein should be construed as constituting an additional warranty. HP shall not be liable for technical
or editorial errors or omissions contained herein.
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