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1 Introduction

Symantec® NetBackup™ is an Enterprise class data protection application. lts architecture is
designed for a large and complex distributed computing environment. NetBackup provides scalable
storage servers that can be configured for a variety of tasks such as backup, recovery, archiving
and file migration.

NetBackup provides a variety of client agents for different operating systems and applications and
a variety of additional functions such as Advanced Disk and the implementation of the Symantec
Open Storage API( OST). Symantec NetBackup also has the capability of client side and central
server software-based deduplication based on the PureDisk™ technology. NetBackup media servers
can use disk or tape for storage targets.

NOTE: It is not the intention of this guide to cover all features of the Symantec NetBackup product.
For example: this guide will not cover the Symantec NetBackup deduplication options using
PureDisk™ technology because this is a software deduplication option which would not be
compatible with a deduplication appliance based solution such as the D2D Backup System.

The objective of this guide is to provide:
1. Step by step instructions on how to configure the D2D NAS share to be used as a disk storage
target by a NetBackup media server. The example uses the CIFS protocol.

The CIFS protocol is used with media servers running on a Microsoft Windows platform to
access network-based disk. To use with UNIX systems the NFS protocol must be used.

2. A guide to highlight some of the optional settings when configuring NetBackup.
3. Worked examples showing how to back up to a D2D NAS target and replicate to another
D2D systems.

4. An explanation of some of the more complex NetBackup concepts.
5. A worked example showing how to recover data from the replication D2D target system.
As the guide will show, selection of the protocol and network configuration is quite easy using the

D2D Web Management Interface (GUI). Symantec NetBackup is a highly scalable product and
could easily support multiple D2D systems.

The NetBackup environment
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The NetBackup Master server manages backups, archives and restores. It is responsible for all
media (can be tape or disk) selection and maintains an internal database called the catalog. The
catalog tracks backup and media and is used to quickly locate the correct media and backup
items.

The NetBackup Media server distributes the load in large configurations. Storage devices are
attached to media servers via SCSI, SAN or network connection. It is possible for a media server
to be present on the same physical server as the master server. (A two-tier configuration is often
used in smaller configurations.) In this case the media server is on the same server as the master
server. A master server can control many media servers. It is possible in large enterprise scale
operations to have multiple master servers. Often media servers are referred to in the following
terms:

o Storage Server — when disks are connected directly to the media server |/O. In this configuration
disks can be configured in an OpenStorage disk pool.

o Device Hosts — when physical or virtual tape libraries are attached.
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Data Movers — send data to external disk-like devices (Open Storage Appliances).

Clients — are servers/workstations which have the NetBackup client software loaded and will

back up over the network to their designated media server. See the Glossary for more
terminology.

Figure 1 shows how the NetBackup components are interconnected. NetBackup is extremely
scalable and can support a large, complex backup solution. Symantec provide guides on

performance which must be used in planning a solution. NetBackup Master and Media server
software is available for Windows, Linux, HP-UX and Sun Solaris platforms.

Figure 1 The NetBackup environment
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NetBackup provides a Windows-based administration console shown in Figure 2. (There is also

a scriptable command line interface). Prior to NetBackup(NBU) 7 some functions were only available
as command line instructions. There is also a NetBackup backup/recovery client interface which
can be used by clients to run backups and recover files. Archive functions are usually when the

original file is deleted. There are also methods of copying backups to alternative storage locations
for added resilience.

The NetBackup environment 5



Figure 2 The NetBackup Administration console

n-’.l‘!.]tl (7.0 Enterpriie Server) - NetBackup Administration Consols
Be Edt Yew (== 4] l{.
R % L h VY B E

i NetBackup=

J aunga (Master Senver)
B Actty Meoriter
- !‘I\I.‘fajsl_p Maragement,
7 i) eports

Getting Started
Get steprby-step help seting up MetBlackup.

Q. ]

. Confiqure Disk Storage Servers
h ) Dt sarvers supportng dats deduphcanon, Opentionage o AdvancsdDiek technckgy.

i Define cek and media servers to be used in & dek pool

[ | Configure Disk Pool

S Configure Volrmes
;b Irnveritiony bty o defre wilisds R use In Standalons: s,

an
n i Configure the Catalg Badagp
g Specty ow and when Bletflackup condguration and catalog Information & 1 be backed up.
A% Create a Batkup Pobey
NG oot scrmases o acking Lp dsta o 8 g bt o 8 et of chers
J
ﬁ Creale a Snapshol Backup Policy
A Defire schecies for Lsneg snapehols 1o back up chent data
Imgeort Drnages.
This wizardl wil SSSist you N SUEEEING theough n mpart

[EA j Recover the Catalog
J¥ Restore the catsiog 7. cesster recovery £8.3000 Fom & hot, crle camiog badkp.

4| | x| { @ windaws. can't check for updates

Chek b i Ficow 16 [ 1 Pl Pk -
For Help, press F1 Chck B siwt w10 i e probiem andl o c.l’o(.:xJa';_ o & =]

The role of the HP D2D Backup System

The HP D2D Backup System provides disk-based data protection with data deduplication. For
additional data protection and disaster protection D2D Backup Systems can perform replication
of data over low bandwidth WAN links. This is a good solution to move data offsite without the
media handling and transport costs. D2D Backup Systems provide either virtual tape or NAS
emulation. This guide will only feature the NAS emulation and its implementation with NetBackup.

The D2D NAS targets have deduplication on by default and this cannot currently be changed. The
NAS targets can use either the CIFS (Common Interchange File Standard) or NFS (Network File
System) protocol. CIFS is used with Windows servers and NFS is used on all LINUX/Unix operating
systems. This guide will cover the CIFS protocol for Windows.

NOTE: It is important to note that, besides the more obvious disk capacity specification, there
are some important additional NAS specifications such as maximum files per share, maximum
number of shares, and maximum number of concurrent open files. These vary depending upon the
D2D Backup System model, see Appendix A for details.

Network connection
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NAS shares are all accessed from the network connections and use the CIFs or NFS protocol.

NOTE: It is important to check that the correct network settings are used especially if the D2D
Backup System is to join a domain. Ensure that the entries for the DNS server, domain and gateway
are correct. (Normally the network admininistrator will provide these).

All D2D Backup Systems have dual 1Gb Ethernet connections; the larger D2D4312 and D2D4324
units have two additional 10Gb Ethernet connections. The network interfaces can be used on
different subnets or can be bonded together (not 1GbE to 10GbE) for high throughput or high

availability mode. It would be normal to have inter-site replication configured for a different subnet.

The initial IP address can be set using the utility disk supplied with each D2D Backup System. This
setup utility uses UDP protocol and ‘discovers’ all D2D appliances present on its subnet. The
alternative is to use the default DHCP setting and allow a DHCP server to provide the networking
information. If the dynamic DNS option is set, the D2D Backup System will be entered automatically
in the DNS system. Normally, static IP addresses are used for NAS devices configured on the D2D
Backup System.
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Connect the D2D system to the network logon via the Web Management Interface. (Enter the IP
address or D2D name into a standard web browser. This is of the format D2D-xxxxxxxxxx where
xxxxxxxxxx = D2D product serial number.) The web browser will issue a security warning because
the web browser will not have the D2D web browser certificate installed. The main menu screen
is shown below in Figure 3.

Figure 3 Home — Summary page, example shows HP D2D2502i
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HP D2D Backup System licensing

HP D2D Backup Systems require licenses for capacity upgrades and when acting as a target for
replication. Series 4100 and 4300 D2D Backup Systems have the capability to add more disk
‘shelves’ in order to expand the capacity. As well as the actual hardware, capacity licenses must
also be loaded. The licenses normally ship with the disk expansion products. (The Series 2500
D2D Backup Systems cannot be expanded.) In an active-active configuration both D2D systems
act as targets and require replication licenses.

Test setup

Figure 4 shows a simple fest setup for HP D2D Backup Systems configured as a NAS target for
Symantec NetBackup. This configuration will be used as an example in this guide.

HP D2D Backup System licensing 7



Figure 4 Test setup
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NOTE:  The server Auriga is also in effect a ‘client’ as far as backups are concerned.

For more information
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Symantec NetBackup is a very feature-rich data protection application. This guide is only intended

to cover basic use for filesystem backup using the D2D Backup System with NAS shares and to
use the low-bandwidth replication feature to move data ‘offsite’.

The guide covers the basic procedure for backup/restore and disaster recovery. It also stresses
the importance of regular catalog backups and illustrates the recovery onto a new server in the
event of a disaster which may have damaged the master server.

Some advanced features such a the granular recovery option for Microsoft Exchange Server will
not work with the D2D Backup System because they perform multiple random read/writes.
Workarounds are shown for this issue on the Symantec website.

For more information refer to:

*  Manuals available from the Symantec website at: http://www.symantec.com

Symantec NetBackup user guide Vol 1/Vol I
Symantec NetBackup Tuning guide
Symantec NetBackup Troubleshooting guide

e  General D2D information at: http://http://www.hp.com/qo0/D2D

o The D2D Best Practices Guide at: http://http://bizsupport?2.austin.hp.com/bc/docs/support
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2 Contigure the D2D CIFS server

The first step in configuring the D2D device as a target for backups from Symantec NetBackup is
to configure the CIFS server on the D2D platform.

On the D2D Web Management Interface navigate to the NAS — CIFS Server page and select Edit.

[ D2D Backup System

tome  Virual TapeDevices  [LECH Configuration  Status  Replication  Administration

d2d-mzgy01 1086w - 192 168.0.110 D Status

CIFS Server

Authentication D v
Domain [mydomain local

The available Authentication options for the CIFS server are:
e None - All shares created are accessible to any user from any client (least secure)
o User — Local (D2D) User account authentication

e AD - Active Directory User account authentication

NOTE:  NFS assigns access by IP address and essentially maintains an access control list.

More about authentication modes

None: This authentication mode requires no username or password authentication and is the
simplest configuration. NetBackup will always be able to use shares configured in this mode with
no changes fo either server or NetBackup configuration. However, this mode provides no data
security because anyone can access the shares and add or delete data.

User: In this mode it is possible to create “local D2D users” from the D2D Web Management
Interface. This mode requires the configuration of a respective local user on the NetBackup media
server and configuration changes to the NetBackup services. Individual users can then be assigned

access to individual shares on the D2D. This authentication mode is ONLY recommended when
the NetBackup media server is not a member of an AD Domain.

AD: In this mode the D2D CIFS server becomes a member of an Active Directory Domain. In order
to join an AD domain the user needs to provide credentials of a user who has permission to add
computers and users to the AD domain. After joining an AD Domain access to each share is
controlled by Domain Management tools and domain users or groups can be given access to
individual shares on the D2D. This is the recommended authentication mode, if the NetBackup
Media server is a member of an AD domain.

Configuring AD Authentication Mode

These are the steps required in order to configure backups in “AD” authentication mode:
e Join the D2D CIFS server to the AD Domain.
e Create or specify a user to be used for backups.

e Apply user permissions to D2D shares.

More about authentication modes 9



To join a domain

1. Connect to the D2D Web Management Interface, navigate to the NAS — CIFS Server page,
click Edit and choose AD from the drop-down menu. Provide the name of the domain that you
wish to join e.g “mydomain.local”

A D2D Backup System

Home Virtual Tape Devices m - Configuration Status Replication Administration

c2a-mxg01 1096w 0 192.165.0.110 O Status

CIFS Server

Authentication 2o =]
Domain Imyduma\n.local

2. Select Update. If the domain controller is found, a pop-up box will request credentials of a
user with permission to join the domain. (Note that joining or leaving the domain will result
in failure of any backup or restore operations that are currently running.) Provide credentials
(username and password) of a domain user that has permission to add computers to the
domain and click Register.

3. If successful, a message is displayed and the CIFS Server screen is displayed.

T ORI - [ == To e
[CI R T SR e B
File [oe Vew Fpeertes Josks Help

W €8 D20-CIMINGTS - HP HceageWonis DID Bachoap.. G- B = R ek v

0 @ Irecemat | Pectected Mode: OfF &im% -

More about DNS

Normally joining the Active Directory Domain updates the DNS entries automatically. DNS is an
essential component of Active Directory.

NOTE:  If there are problems check that the D2D Backup System has an entry in the DNS (Domain
Name System) server. Use the command line to check that the D2D hostname resolves to an ip
address and vice versa. (Use nslookup <IP address> and nslookup <D2D hostnames.)

After joining the domain, the DNS server should be automatically updated with Forward and
Reverse Lookup zone entries, however, some DNS configurations do not allow this. In this case,
the user must also configure the domain’s DNS server to be able to correctly manage the D2D
shares, as follows:

10 Configure the D2D CIFS server



From a windows client server that has domain and DNS management tools installed launch the

DNS management tool. (From command line type dnsmgmt.msc or launch DNS from the
Administrative tools menu).

Create a new Host(A) record in the forward lookup zone for the domain to which the D2D belongs
with the hostname and IP address of the D2D.

_;_ dnsmgmt - [DNS,EDGWARE" Forward Lookup Zones'mydomain.local]
'Jg,l Elle Action Wew MWindow Help | =5 ﬂ
e- |[BEXEFRR 2@ EE®
,J?J.‘ DS mydomaindocal 1
=} EDGwARE - = —
=] D Forward Lookup Zones ﬁ o e
-zl _msdes.mydomain.local Afises
E (= mydomain. lacal D g e Host
_tep
% —n?:dcs &) wdp Mame {uses parent domain name iF blank):
_sites AL
& o (dpomainp | d2d-mxa01 109w
0 _udp (DFarestor § :
(1 DomairbnsZanes (same a2 il el oo e A RRRH wdomain.la. ..
(0 ForestDrsZanes {same ag |d2d-quﬂl 1036w, mydomain local. ain. local,

D Reverse Lookup Zones (zame as

{g] Event Viewer (same as LE00HESS!

E] edaware 192 168 .0 110
heathrm

¥ Create associated pointer (PTR) record

™ allow any authenticated user to update DRS records with the:
SAME OWNer Name

Add Host Cancel

Also create a Pointer(PTR) in the reverse lookup zone for the domain for the D2D appliance by
providing the hostname and IP address.

_;._ dnsmgmt - [DNS'EDGWARE\Reverse Lookup Zones'192.168.0.x Subnet]
,f;'l‘ Eile  Action Mew window Help ‘ 5 |E'|L|
e+ |AmEFRE @B EH
AT 192.168.0.4 Subnet &
£ EpGWwarE = = =
£ Forward Lockup Zones = e
__ sdles. mydomain,local . {zame as parent folder) Start af Autharity (S04) [71, edgware mydomain. loc...
E| n_wydnmain.lnca\ ] tsame as parent folder) Mame Server (NS) edgware.mydomain.local,
; et 192.168.0.1 Pointer (PTR) edoware.mydomain. local,
_sites lew Resource Record | 2| x§nvdomai...
D _tep corp.net.
L udp AT I n.local,
i {1 DomainbnsZanes s
{1 ForestDnsZones
E|[:| Reverse Lookup Zones 152 188 .0 110
{3 192.168.0,% Subnet
- Ewent Viewsr Fully qualified domain name (FQDN):
| 110.0.168.192.n-addr arpa
Host name:
| dzd-mxq01 1096w, mydomain, local
™ allow any authenticated user to update all NS records with the same
name, This setting applies only ta DNS records for & new name.
OF Cancel

To create shares and grant access permission

Now that the D2D is part of a domain and can be managed, it is possible to create shares and
grant access permission fo them for domain account users or groups.

Configuring AD Authentication Mode 11
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Create a share on the D2D Backup System that is going to be used as a backup target, by
selecting NAS — Shares from the D2D Web Management Interface and clicking Create.

The shares have default names of Share1, Share?2 etc. but these can be changed if desired.
Provide a share Name and Description, select the CIFS protocol and click Create.

The following example shows configured shares. The Permissions tab will indicate that
authorization is managed by Active Directory.

£ DED-CZNIR0TE - HP Storagewon K Sy e - Sthares - Windews [rteret Ceporer

= =

& [ iszasanzion s =] O Camemrer |+ %[ ol
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gn:}cs:losm:ls-wsmagewwm...l l B - 2 o v e Sty - Tok - i
€D D2D Backup System i Logod

Home  Virtuai Tape Devices  [LTCJ commguration
DE0-CIININGTS - 1921681 290

LN iz | wrssener |

& Status

@ i shares creatad on the 000 Backup Systam are intended 10 be uted as Largets for Backup appkeatons. They should not be used as genaral purp<ce S10rage of for crag-and
drop backups, coeng 50 wil nesult in lower deduplcaton eficiency and performance

Hame Rale Btatus Acoess Protocel User Data Stored Size On Disk
Sharel Hon Reghcabng 21 Oniing CiIFs T3 GE 123 10055 201 WDA 15:35 101101726 =
Share2 Non Rephcaong ) Oniir CIFS - - 10038 201 WO 10:39 200 10126
e I
Nams Sranel
Descriptian HP DD Share 1
Accass Protecel CF3
Network Path 192,168,121 Share |
Write Protetion
[ owsts | uen [T
Done.

g Intermes | Prozected Mode: OfF AL A

NOTE:  Normally a particular media server may be assigned one share in the backup
application but it is possible to create sub-directories under the Share1 level for individual
servers using Windows Explorer. To view a share with Windows Explorer enter the IP address
and share name into the top box in the format \\192.168.1.210\Share1. If you have set
Active Directory authentication, you will need to allow the domain login access rights first.

To configure access rights, log in to the Active Directory server as Administrator. Run server
manager and check that the D2D Backup System is shown under Computers. In the following
example, the D2D Backup System is highlighted.

Fis  Acten  Vew Heb

M EEEEE G
i Serv Mariages (RRL)

= - o

_
' 9 istivn Doty Do Ui o it :

1 Active Dty Users and Comge

AL TOPT
poss A wHEStan Computir
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¥ Sective Dwectiny Sted ard Servioe
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= B ren

[ 3 ol =

: 108
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Now that the D2D Backup System is a member of the domain its shares can be managed

from any computer on the domain by configuring a customized Microsoft Management Console
(MMC) with the Shared Folders snap-in. To do this first open a new MMC window by typing
mmc at the command prompt or from the Start Search box. This will launch a new empty MMC

window.
= Consolel - [Console Root] =l
E File | Action \iew Favorites Window Help | = |5|5|
= ==
=== BiE
| Console Root Marme | | Actions
There are no items ko show in this view.
Mare Actions »

4. To this empty MMC window add the Shared Folders snap-in. Select File — Add/Remove

Snap-in ..., then select Shared Folders from the left-hand pane.

Configuring AD Authentication Mode 13
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7= Consolel - [Console Root]

& Fie

Action  Wiew Favorites  Window  Help

E=1E3
JRETES

@ $ | [ Add or Removye Snap-ins

| Comsole
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:

‘fou can select snap-ins For this console from those available on wour computer and configure the selected set of snap-ins. For

| Wendar |i| [ Console Raat

Microsoft Cor...

Snap-in
i Security Configurati. ..
_'=g, Security Templates
faServer Manager
;-:!Services

S#lshare and Storage ...
Shared Folders

Microsoft Cor...
Microsoft Cor...
Microsoft Cor,.,
Microsoft Cor...
Microsoft Cor...

Add = |

2 Storage Explorer Microsoft Cor...
(E—}Task Scheduler Microsoft Cor...
%Telephony Microsaoft Cor...

ﬁ TPM Management Microsoft Cor...
ﬂ'Windows Firewall wit ...
@-Windows Server Bac..,

5 WMI Contral

Microsoft Cor...
Microsoft Cor...
Microsoft Cor...

Description:

Edit Extensions. .. |
Benove |

Move HE |
Moye Down |

Advanced... |

Displays shared Folders, current sessions, and open files.

o]

Cancel I

5. Click Add > and in the dialog box choose the computer to be managed and select Shares

from the View options.

onsolel - [Console Root]

& Fie

Action  View Favorites  Window  Help

I =1
PRI

&5

Shared Folders
| Console -

Select the computer pou want thiz snap-in to manage.

of snap-ins. For

— Thiz snap-in will always manage:

¢ Local computer; [the computer this console iz running an)

& Anather computer: Ihp-cziD2DDSSq. mpcompary. local Browse... |

I~ Allow the selected computer to be changed when launching from the command line. This
only applies if you save the console.

]

Edit Extensions. .. |
Rermoy e |

Move g |

L4 [ekd =4 Bl g |

Yigw

ol

" Sgesiong

" Open Files

< Back I Finish I

Cancel |

Advanced.., |

L

Displays shared Folders, current sessions, and open files.

QK | Cancel |

6. Click Finish and OK to complete the snap-in set up.
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b | xl
e & 8 e ®EE© o
Note that the Folder Path field contains an internal path on the D2D Backup System.

7. Save this customized snap-in for future use.
8. Select the Share Permissions tab and Add a user or group of users from the domain.

Specity the level of permission that the users will receive and click Apply.

= Console] - [Console Roat\shared Folders (\\D20-C2 M032109 79.ROTHERY. TEST.LOCAL) | Shares]
@ Fle Adion View Favorbes  Window  Help =l8] x|
S 2m B a= Bim [Sharez Properties |
Consele Rock Shae... = Publih  Shate Peamis: Actions
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(3 Concel | gook |
. i 2l 1 ¥

9. Now, from any Windows server on the domain, it is possible fo access the newly created
share using the credentials of anyone who had been given permission to access the share. If
a permitted user is logged into Windows, access to the share will be granted automatically
with those permissions.

NOTE:  In some cases, when switching the D2D Backup System from No Authentication or
User Authentication mode to AD mode, it may be necessary to log out and back into a
Windows client before it is possible to access the D2D shares.

This completes the process. To test access login as the domain administrator and use Windows
Explorer to show the D2D share.

The NetBackup Services (which can be listed using the Activity Monitor from the NetBackup
administration console) must be changed from local account to domain administrator logon if AD
is used to control access to the D2D file shares. Each service must be stopped and restarted for
each account change. The logon is changed from the Windows ‘Services’ configuration. (See
page 383 of the NetBackup Administrators guide).
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Having set up the shares the Symantec NetBackup administration console can be used to set up
the Storage Units, as described in the next chapter.
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3 Contiguring disk-based storage

Once you have set up the shares the Symantec NetBackup administration console should be used
to set up the Storage Units.

NetBackup Storage has three basic categories:

disk, which is the category used with the D2D NAS configuration for NetBackup Storage

media manager, which is for tape libraries and should be used for real tape devices and
virtual tape libraries

NDMP, which is a special protocol designed to instruct NAS devices (filers) to back up to a
real tape drive directly attached to the NAS peripheral. Data can then be moved from the
NAS share to tape.

Disk-based storage in NetBackup 7 can be one of the following categories:

1.

6.

Basic Disk. This is locally-attached disk storage or network-attached disk storage presented as
a filesystem to the media server. The directory structure is specified when the storage unit is
created. This is the standard configuration for D2D NAS. Basic disk cannot be used in a
storage lifecycle policy.

NearStore. This is a special configuration for NetApps NAS only. This is also on OpenStorage
option.

SnapVault. This option is only usable if the NetBackup snapshot client is licensed. (NetApps
NAS devices only).

OpenStorage (vendor name). This is used for infelligent storage devices which are OST protocol
aware. This option is vendor specific.

Advanced Disk. This option allows NetBackup to use dedicated disk storage (can be network
attached from NetBackup 7 onwards). This allows disks to be part of a storage ‘pool”.
Advanced disk is licensed under the ‘Enterprise Disk License’. Storage Lifecycle Policies can

be used with Advanced disk.

PureDisk can only be used if this license installed. This provides software based deduplication.

To configure storage devices

1.

Run the Symantec NetBackup management console and click on the Configure Storage Devices
icon in the wizard.

3 Symantec NetBackup~
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iy, CreateaSnapshot Badap Poky
[ Cres scheschubes for waing srupshiots ok
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To configure the D2D NAS share select BasicDisk.

The following example shows the configuration screen for a new storage unit for the media
server in the test configuration shown in Figure 4. The share is specified as the IP address and
sharename. The media server has the name of the media server ‘auriga’.

New Storage Unit [ ]

Storage unit name:
| D202502-share2

Storage unit type:

[Disk ~| [+ ondemand only
Disk type:

!BasicDisk LI

Properties
Media

[aur iga 3

Abszolute pathname to directory:
|\\192,168.1.21EI\Share2 Browse... ‘ Properties

[ This directory can exist on the root file system or system disk.

Maximurm concurrent jobs: [v Eachxeﬁ'agmentszam
i 3: |52428? Megabytes
High water mark: Low water mark:

r Enable Temporary Staging Area. Copy data to its final destination
according to its staging schedule

i OK | Cancel | Help |

NOTE:  The Storage Units define the logical link between backup destinations and media
servers. It is possible in advanced configurations to specify a ‘group’ of Storage Units. Symantec
do not recommend configuring multiple storage units to the same share. This is because the
individual storage units will assume that they have exclusive access.

In order to increase the number of streams to optimize D2D performance, increase the
Maximum concurrent jobs for the storage unit. (This equates to number of tape drives in a real
tape library.) However, be careful that the maximum streams the D2D can manage is not
exceeded (see Appendix A). It is good practice to group servers together by application. For
example, arrange that file and print servers are backed up to the same share if they are likely
to contain some degree of duplicate data because this will improve deduplication results.

In order to increase the number of streams to optimize D2D performance, increase the
Maximum concurrent jobs for the storage unit. (This equates to number of tape drives in a real
tape library.) However, be careful that the maximum streams the D2D can manage is not
exceeded (see Appendix A). It is good practice to group servers together by application. For
example, arrange that file and print servers are backed up to the same share if they are likely
to contain some degree of duplicate data because this will improve deduplication results.

The maximum fragment size defaults to 524287. The data is stored on disk in fragments to
ensure that the backups do not exceed the maximum size file allowed by the file system. The
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space is not pre-allocated so there is no concern about lost disk space. NetBackup will
automatically create new fragments as required. This parameter can be left at default.

It the On demand only checkbox is set, only backup policies that are specifically assigned to
this storage unit can use it. If this option is set and policies do not specify a storage unit, they
will not run, so take care.

The High and Low water mark are parameters used by NetBackup to determine when to
release disk space occupied by expired backup policies. Once the high water mark is reached
expired policies will be deleted until none remain or the low water mark is reached. Deleting
expired backup will cause housekeeping overhead and this needs to be monitored (from the
D2D Web Management Interface) to ensure it is within sensible limits. Housekeeping should
normally not be increasing week on week. See the D2D Best Practices Guide for more
information about monitoring housekeeping.

Click OK to save the configuration settings.
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4 Backing up to and restoring from D2D NAS shares
Creating a backup policy

This section will describe how to create a backup policy using the storage unit created in the
previous section. NetBackup 7 provides a ‘wizard’ for policy creation.
1. Open the NetBackup Administration console and select the Policies section from the left hand

menu tree.

2. Select Actions — New Policy from the top menu, enter a policy name and tick the box to select
the wizard.

3. Select the policy type. The policy type in this case will be MS-Windows for a Windows file
system backup. For other types of backups it may be necessary to load particular agents.

L Folicies - auriga - NetBackup Administration Console
Bl Edt yew Achons Hep
Brie & % =% LRAITY BRBE | ~REFC s R

ariga [arca ZFdaes
O suriga Master Sarver) Homa | Dok, [Type |Stor. [voba [3[A [l U T | [AKER., [O.]cwe, [F | |45, [Sna. |Cobe., [Med, B, [WM. [Exch.. [Pref, |

B Aty Montce .
1k 1 Witzard E My Mo

W hiethachp Managemere. [Test Ly
0 Policy Mame and Type —
Spicify th podicy rami and policy bidd

Tha policy yna deteminas i 4,78 of chonts hat osn be hacked up by i policy or the e of
BACkUES Bl Bus poscymil paAoim on s chents

% i Aotess Management
# 1 Bare Matdl Restine Marugr

|uf m— 05
Master Server: ariga (Commected

Ofa 4w e W Poliies - aurkps - Neti., =L ST T

4. Click Add and specify the client that will be backed up. In the example shown the client is
co-existing with the master server although normally it would be attached via the network.

If the desired client is not detected it may be blocked by the Windows firewall. Either turn off
the firewall or open the appropriate ports. These can be specified in client properties. The
client name can either be entered or selected from a list (click on small computer icon).
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Backup Policy Configuration Wizard
Client List 21
Specify clients for this policy. \j‘“

MNetBackup will back up these clients according to the file list schedules, and atiributes for the
policy. MetBackup clients can be in more than one policy.

For easier management. fill the client listwith clients that hawe similar configurations and perdorm
the same type of work.

Name | Hardware | operating System E\‘
Yeluriaa rotheny testlocal

[+ Detect gperafing system when adding or changing a client.
(This is successful only on Windows platforms.)

< Back | et > l Cancel | Help '

The next step is to specify the files for backup. Select Add, click on the small folder icon and

select the desired directory path.

Backup Policy Configuration Wizard

Files 21
Specify the files and folders to backup. ‘g‘/‘“

The file listidentifies the files and folders to be backed up by scheduled backups for all clients in
this policy. Allfiles and folders do not have to exist on all the clients.

This file listis ignored by user directed backups because in those instances the user selects the

files to back up.
[~ Back up all |ocal drives.

Backup Selections | | Add I
EES =

< Back | et > l Cancel | Help '

Click Next> to display the Backup Type screen. This screen is used to specify Full Backup or

Incremental Backup. User Backup can be selected as required.

Creating a backup policy
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Backup Policy Configuration Wizard

Backup Type 2.
Specify the types of backups. v
[+ Eull Backup

Backs up all the files specified in the file list.

[ Incremental Backup
Backs up all changed files specified in the file list
C i :

(o

v U Pl

Allows users to initiate backups on their own.

< Back et > Cancel | Help |

7. The next step selects the Rotation policy. This is how long the policy is stored before overwriting
the data. As an example it would be desirable to keep the full weekly backups for a month
and the full monthly backups for 6 months. Incremental may only be retained 2 weeks.

Backup Policy Configuration Wizard

Rotation e
Select a rotation for backup and retention. \Ut
Start a full backup eveny: Retain full backups for

Il ::JWeeks L!

/@ Toconfigure a calendar based backup schedule, modify this policy from Policy
\) Management.

< Back Mlext » Cancel Help

8. Click Next> and specify the start time.
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Backup Policy Configuration Wizard
Start Window 21
Specify the time window during which backups are allowed to start. ‘taz’/“

o}
0

i ildL_ilee __illsh o AR

T
O
O
I
R
R

I

mm Scheduled window

= r.

(" Working hours @

¢ Allday C Al e

(" Custom ey 6 |1 :I [ :I
< Back et > Cancel | Help |

9. The policy is now fully configured and the next screen completes the process.

10. The created policy should now be displayed in the main NetBackup Administration Console
under the Policies section. Click on the actual policy and it is possible to show some additional
attributes.

Change Policy - d2d-test

) Asbutes |G Schadulos | 88 Cients | 23 Backsp Salecions |
Eohicy ype: [Mswindows =] ¥ Gonto ghect at [ =inssaam =
Dastination ™ Backup Netwoek Drives
Diaia classifcabon ™ Cross mount paiss
| gt =
ok song ™ Encrypsion
= eCove alion for
Policy yolume pool = ¥
| - [~ Bare Metal Festone
™ Collect yue image restors information
I™ Teka checkpoints svery: l—if r
™ Lt jobs pes policy: 3 ™ Allow muliple geta steams
Disable cliont-side der licatior
Jok prictity [—3 = I Disable diontside deduplication
™ Ensble grasslar recoven,
Media Cwper I ¥ - S ,7
Snapshot Clignt f
r
™ Fedom snapshot backups
I =
I [ ‘ :
-
[k ] concut Hoip |

There are some important points to note in this screen.

o Data classification allows administrators to classify data on relative importance as part
of storage lifecycle management. It is not supported with basic disk. (It requires the

Advanced Disk option.)

e The Encryption option should be un-ticked because encryption effectively randomizes
data and this will result in no deduplication.

o The Bare Metal Restore option is only required if this feature is used.

11. This completes the policy settings.
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To run the backup policy

1. To run the policy manually click on the policy, select Actions from the top menu and run
manually. To monitor the progress click on the Activity Monitor. A sample screen is shown
below.

X[+ RBATY RBYEEAAQRAS T ALLO NSl O 0
aunga: 8 Jote @ Queued I ACOwe O Watng for Retry O Sumpenced 3 Incompiete 4 Done) E

<= 3ob 0] Tupe |abtatey  [5a. |  Stwun|poboy | Sch | Glene [ Hed.. [ ScwtTime | Stee... | End. [ aate... | Operanon
F 1171 Bac test.. R ang. angs 127/20l111:39:30. DD
T 126 T

0 ddk. Rl Q. ange 1262011 333:58... DID.

= Ml hetBack.p Managemenk

% ) Reports O copy Ful mng. angs 16/2011600:13... Ang. 126

= {3 Pokes 0dd. Fl  ang. angs I 346 DD.. L%
& Summary of sl Polo 1 copy ang. ang 1600:00.. ang. 126
T 5 R, R 11551
’ 5 .. g 31482 1
5 anig.. arga 1/25/2011 11:15:42 1

Storage Likcych Poloes

= W b 8 PR rIeant
3 Cavice Monitor

g gu|  dows | Services | Processes | brwes |

Master Server: anga Corrected

2. When completed the backup details can be seen by searching the catalog. Click on Catalog
and search the catalog for particular storage units.
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Bl Edt Yew Actors Hep
Sr@@ =X i hBsve D WM E Arapss 47

fauriga K
O args (Mister Server) T =

B Acmvry Monter Medhai
= B NetBackup Management " Madia ID: 2
5 K] Raperts [ B
O Pokoes @ _Disk types:
& Summany of ol Poboss st [
I B-catsog back | Hecka Server; Eathc sty
@ recatsogack? [mriga =] [weoerea 1 21onsnarer ]| Gt ot s
:::;:.-Ips Dt thre range: | <an Caoniz>
o L -
et ard [f"{ e L EELLD z o Job priexity
Btz N EE=T =] [r150mmm =

@ el

s 8l st ropanes I [
bm-:'mmvw' Imsges: 2/8/A011 5:30:59 M to 2/9/2011 11:55:55 FM Verify Primary Copy Pathname: 1192 1681 210KShare] Py Type: Unkncwn Pelcy Type L Sebected O
+ BN Meda ;e . - ‘ -
A {'—""19‘ o rgarcary.... ':
’E & Cednts Asrigaresey.. 29/2011
# 8 valt Maragement
+ (@ Access Management
% Bare Mrtal Raestore Managemant

CEy

= -2 Ful
NECatdoghackZ Ful g

| | &

4l | »]| # Search [ Resuits|

Marcter Sarver: ariga Conmected

D] Am @ % Cotabog - auriga - Nt BN =g b

You will see in the above example that the disk types selected is Basic Disk and the media
server is ‘auriga’. The example shows three backups listed for the storage unit.

In this screen it is possible to expire backups that are no longer required; expired backups
are removed by device cleanup. Normally the files are left to expire at the time determined
by the policy.

Selecting the active job will give more information on progress. (Also note that the Services
tab is included on this screen. This is useful in checking that the correct services are running.
You may see that Device Manager service is not running. This is correct if no tape library is
configured.)
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Catalog backup

The information about the backup is stored in a database held on the Master Server; this is known
as the catalog and must be regularly backed up to ensure recovery. Netbackup 7 introduced the
ability to perform ‘hot’ catalog backups. This means that the database can be backed up in an
open state which effectively permits backup any time. (Note that ‘cold' catalog backups are not

permitted under NetBackup 7)
Catalog backups are configured using a wizard.

1. Click on the icon labeled Configure the catalog backup from the NetBackup Administration
Console. The first screen will request a name for the catalog backup policy as shown below.

MetBackup Catalog Backup Wizard

NetBackup Catalog Backup Policy
Create a policy to perform a catalog backup.

Existing catalog backup policies:

"
\:}J

MNB-catalog-back]

”—\i) Existing policies can be modified from Policy Management.

[v Create a new catalog backup policy

< Back Dext » Cancel

Help |

2. Click Next and the catalog backup policy screen is displayed. This screen is used to specify
full or incremental backup. (Remember catalog backup can be large in enterprise class

configurations.)

3. The next two screens specify the rotation policy and backup window exactly as in a normal

file backup.

4. The next screen is very important and is used to specify the location of the catalog disaster
recovery file that is vital for catalog recovery. This file can be stored on the D2D or another
disk media attached to the media server but it needs to be stored offsite along with the catalog
backup. (Note: both DR File AND Catalog backup are required for recovery).
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Backup Policy Configuration Wizard

Catalog Disaster Recovery File 21
Specify a file location to save the disaster recovery information \{zf

Path:

[1192.168.1.2104Share2\catalog-difile] Biowse

Logon: Password:

I.Administar!or ]’“"“"““““"

"=\ The disaster recovery file generated for each catalog backup contains information
\\l) needed to recover the NetBackup catalog.

Record the location of this file so that the NetBackup catalog can be recovered if
Necessary.

< Back et > Cancel | Help |

5. ltis also possible to e-mail the DR file to an E-mail address in the next screen. This then
completes the policy wizard for the catalog backup.

D2D NAS open file limits best practice

Each D2D Model has different limits for the number of open files it can support — see Appendix
A. Event logging on the D2D will inform the user if any of these limits have been exceeded, so it
is a best practice to regularly check the Event logs because backups may pause when the number
of open file limits is exceeded.

There are separate Open file limits for files that are less than 24 MB (generally dynamic control
files being accessed all the time during the backup and those that are greater than 24 MB such
as the fragment sizes we set previously in the Storage unit parameters.

Some specific backup policy types such as Exchange are known to open up many control files
(less than 24 MB) during a Storage Group backup and these can be monitored on the D2D NAS
share using Windows Explorer. Having checked the limits in Appendix A it may be necessary to
reduce the number of Exchange backups going to the D2D NAS share simultaneously o prevent
exceeding the open file limits.

These limits exist because the D2D NAS is not a simple NAS filer but a deduplication appliance
allowing the customer to store more backups on the same physical disk capacity than simple NAS
filers. In order to do this it is necessary for a memory allocation to be applied which in turn limits
the number of open files possible.

Restoring files from the backup

26

Restoring files is performed using the NetBackup Backup, Archive and Restore client. This can be
run from the master server or a client. Clients can have the ability to restore their own files if
necessary.

1. Click on the icon which is normally on the desktop of the master server and clients.
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Select a backup policy from the list to display the relevant directory tree. This information is

obtained from the catalog. Tick the box of the required file and use the Actions menu to initiate
the restore.

&3 Backup, Archive, and Restore - hetBacdkup - [Restone: Server: aurgarothenytestiocal  Source Clent: aurigarotherytestbocal  Destination Chent: auriga]
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View status will show progress, as illustrated below. It is also possible to restore files to different
locations and other servers.
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5 Recovering from a disaster situation

This section will describe how to recover files from the D2D Backup System assuming that the
master server and other components are lost. In the test example used to illustrate this guide the
NAS shares are set up to replicate between D2D Backup Systems. In a real life scenario the units
would be located on different sites and connected via a WAN link. It is also quite likely that the
master server would stay at a central location with several D2D Backup Systems connected to
remote media servers, using replication to move data from the remote offices.

Figure 5 illustrates the recovery test scenario used for this guide.

Figure 5 Recovering the catalog and data after a disaster has removed the NBU Master Server and
the remote office D2D system

DNS NBU Master Server/ Replacement NBU
Active Directory Media Server (Auriga) Master Server (Auriga)
—1

[¢

¥

) W
Test Data Test Data

A

- DNS/AD Queries

- . sogceccee H

1GbE Network : § .........
vl
© 02D Backup System D2D Backup System

D2D2502i / D2D4112
' | EEEE
Catalog
Sharel Share2 Test Data —| Share1 Share2
DR File

NBU Target Disks Replication Copies

1. X = unit lost in disaster

2. Delete replication mappings to promote and configure as Storage Unit for replacement master server
Setting up D2D replication is well covered in the D2D Backup System User Guide and has a wizard
driven configuration system. Once configured the mapping for the NAS shares can be viewed

from the D2D Web Management Interface. The fest setup shown above has the following D2D
mapping screen.
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The target D2D Backup System will keep exact copies of the NAS shares from the target D2D
Backup System.

In the previous chapter the NetBackup catalog wizard was used to make a catalog backup and

drfile. The drfile is located on ‘Share2 ’; the catalog backup is located on Sharel. (Although both
could be in the same location.)

It is now assumed that the remote office is lost and so is the primary data on the D2D Backup
System. However the copies of the share are intact on the target D2D Backup System.

The next step would be to ‘promote’ the target D2D Backup System by deleting the mapping to

the source appliance. The shares are normally accessible in read-only mode but, with the mappings
removed, they are normal write/read shares.

If the master server is lost

Should the master server be lost it will be necessary to recovery the catalog using the catalog
recovery wizard. In this case any new master server must have the same hostname. The NetBackup
software is installed specifying the Install Master Server option. The catalog is recovered using the
Catalog Recovery Wizard once the NetBackup software installation is complete. It will be necessary
to locate the disaster recovery file for the recovery wizard.

To recover the catalog:
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1. Run the Catalog Recovery Wizard from the NetBackup Administration console.

NetBackup Catalog Recovery Wizard

IE.;_J Welcome to the NetBackup
Catalog Recovery Wizard.

This wizard guides vou in recovering the MetBackup catalog from
a hot, online catalog backup.

Run this wizard only in the event of a disaster that
requires the recovery of all or partions of the

Fd | MetBackup catalog, This should be run before
. stating any backups.

To beagin, click Mext. For agsistance, click Help.

2. Enter the full pathname to the disaster recovery file. If the file is located on a D2D share it can
be mapped to a drive letter and then the browse button can be used to locate it.

MNetBackup Catalog Recovery Wizard

Catalog Disaster Recovery File )
Specify the location of your disaster recovery file,

Specify the full pathname to the disaster recovery file:

[W192.168.1.211\Share2] Browse.. |

=~ Iithe disaster recoveryfile is not available, use the "bpimport -drfile” command to
l\l) read it from the catalog backup media. See the documentation for further details.

Click next. to obtain the file. (This may take along time.)

< Back Mext » Cancel | Help |

3. The system will then indicate that it is retrieving the disaster recovery file. On completion it
will show the available disaster recovery files at that location. Click Next.
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MNetBackup Catalog Recovery Wizard

Retrieving Disaster Recovery File n
Wait while file contents are being analyzed.

Completed searching for required media sources.

Actions required:

auriga.rothery testlocal_1297354019 d
All media resources were located

i o

Click Mext to continue,

< Back Mext > Cancel | Help |

4. The next screen will restore the catalog. (There is an option not to recover the relational

database.) Click Next.

MNetBackup Catalog Recovery Wizard

Disaster Recovery Method
Select one of the following recovery processes to recover the NetBackmE(wlog.

@ Recover entire NetBackup catalog (Recommended)

- Recover only NetBackup catalog image and configuration files.(Does not recover the
NetBackup relational database)

Job Priority |!:'IIJ 000 3;

(Higher number iz greater priarity.)

: ! -For recovery of a 5.x media server catalog, see help for details.
I

-To begin the restore, click Nest. Once started it can notbe cancelad.

< Back Mext » Cancel Help

5. The catalog recovery will proceed and advise of success.

6. Click next and

On successful completion of catalog recovery the NetBackup server should be restarted and then
the restore client can be used (as we did previously in the restore section) to recover files as required.

If the master server is lost
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A Open file limits and recommended streams per NAS share
tor D2D Backup Systems

Table 1 Open file limits and recommended streams per share

HP D2D2502i | HP D2D2504i | HP D2D4106 |HP D2D4112 | HP D2D4312 | HP D2D4324
Max files per share | 25000 25000 25000 25000 25000 25000
Max Open files per |32 48 64 64 128 128
share > 24 MB (DD
threshold)
Max Open files per | 32 48 64 64 128 128
appliance > 24 MB
(DD threshold)
Max Total Open files |96 12 128 128 640 640
per share
Suggested maximum | 4 4 6 6 12 12
concurrent operations
per share
Suggested maximum | 16 32 48 48 64 64
concurrent operations
per appliance

The HP D2D NAS target for backup does not deduplicate the first 24 MB of any file for performance
reasons. Some backup applications generate control files during backup to NAS that are constantly
changing - to try and deduplicate constantly changing files slows down the deduplication process.

For any single D2D NAS share there are specific limits as to how many “Open Files” can be open
at any one time — this is because of the memory allocation within the D2D Backup System. Generally,
typical Filesystem backups like NetBackup will open a single large container one at a time, but it
is possible Jue to overlapping operations that two may be open at the same time for a small period
of time. It is important NOT to send too many backup jobs to the same NAS share to avoid
exceeding the NAS > 24MB open file limit per share and per appliance. (Appliance is the whole
D2D Backup System). Failure to observe these limits can result in unstable operation.

For example: An HP D2D4312 has 4 shares configured on it. We are running filesystem backups
which open up a single container file at a time. The maximum number of backup jobs that can go
to each share is 12 so we can have a total of 48 backup jobs running simultaneously and, even
allowing for 2 files overlapping and being monitored as open at the same time, we would have
a maximum of 96 files open on the appliance in a worst case scenario. This is well within the
appliance limit of 128 open files.

Open file limits and recommended streams per NAS share for D2D Backup Systems



About this guide

This guide provides information about:

e Installing the HP StoreOnce D2D Backup System
e Using the HP StoreOnce D2D Backup System
e Troubleshooting the HP StoreOnce D2D Backup System

Intended audience

This guide is intended for users who install, operate and maintain the HP StoreOnce D2D Backup

System.

Related documentation

In addition to this guide, the following document provides related information:

‘Start here' poster for an overview of the installation information in this guide (available in English,

French, German and Japanese)

You can find these documents from the Manuals page of the HP Business Support Center website:

http://www.hp.com/support/manuals

In the Storage section, click Storage Solutions and then select your product.

Document conventions and symbols

Table 2 Document conventions

Convention

Element

Blue text: Table 2 (page 33)

Cross-reference links and e-mail addresses

Blue, underlined text: http://www.hp.com

website addresses

Bold text o Keys that are pressed
o Text typed into a GUI element, such as a box
e GUI elements that are clicked or selected, such as menu
and list items, buttons, tabs, and check boxes
ltalic text Text emphasis

Monospace text

o File and directory names
e System output
o Code

o Commands, their arguments, and argument values

Monospace, italic text

e Code variables

e Command variables

Monospace, bold text

Emphasized monospace text

Intended audience
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http://www.hp.com/support/manuals
http://www.hp.com

/A  WARNING! Indicates that failure to follow directions could result in bodily harm or death.

CAUTION:  Indicates that failure to follow directions could result in damage to equipment or data.

®  IMPORTANT: Provides clarifying information or specific instructions.

NOTE: Provides additional information.

HP technical support

For worldwide technical support information, see the HP support website:
http://www.hp.com/support

Before contacting HP, collect the following information:

e Product model names and numbers

o Technical support registration number (if applicable)
e Product serial numbers

e Error messages

e Operating system type and revision level

e Detailed questions

Customer self repair

HP customer self repair (CSR) programs allow you to repair your StoreOnce product. If a CSR part
needs replacing, HP ships the part directly to you so that you can install it at your convenience.
Some parts do not qualify for CSR. Your HP-authorized service provider will determine whether a
repair can be accomplished by CSR.

For more information about CSR, contact your local service provider. For North America, see the

CSR website:
http://www.hp.com/qgo/selfrepair

Registering your HP D2D Backup System

Once you have installed and tested your HP D2D Backup System please take a few minutes to
register your product. You can register via the web (http://www.register.hp.com).

To ensure your registration is complete, there are a number of questions on the electronic form that
are mandatory. Other questions are optional. However, the more you feel able to complete, the
better HP can meet your needs.

Subscription service

HP recommends that you register your product at the Subscriber's Choice for Business website:

http://www.hp.com/qgo/e-updates

After registering, you will receive e-mail notification of product enhancements, new driver versions,
software updates, and other product resources.
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HP websites

For additional information, see the following HP websites:

http://www.hp.com

http: //www.hp.com/qo/ebs

http://www.hp.com/go/connect

http://www.hp.com/qgo/storage

http://www.hp.com/service locator

http://www.hp.com/support/manuals

http://www.hp.com/support/downloads

Documentation feedback

HP welcomes your feedback.

To make comments and suggestions about product documentation, please send a message to

storagedocs.feedback@hp.com. All submissions become the property of HP.

HP websites
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Glossary

C

Catalog

Client

M

Master server
Media server

Policy

Storage unit
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This is an internal SQL database which contains information about the backups and the NBU
configuration. NetBackup requires catalog information for client restores. It is vital that the catalog
is regularly backed up. By default the catalog is stored on the master server.

A server or workstation running NBU client software which enables it to backup and recover it's
own datasets via the media server.

The primary server in an NetBackup(NBU) environment which controls and tracks backups,
manages tape media. Maintains the NBU catalog. Can also act as a media server if required.

This servers manages the movement of data between clients and the storage device (tape or disk

based).

Details what data should be backed up, to which storage unit (or media manager in the case of
tape) and when the backup should run. Often referred to as a backup job in other data protection
software products.

A device which acts as a repository for backups. This can be a tape device or directly attached
disk. In certain circumstances can be a pool of disks. The storage unit really provides the logical
link between a media server and the backup device.
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