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Regulatory Compliance and Safety Information

Read the safety warnings in the Regulatory Compliance and Safety Information (RCSI),
and follow proper safety procedures when performing the steps in this guide. See
http://www.cisco.com/go/asadocs for links to the RCSI and other documents.
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1 Package Contents

This section lists the package contents of each chassis. Note that contents are subject to change, and
your exact contents might contain additional or fewer items.

ASA 5512-X, ASA 5515-X, or ASA 5525-X

1 |ASA 5512-X, ASA 5515-X, or ASA 5525-X
Chassis

Blue Console Cable and Serial PC Terminal
Adapter (DB-9 to RJ-45)

3 |Power Cord

Power Cord Retainer

4 10-32 Phillips Screws for rack mounting

4 12-24 Phillips Screws for rack mounting

7 |4 M6 Phillips Screws for rack mounting




ASA 5545-X and ASA 5555-X

1 |ASA 5545-X or ASA 5555-X Chassis 2 |Blue Console Cable and Serial PC Terminal
(one power supply shown) Adapter (DB-9 to RJ-45)

Power Cord 4 |Power Cord Retainer

5 |Slide Rail Kit

2 Powering On the ASA

Step1 Attach the power cable to the ASA and connect it to an electrical outlet.

The power turns on automatically when you plug in the power cable; do not press the power
button on the front panel. (For older models, the power does not turn on automatically; check
the hardware installation guide for more information).

Step2 Check the Power LED on the front of the ASA; if it is solid green, the device is powered on.

Step3 Check the Status LED on the front of the ASA; after it is solid green, the system has passed
power-on diagnostics.




3 Connecting Interface Cables and Verifying Connectivity

Step1 Connect a management PC to the Management 0/0 interface for use with the Adaptive
Security Device Manager (ASDM).You can connect the PC directly with an Ethernet cable, or
connect the PC and the ASA to the same management network. Make sure the PC is
configured to obtain an IP address using DHCP.

If you want to use the CLI, connect your PC to the console port, and see the CLI configuration
guide for more information.

Step2 Connect your networks to the appropriate ports.

Management PC
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1 |(Optional) I/O Card. If you have a |2 |Management 0/0 interface (R]-45)
fiber I/O card, you need to use SFP
modules (not included). See the
hardware installation guide for
information.

Step3 Check the LINK/ACT indicators to verify interface connectivity.




4 Launching ASDM

The ASA ships with a default configuration that enables ASDM connectivity to the Management 0/0
interface. Using ASDM, you can use wizards to configure basic and advanced features. ASDM is a
graphical user interface that allows you to manage the ASA from any location by using a web browser.

See the ASDM release notes on Cisco.com for the requirements to run ASDM.

Step 1
Step 2

Step 3
Step 4

Step 5

On the PC connected to the ASA, launch a web browser.

In the Address field, enter the following URL: https://192.168.1.1/admin. The Cisco ASDM

web page appears.
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Cisco ASDM X X(X) provides an intuitive graphical user interface that makes it sasy to set up,

configure and manage your Cisco security appliances.

Cisco ASDM can rum as a local application or as a Java Web Start application.

When you run Cisco ASDM as a local application, it connects to your semrlly appllance from
your desktop using SSL. Running Cisco ASDM as an li has these

# You can invoke ASDM from & desktop shorteut. No browser is required.
e One desktop shortcut allows you to connect to multinle security appliances.

| Install ASDM Launcher and Fun ASDM |

‘ou can run Cisco ASDM as a Java Web Start application that is dy ically d loaded
rorm the security appliance.

* Click Rur ASDM to run Cisco ASDM.

o Click Run Startup Wizard to run the Startup Wizard. The Startup Wizard walks you
through, step by step, the initial configuration of your security appliance.

FunASDM | [ Fun Startup Wizard
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Click Run Startup Wizard.

Accept any certificates according to the dialog boxes that appear. The Cisco ASDM-IDM

Launcher appears.

Leave the username and password fields empty, and click OK. The main ASDM window

appears and the Startup Wizard opens.




5 Running the Startup Wizard

Run the Startup Wizard to modify the default configuration so that you can customize the security
policy to suit your deployment. Using the startup wizard, you can set the following:

* Hostname e Static routes

* Domain name e DHCP server

¢ Administrative passwords e Network address translation rules
e Interfaces e and more...

e [P addresses

File View Tools Window Help
Startup Wizard...
itori VPN Wizards >
nitorin Save
= i la G High Availability and Scalability Wizard...
Sl Unified Communication Wizard...
S EhPeisenuhbond  packet Capture Wizard...

Startup Wizard Starting Paint (Step 1 of 10)
Choose a starting point for the wizard.

() Modify existing configuration

(_) Reset configuration to factory defaults

v Configure the IP address of the management interface
IP Address
Subnet Mask: 255.0.0.0 v
< Back | Mext> Finish | Cancel | | Help | g

Step1 If the wizard is not already running, in the main ASDM window, choose Wizards > Startup
Wizard.

Step2 Follow the instructions in the Startup Wizard to configure your ASA.

Step3 While running the wizard, you can accept the default settings or change them as required. (For
information about any wizard field, click Help.)




6 (Optional) Allowing Access to Public Servers Behind the

ASA

The Public Server pane automatically configures the security policy to make an inside server accessible
from the Internet. As a business owner, you might have internal network services, such as a web and
FTP server, that need to be available to an outside user. You can place these services on a separate
network behind the ASA, called a demilitarized zone (DMZ). By placing the public servers on the
DMZ, any attacks launched against the public servers do not affect your inside networks.

[ Add Public Server e
Use this panel to define the server that you wish to expose to a public interface. You will need to specify the
private interface and address of the server and the service to be exposed, and then the public interface,
address and service that the server will be seen at.

Private Interface: :UC—wiz—test v:
Private IP Address: |\web_server E]
Private Service: tep/http E]
Public Interface: :outsid.e v:
Public IP Address: |209.165.201.10 E]
Options
|| specify Public Service if different from Private Service. This will enable the static PAT.
Public Service ~|| (TCP or UDP service only) @

Step 1
Step 2

Step 3
Step 4

In the main ASDM window, choose Configuration > Firewall > Public Servers. The Public
Server pane appears.

Click Add, then enter the public server settings in the Add Public Server dialog box. (For
information about any field, click Help.)

Click OK. The server appears in the list.
Click Apply to submit the configuration to the ASA.




7 (Optional) Running VPN Wizards

You can configure VPN using the following wizards:

Site-to-Site VPN Wizard—Creates an IPsec site-to-site tunnel between two ASAs.

AnyConnect VPN Wizard—Configures SSL VPN remote access for the Cisco AnyConnect VPN
client. AnyConnect provides secure SSL connections to the ASA for remote users with full VPN
tunneling to corporate resources. The ASA policy can be configured to download the AnyConnect
client to remote users when they initially connect via a browser. With AnyConnect 3.0 and later,
the client can run either the SSL or IPsec IKEv2 VPN protocol.

Clientless SSL VPN Wizard—Configures clientless SSL VPN remote access for a browser.
Clientless, browser-based SSL VPN lets users establish a secure, remote-access VPN tunnel to the
ASA using a web browser. After authentication, users access a portal page and can access specific,
supported internal resources. The network administrator provides access to resources by users on
a group basis. ACLs can be applied to restrict or allow access to specific corporate resources.

IPsec (IKEv1) Remote Access VPN Wizard—Configures IPsec VPN remote access for the Cisco
IPsec client.



File View Tools IFEIFHY Window Help -
Startup Wizard... "

VPN Wizards Site-to-site VPN Wizard...
High Availability and Scalability Wizard... AnyConnect VPN Wizard...
Unified Communication Wizard... Clientless S5L VPN Wizard...
Packet Capture Wizard... IPsec (IKEv1) Remote Access VPN Wizard...
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8nNo AnyConnect VPN Con ion Setup Wizard

Introduction

Use this wizard to configure the ASA to accept VPN connections
from the AnyConnect VPN Client. The connections will be
protected using either the IPsec or the S5L protocol. The ASA will
automatically upload the AnyConnect VPN Client to the end
user's device when a VPN connection is established.

VPN Remale Access

Local ﬁ Rk
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< Back | Cancel | Help g

Step1 In the main ASDM window, choose Wizards > VPN Wizards, then choose one of the
following:

e Site-to-Site VPN Wizard

e AnyConnect VPN Wizard

¢ Clientless VPN Wizard

e IPsec (IKEvl) Remote Access VPN Wizard

Step2 Follow the wizard instructions. (For information about any wizard field, click Help.)




8 (Optional) Running Other Wizards in ASDM

You can optionally run the following additional wizards in ASDM:
e High Availability and Scalability Wizard
Configure active/active or active/standby failover, or VPN cluster load balancing.
e Unified Communications Wizard

Configure a proxy on the ASA for remote access or business-to-business communications. (Special
licenses may apply. See the CLI configuration guide for information about ASA licensing.)

e Packet Capture Wizard

Configure and run packet capture. The wizard will run one packet capture on each of the ingress
and egress interfaces. After capturing packets, you can save the packet captures to your PC for
examination and replay in the packet analyzer.

9 Advanced Configuration

To continue configuring your ASA, see the documents available for your software version at:
http://www.cisco.com/go/asadocs
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