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Abstract
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1 Configure the D2D CIFS server

Introduction

The first step in configuring the D2D device as a target for backups from HP Data Protector is to
configure the CIFS server on the D2D Backup System.

On the D2D Web Management Interface navigate to the NAS — CIFS Server page and click Edit.

[ D2D Backup System

tome  vVirual TapeDevices [[EGJJ] Configuration  Status  Replication  Administration

d2d-mxg011096w 0 192.168.0.110 O Status

CIFS Server

Authentication [ep =]
Domain mydomain locsl

The available Authentication options for the CIFS server are:

e None - All shares created are accessible to any user from any client (this is the least secure
option)
o User - Local (D2D) User account authentication

e AD - Active Directory User account authentication

More about authentication modes

None: This authentication mode requires no username or password authentication and is the
simplest configuration. Data Protector will always be able to use shares configured in this mode
with no changes to either server or Data Protector configuration. However, this mode provides no
data security because anyone can access the shares and add or delete data.

User: In this mode it is possible to create “local D2D users” from the D2D Web Management
Interface. This mode requires the configuration of a respective local user on the Data Protector
media server and configuration changes to the Data Protector services. Individual users can then
be assigned access to individual shares on the D2D Backup System. This authentication mode is
ONLY recommended when the Data Protector media server is not a member of an AD Domain.

AD: In this mode the D2D CIFS server becomes a member of an Active Directory Domain. In order
to join an AD domain the user needs to provide credentials of a user who has permission to add
computers and users to the AD domain. After joining an AD domain access to each share is
controlled by Domain Management tools and domain users or groups can be given access to
individual shares on the D2D Backup System. This is the recommended authentication mode, if the
Data Protector Media server is a member of an AD domain.

Configuring User authentication mode

These are the steps required in order to configure backups in User authentication mode:
e Create a “local user” on the Data Protector Media server.
o Create a matching “local user” on the D2D Backup System.

o Configure Data Protector services to use the local user account.
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1.

Select or create a user on the server that will be used to administer the Data Protector media
server and access the D2D Backup System, as follows:

»  Using Windows Device Manager select Users and Groups.
o Create the user.

e Add the user to the Administrators group for the local server.

Q File  Ackion  ‘iew  Window  Help |_|E|i|
= | OmEEHE| 2

g Computer Management {Local) Mame | Full Mame

| Description

E‘ﬁg Syskemn Tools Adrninistratar Built-in account For administering H
@ Event Yiewer 7 Guest Built-in account For guest access to
-] Shared Folders
4] Users
b Groups User name: |Backupuser
[#-a#] Performance Logs and Alert:
=) Device Manager Eull narme: |DF' Backup User
EI& Storage
[].. Removable Storage Dezcription: IUser configured for DF & D20 Backups
- Disk Defragrmenter
e Disk Managerment
[]--& Services and Applications Password: quuu
Confirm password: I"“"“

= Wsermust change password at nest logor
[ User cannot change passwaord
V¥ Password never expires

1] | ﬂ 1] [ Account is disabled J

2. Setthe D2D CIFS Server Authentication mode to User. Note that any existing backup or restore
operations will fail if they are running when the authentication mode is changed.
[ D2D Backup System -
Home ¥irtual Tape Devices m Configuration Status Replication Administration
d2a-mxg011096w : 192.168.0.110 G Status
‘Authenticatiun [oser =] |
Mone
lser Cancel Update
et oo |

Configure a local user on the D2D Backup System with the same user name and password
as the user created on the Windows Server (Backupuser in our example). Do this by selecting
NAS — CIFS Server on the D2D Web Management Interface and clicking Create User.
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A D2D Backup System

Home Virtual Tape Devices m -Configuration Status Replication Administration

d2d-mxg011096w 0 192.168.0.110 O Status

m CIFS Server HFS Server
CIFS Server

| Authentication User |

Edit:
User Hame Password Confirmation

IElackupuser . - I

4. In order for Data Protector to be able to authenticate with the D2D shares it must run the “Data
Protector Inet” service under the new local user account that has been created on the D2D
Backup System and on the Media server.

Change the logon account via the Services menu in Windows Computer Management. After
changing the login credentials the service must be restarted for it to take effect.

O Computer Management _[Of = Data Protector Inet Properties {Local Computer) HE

Wﬂﬂ General LogOn I Hacwaryl Dependenciasl
¢+ @ EFRR 2E|r n 1 =

Log on as:
| =] Computer Management {Local) Mame / | Description [ Status [ Startup Type |
Elﬁn System Tools %pplicatiun Experience Lookup Ser.,. Process ap... Started Autamatic € Losal System acoount
E@' Event Wiewer %Apphcatmn Layer Gateway Service  Provides s...  Started Manual I™ Aillow senvice to interact with deskiop
Eg Shared Folders %Applicatinn Management Processes i... Marual IW B |
48 Local Users and Groups #4 A5P.WET State Service Provides s... Marnual ; : —E
8 é::::s %Automatic Updates Enablesth,,.  Started Aukomnatic Password: P
Performance Logs and Alerk: Background Inkeligent Transfer 5., Transfersf... Marial )
Device Manager %CIiannk Enables Cli... Disabled Lorfim password;  |[*eesesessssssss
EI& Storage %COM+ Event System Supports 5., Started Automatic
{23 Removable Storage %COM*' System Application Miakanes L, Manual You zah enable or disable this service for the hardware profiles listed below:
Disk Defragmenter %Eomputer Br.uwser ! MalnFalns 4. Started Automat!c Hardwans Profis | Sorice |
E Disk Management ryptographic Services Provides th... Started Automatic Frafiie 1 Bt
-3 Services and Applications %Data Protector CRS [HP Data ... Started Automatic
- ﬂ Telephary %Data Protector Inst [HP Data P...  Started Aukomatic
! Services %Data Protectar RDS [HP Data P...  Started Aukornatic
% WHT Cantral %Data Probectar LTProoy [HP Data P... Started Aukornatic
EE Indexing Service %DCOM Server Process Launcher Provides la...  Started Automatic
- [ Routing and Remote Acess 80HP Client Registers a,,,  Started Autamatic .
Nickviknkad Eila Suckarn Trkanr akac Sk vk Ln \I‘nmshr_'LI Emable Dlsab‘e
il i : e

| | ﬂ Extended , Standard

| | Ok I Cancel | Apply |

5. Now that the D2D Backup System is configured in User mode and Data Protector is configured
to connect to the D2D shares with the correct credentials, it is possible to create a D2D share
and apply access permissions to the Backupuser account.

Navigate to the NAS — Shares page, click Create Share, provide a share Name and
Description, and then set the Access Protocol to CIFS.

Configure the D2D CIFS server



[ D2D Backup System

Home Virtual Tape Devices m Configuration Status Replication

d2d-mxg011096w - 192 168.0.110

Administration

@ Status

Shares CIFS Server m

) File shares created on the D20 Backup Systern are intended to be used as targets for backup applications. They should not be used as
general purpose storage of for drag-and-drop backups, doing so will resultin lower deduplication efficiency and petformance

| o Mo Shares Configured

Create Share

Marme [p20_Brackup_Share_1
Description |Mv first backup share
Access Protocol m

Witite: Protection r

6. After creating the share, select the Permissions tab and give Access rights to the Backupuser
account.

A D2D Backup System -l

Administration

Home Virtual Tape Devices m Configuration Status Replication

D20-MX Q011096 192.165.0.110

@ Status

Shares CIFS Server HFS Server

File shares created on the D20 Backup System are intended to be used as targets for backup applications. They should not he used as
general purpose storage or for drag-and-drop backups, doing sowill resultin lower deduplication efficiency and perfarmance

Access Protocol User Data Stored Created
C20_Backup_Share_1 Ion Replicating (3 online CFS

Last Modified
15:13 201006728 15:13 201010628

Create Share

D2D_Backup_Share_1

m Permissions

| Access Protocol CIFS |
User Hame Access Ho Access
Backupuser o (@]

Configuring AD Authentication Mode

These are the steps required in order to configure backups in AD authentication mode:
e Join the D2D CIFS server to the AD Domain and configure DNS.
o Create or specify a user to be used for backups.

o Apply user permissions to D2D shares.

Configure Data Protector services to use the correct Domain account.
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To join a domain
1. Connect to the D2D Web Management Interface, as follows:
* Navigate to the NAS — CIFS Server page
o Click Edit
o Choose AD from the drop-down menu

e Provide the name of the domain that you wish to join e.g. “mydomain.local”

[ D2D Backup System

Home Virtual Tape Devices m -C\mﬁ_gura(inn Status Replication Administration

d2d-mxg01 1096w 0 192.165.0.110 ) Stetus

T cirs Server HFS Server
CIFS Server

Authentication 2o =]
Domain Imyduma\n.local

2. Click Update. If the domain controller is found, a pop-up box will request credentials of a user
with permission to join the domain. (Note that joining or leaving the domain will result in
failure of any backup or restore operations that are currently running.)

Provide credentials (username and password) of a domain user that has permission to add
computers to the domain and click Register.

Actove Dunectony Regrlration

e
[ ——

e [
—
[Fmet | St |
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After joining the domain, the DNS server should be automatically updated (if a DHCP server
is used) with Forward and Reverse Lookup zone entries, however, some DNS configurations
do not allow this. In this case, or if a DHCP is not used on the network, the user must also
configure the domain’s DNS server to be able to correctly manage the D2D shares, as follows:

To configure entries manually if the DNS server does not update automatically

From a Windows client server that has domain and DNS management tools installed launch

the DNS Management Tool. (From the command line type dnsmgmt . msc or launch DNS
from the Administrative Tools menu).

Create a new Host(A) record in the forward lookup zone for the domain to which the D2D
Backup System belongs with the hostname and IP address of the D2D Backup System.

_;_ dnsmgmt - [DNS,EDGWARE Forward Lookup Zones'mydomain.docal]

,31 File  Action Miew Window Help

e AW XEFRR | 2ME @

IJ%‘ DhS mydomain.local 12
= ] EDGwaRE
B Forward Lackup Zones Wit Trpe Leta
E‘ _msdcs, mydomain, local Emsdcs
= mydomain.ocal I e Host 2]
: g —2::5‘:5 & _tucde Mame {uses parent domain name if blank):
=i (Apomainn | dzd-maDi1096m
3 _udp Forestor » .
&3 DomainCriszones . Fully qualified domain name (FQDR: wdomain. lo...
: [ ForestDnszones (same as I d2d-mxqu11096w, mydomain. acal ain.local.
{0 Reverse Lookup Zanes {same as
[&]] Event viewer @ (same as [E address:
edgware 1592 183 .0 110
heathiron

¥ Create associated pointar (PTR) record

[ allaw any authenticated user to update DS records with the
SaMe OWNer Name

Add Host Cancel |

Also create a Pointer(PTR) in the reverse lookup zone for the domain for the D2D Backup
System by providing the hostname and IP address.

_;_ dnsmgmit - [DNS\EDGWARE\Reverse Lookup Zones'192.168.0.x Subnet]

1 [] B3
'31 Fle Action ‘iew ‘Window Help | =& x|
= |BF FRR| 2M| 8 8@
2, D5 192.168.0.1 Subnet &
= [J epaware = = T
£ Forward Lookup Zones L o2
i & _msdes.mydamain.local - (same as parent folder) Start of Autharity (S08) [7], edgware.mydomain. loc. ..
EI n_wdomam.lucal (same as parent folder) Mame Server (M5) edgware, mydomain, local,
msdes 192,168.0.1 Pointer (PTR) edgware. mydomain.local,
; _sites New Resource Record ﬂﬁ wdomai...
_tep corp.net.
wlp Pointer (PTR) | nlocal.
{1 pomainDnszones Host TP number:
: [ ForestDnsZones T _188 T
Et [ Reverse Lookup Zones |
¢zl 192.168.0.% Subnet » )
@ Event Yiewer Eully qualified domain name {FQDM):

| 110.0.168.192.in-addr. arpa

Host name:
| dzd-mxq01 1096w, mydomain. local

™ allow any authenticated user to update all DMS records with the same
name. This setting applies only to DNS records for a new name.

0K Cancel |
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To create shares and grant access permission

Now that the D2D Backup System is part of a domain and can be managed, it is possible to create
shares and grant access permission to them for domain account users or groups.
1. Create a share on the D2D Backup System that is going to be used as a backup target.

o Select NAS — Shares from the D2D Web Management Interface and click Create.

e Provide a share Name and Description, then select the CIFS protocol and click Create.

[ D2D Backup System

Home Virtual Tape Devices m Configuration Status Replication Administration
d2c-mxo011098w : 192.168.0.110

@ Status

Shares CIFS Server m

g File shares created on the D20 Backup System are intended to be used s targets for backup applications. They should not be used as
general purpose storage of for drag-and-drop backups, doing so will result in lower deduplication efficiency and performance

| ﬂ Mo Shares Configured

Create Share
Mame P20 _Backup_share_1
Description IMy first backup share
Access Protocal CFs =
Wiite: Protection r

Now that the D2D Backup System is a member of the domain its shares can be managed
from any computer on the domain by configuring a customized Microsoft Management Console
(MMC) with the Shared Folders snap-in. To do this first open a new MMC window by typing

mmc at the command prompt or from the Start Search box. This will launch a new empty MMC
window.

= consolel - [Console Root] M=

E File | Action View Favorites Window Help

PRETE
e |l PN 7 ]

| Console Root

Mame | I Actions

There are no items to show in this view, Console Root -
4

Moare Actions
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3.

To this empty MMC window add the Shared Folders snap-in. Select File -> Add/Remove
Snap-in ..., then select Shared Folders from the left-hand pane.

7= Consolel - [Console Root] _ (O]
'a File  Action  Wiew Favorites  ‘Window  Help | 18] =i
@ $ | [ Add or Removye Snap-ins

| Consak  yau can select snap-ins For this console From those awvailable on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:

Snap-in | Wendar |;| [ console Raat Edit Extensions. .. |

_ﬁ Security Configurati,..  Microsoft Car...

_3 Security Templates Microsoft Car... Bemaye |

i},Server Manager Microsoft Cor...

i::!Services Microsoft Cor... Mave Lo |
Sz{share and Storage ..

Microsoft Cor...

|- 8}shared Folders Microsoft Car... faye Down |
Tl Storage Explorer Microsoft Cor... fidd = |

":_B'Task Scheduler Microsaft Car..,

%Telephony Microsaoft Cor...

ﬁ TPM Managerment Microsoft Car...

ﬂ‘Windows Firewall wit... Microsoft Cor...
T@-Windows Server Bac... Microsoft Cor..,

WM Cantrol Micrasoft Cat...
= Advanced... |

Description:

Displays shared Folders, current sessions, and open files.

OK I Cancel I

Click Add > and in the dialog box choose the computer to be managed and select Shares
from the View options.

E File Action View Favorites Window Help |_|ﬁ'|5|

of snap-ins. For

Select the computer pou want this snap-in to manage. _

i~ Thi -iry will &l ; |
is shap-in will always manage Edit Extensions. ..

€ Local computer; [the computer this console is running on)

Rermoye |
&+ dnather computer: Ihp-cziD2DD39q. mpcomparny. local Browse... |

] Allow the gelected computer to be changed when launching from the cormmand line.  This MMowve g |
only applies if you save the console.
i [e k=4 B g |

Wiew
oAl " Sessiong
* " Open Files

Advanced.., |
< Back I Finish I Cancel |

L

Displays shared Folders, current sessions, and open files.

K | Cancel |

5. Click Finish and OK to complete the snap-in set up.

Configuring AD Authentication Mode
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= Consolel - [Console Root',Shares (',hp-czj020039g.mycompany.local)]

a File | Action ¥iew Favorites  Mindow  Help
bolla Azl [ecs BN 7 N[l
.| Consale Roat Share Mame = | Folder Path | Type | # Client Conn... | Diescripkion
[ Shares (ihp-c2j020039q.mycompan | 72| BackupShare! Ciitmpinasimountp...  windows 0 File Server 1 Backup
micE Cillwicifs windows 1] Default Share
2| DPBackupsharel  Ci\tmpinasimountp...  Wwindows 1] HP DZD Share 3
[Eal IPCE [t ‘windows a Remate IPC
2| NEWEBackupSharel Ci\tmpinasimountp...  Windows 1} IMigrated Data Share
| A EY I H

Note that the Folder Path field contains an internal path on the D2D Backup System.

o

Save this customized snap-in for future use.
7. Select the Share Permissions tab and Add a user or group of users from the domain.

Specify the level of permission that the users will receive and click Apply.

= Eo _ O] x
E File  Action View Favorites  Window  Help | =18l
e |25 EH = | HiE
| Console Root E NEWBackupSharel Properties X ID_escription | Actions
g2 Shares (\ihp-czj020039g. mycompan | o3 . - — . File Server 1 Backup
- General | Publish - Share Pemissions | Secuity |
= Default share
B Group or user names: HP DZD share 3
B Adminiistrat Remate TPC
= Migrated Data Share
Add... Remave |
Permissions for Administratar Aillow Deny
Full Contral O
Change O
Read |
Learn about access contral and permiszsions
oK I Cancel Lpply |
2l | DiE | B

8. Now, from any Windows server on the domain, it is possible to access the newly created
share using the credentials of anyone who had been given permission to access the share. If

a permitted user is logged into Windows, access to the share will be granted automatically
with those permissions.

12 Configure the D2D CIFS server



NOTE:  In some cases, when switching the D2D Backup System from No Authentication or
User Authentication mode to AD mode, it may be necessary to log out and back into a
Windows client before it is possible to access the D2D shares.

In order for Data Protector to be able to authenticate with the D2D shares it must run the “Data
Protector Inet” service under the new local user account that has been created on the D2D
Backup System and on the Media server.

Change the logon account via the Services menu in Windows Computer Management. After
changing the login credentials the service must be restarted for it to take effect. In this case a
user Backup is created and is a member of the BackupUsers group.

LI Computer Management Data Protector Inet Properties {Local Computer) EHE
|lg File  action Wew Window Help ‘ -J—I' g —H General Log Ok I Recovery I Dependencies I
les [m@ERR|2M » & I » .
04 on as:
[ =] Computer Management (Local Mame /. [ Description | Status | Startup Type & ] S
=] m System Tools @Apphcatiun Experience Lookup Ser... Process ap... Started Automatic £ocal yslem.accolilnl
B @ Event Viewer 4 Application Layer Gateway Service  Providess...  Started Manual I™ &llow service to interact with deskiop
B % Shared Folders %R I
pplication Managernent Processes .. Manual & § I—
e | This account: B ackup@mydomain. local Browse...
=l > Local Users and Groups %ASP.NET State Service Provides s... Manual i
% Lot %Autumat\c Updates Enables th...  Started Automatic Password: I..I...I.
5 FGroups 7 d et %Background Inteligent Transfer 5., Transfers ... Manual
o g Dz:rlireml\‘:;;: :rgs AR %Chpﬂouk Enables Cli... Disabled LConfirm password: |""""|
el & Storage o %COI\‘H Evenk System Supports 5., Started Aukarnatic
[+ {30 Removable Starage 4 CoM+ System Application Manages ... Manual ‘You cah enable or disable this service for the hardware profiles listed below
Disk Defragmenter %Comnutar Browser Maintains a... Started Aukomatic Hardware Frofie | Coice |
Disk Management %Cryntogranh\c Services Provides th,.. Started Autarmatic Prafile 1 Enabled
[El 1%3 Services and Applications %Data Prokector CRS [HP Data P... Starbed Autornatic
[E2] 8 Telephony %Data Protector Inet [HP DataP... Starked Aukomatic
Services %Data Protector RDS [HP DataP... Started Autarmatic
WWMI Cantrol %Data Protector UIProxy [HP Data P... Started Autamatic
BB Indexing Service S D00M Server Pracess Launcher Provides la... Started  Automatic
%) Routing and Remate Access 84 DHCP Client Registers a... Started Automatic Eranl Dissble |
%Distributed File System Integrates ... Started Autamatic st =
%Dlsmbuted Link, Tracking Client Enables cli... Manual _l;I
[l | »

| | _’I Extended )\ Standard QK. l Cancel | Apply |
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2 Configure Data Protector to use D2D CIFS Share

Before configuring Data Protector it is good practice to check that the user authentication settings
to be used by Data Protector are working.

To do this:
o Use Windows Explorer to navigate to the D2D CIFS share that is to be used for backup.

e log in with the previously configured username and password to make sure that the share is
accessible.

e Create an empty file on the share to ensure that it is writable.

NOTE:  D2D shares should not be used for Drag-and-Drop storage; this check process is purely
infended to prove that authentication configuration is correctly set up.

Creating a new Data Protector File Library

The first step in using Data Protector to back up to a D2D CIFS share is to create a File Library
device.

1. Launch the Data Protector Manager and select the Devices & Media option from the context
box.

Right click the Devices folder and select Add Device ...

po Devices - HP Data Protector Manager !E m
J File Edt Wiew Actions Help

|[Devices . Medda D Eea= 7 || =ds 80

=[] Enwironiment
-{28] Automated Operations

5 Device Policies
- Devicell . |
(=21 Add Device, .,
B Dervice |

4] Extenc ure Devices. ..
- i) Media

Mo items available..

E Objects I W4 b0 | Deviees |
Add new device [ |68 heathrow.mydomain.Jocal 2

2. A Wizard will now step through the process of creating a new device.

Provide a new Device Name and Description; it is useful if these provide information about
the logical location of the CIFS share.

Then select File Library as the Device Type and click Next.

Configure Data Protector to use D2D CIFS Share



po Add Device - HP Data Protector Manager

| Fle Edit View Actions Help

I[=] B3

! I Devices & Media

FECIEI TR e

-7 Environment
[+l {28 Automated Operations

[l Device Policies
[l Devices
- Devices by host

r_:_.@ Extended Copy

&]@ Media

E. Objects I

The next step of the Wizard provide the path for where the file library is to be stored. This

-1 Specify the device name, the client system where the device iz connected, and the device type.
Optionally, add a description.

Dievice Name ID2D_B ackup_Share_1

Diescription |D2D - D20-M=0011096Ww

I~ MultiPath device

™ | Wirtual tape libran - TB based licenzing

Device Type

Interface Tupe | LI
Client I heathrow. mydomain. local LI
HEME Server I L’
Management Console UHL |

< Back | Mest » I Fimsh Lancel

04 b |AddDevice = |

[] @ heathraw, rmydomain.local

4

may be the path to the root level of the D2D CIFS share or it could be a directory within that
share. The Browse button only works for storage that is local on the media server so cannot

be used to locate the

D2D CIFS share.

After adding the directory path, click Properties in order to specify the following parameters:

e Maximum size of file depot: This is the size of each individual backup file. The default is

5 GB; this should be set to a value larger than the expected maximum size of the backup

jobs that are being sent to this file library. Doing so prevents the creation of lots of small
files and the overhead of doing so.

e Minimum free disk space to create new file depot: The default is 2 MB which is OK.

e Amount of disk space that should stay free on disk: Leave this at the default of 0 MB as
it makes little sense on a deduplicating file store.

o Even if free disk space drops below %: Leave this set at 10%. Although this has little

relevance on a deduplicating filestore it still acts as a useful early warning.

Creating a new Data Protector File Library
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0 Add Device - HP Data Protector Manager
| Ble Edit Wew Actions Help

|[Devices t Media || 2 & &l

F

=1 Environment

Spcity 5 it of diectoriss For the iraiy
58] Automated Operations @

Device Policies
Devices
-] Devices by host |

4] Extended Copy
-z Media

Browss
Delets

9 [=]
=
General |

Specily the makimum size of fls depot, the minimum size ta creats new fils

depot, the ameunt of disk space which shauld stay fiee on the disk for the
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1
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In the next step of the Wizard specify the Media Typethe Standard media type should be set
to File, which is the default, and the Distributed Media Format should not be selected.

Distributed media format allows the creation of virtual full backups, however, this format is
very inefficient when used with deduplication devices due to the creation of a large number
of small files and the way in which these files are accessed in a random access fashion. If
Distributed Media Format is selected, there will be a significant performance impact and

possibility of backup failure.

po Add Device - HP Data Protector Manager | _ (O] x|
j File Edit View Actions Help
;“DEVICES&MEdIa j“gel@";J 7 HE'}CE?EFEH&%&@
J
1= ] Erwrormert Specify the type of media used in the library.
[+ [=8] Automated Operations
Device Palicies
Devices
[+ Devices by host ~ Media Type
[ fe| Extended Copy : 4 %
’ Standard type of media uzed by the physical device.
- gl Media ';%
F
- Distributed file media format
@ Using distributed file media format enables the file ibramy for virtual full backup.
I~ Use distributed file media format
< Back | HMext > | Eirish LCancel
#2 Objects I M4 b N | AddDeviee =
,_| |E heathrow, mydomain. local i
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7.

The final step of the Wizard provides a summary of the configuration, and also shows

information about the disk space available on the D2D Backup System. If these values are O,

this is an indication that the Data Protector Inet service is not properly configured with the

correct authentication settings and

@o Add Device - HP Data Protector Manager
| Eile Edt view Actions Help

backups will fail.

=] B3

JIDevices&Media j||£®|@l’¥ﬂ 7 |Jd‘3£?§§|ﬁg¥r§@
Eﬁ Environment = Summar
T . Y
[+]-{38] Automated Operations Al storage sizes are in GB
: % Device Policies
[+ Devices by host Directory Mame | Total Size | Used | Maw. dvail. for Backup | Maw File Dep
i#}-{g Extended Copy F44192.168.0.1100D2D_Backup_Share_1\DPBackupl 4131.330 0113 4131.215 200.00
-] Media
| | |
< Back | Tewt > I Finizh I LCancel |

E. Dbiectsl M4 b b |Add Device = |

|_ | |@ heathrow, mydomain. local 4

After completing the Wizard, the Devices and Media Environment folders will show information

about the structure of the newly created file library. The Devices folder shows the Directories

to be used and the Drives used to

po Devices - HP Data Protector Manager

JEiIe Edit Wiew Actions Help

write to those directories.

=] E3

“Devices&Media ;‘nglfﬁ”* B

BREEEET T

=7 Enwironiment
[-{28] Automated Operations

B Device Palicies
=

f'j W192,168,0,1100D20 Backup_Share_1\DPBackupl
Drives

(= D2D_Backup_Share_1_Writer(

E@ Devices by hast

-4 Extended Copy

- i) Media

4| |21

MName | Client System | Palic: | Media T pel Description

L

EI]DZD,Backup,ShareJ heathrow.mydomainlocal  File Library  File

E Objects I

4

D20 - DZD-MRQOL1096W

i

i 4 B B Devices

|E& heathrow, mydomain, local

P

The final step in configuring the File Library for use is to add more drives and modity their

configuration, as described in the next section.

Creating a new Data Protector File Library
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A single drive within the File Library will be automatically created, this allows for a single stream
backup to the File Library. If multiple backup streams to the File Library are required, additional
drives can be created. See D2D Best Practices for VTL, NAS and Replication implementations for
more information on the maximum numbers of concurrent streams and recommendations on how
many streams should be used for the different D2D Backup System products.

There are several settings for each drive that must be correctly configured in order to provide good
D2D performance. Highlight each drive and select Properties. Go to the Settings Tab and click
Advanced.

Advanced menu — Settings tab

On the Settings Tab of the Advanced menu is an option for Concurrency, this indicates how many
parallel streams can write to that drive simultaneously, the default is three. Concurrency is a Data
Protector term for Multiplexing, so the backup streams would be interleaved within the backup file,
this is bad for deduplication so Concurrency should be set to 1 in order to prevent multiplexing.

i Advanced Options E

Settings | Sizes I Dlther I

]'J | _HJ Specify concurency and options for device.
TI

- Concurrency

=l ® Concunency specifies a number of Disk Agents witing to the device in
= parallel

D A, ~

— Optionz
[ Eject media after session
™ I CRCCheck

! [~ Eescan

[~ Detect dity drive

[~ Cive:based encrpptian

(0] 4 LCancel | Help |

Advanced menu — Sizes tab
On the Sizes tab the following settings are defined

o Block Size: this should be set to 512 KB for best performance

e Segment Size: this is how offen a catalog section is written; it can be left at the default of 10

GB

o Disk Agent Buffers: this setting can be tuned to improve performance for slow client systems
or media servers, the default of 8 is generally acceptable
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Advanced Options E3

Settings  Sizes | Other i
@ Specify block, segment sizez and the number of butfers.
-
Block size [kB) > [B-1024)
Segment size [ME) |'I 0000 [ 10 ar mars
Disk agent buffers [s [1-32]
Ok LCancel Help

Advanced menu — Policies tab

Lastly in the Policies tab of the drive properties enable the device for restore and as a source for

object copies if required.

[po Properties for D2D_Backup_Share 1 WriterD - HP Data Protector Manager M=

]Elle Edit View Actions Help

I I Devices & Media

dEs mw=n

7

EEEr T

E]C:] Environment 1=
[#]-[E8] Automated Operations

-3 Device Policies
: % Devices
E-{J) D20 _Backup_Share_t
=&Y Directories
-7 1W192.168.0.110\D20_Backup_Share_1{DPBack,
-5 Drives
; "..{=] D2D_Backup_Share_1_Writer0
E!@ Devices by host
E!@ Extended Copy
El-fig) Medis
7] Locations
-5 Pools
E D20 _Backup_Share_1_MediaPool
- Default AT
- Default DDS
- Default DLT
- Default DTF
- Default Exabyte
- Default Fils
- Defaulk LTO-Ulkrium
- Default Optical
- Default QIC
- Defaulk SAIT
- Default 5D-3
- Default SupsrDLT

478 Default T10000 i
1| i

General | Settings  Palicies I

1| | o Select device policies.
Tl

~ Device Polici

¥ Device may be used for restors

W Device may be used as source device for object copy

~ Device Tag

[ml Specify the device tag. *when restaring or copying objects, only devices with the same tag will
(=ja be available a5 automatic replacements for the original device.

I =

E. Objects

Concel | ok |

M 4 0 0 [@ Scan =8 | Properties for D2D_Backup_Share_1_WiiterD '=N|

il i@ heathrow mydomain.local 2
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3 Contigure a backup rotation scheme

When backing up to CIFS shares on the D2D Backup System it is recommended that a retention
and rotation scheme similar to that of virtual tape is used. There is some simplification over virtual
tape in that no account needs to be taken of the number of cartridges within the virtual library,
only the total number of files that can be supported on a D2D CIFS share (25000), which should

be more than adequate.

It is, however, important to ensure that the amount of data in the share does not grow in an
uncontrolled fashion due to keeping all backups forever. The Backup Schedule created in Data
Protector will define how long media will be retained before overwriting and, therefore, how many
files will be created.

The following is an example of a best-practice backup rotation and retention scheme configuration
with Data Protector. This scheme observes the following best practices:

o File Library files are never appended to. Appended backups reduce replication performance,
prevent files from being overwritten until all sessions have expired and have no disk space
benefit for NAS fargets.

e Only one “type” of data is backed up in this File Library folder, in this case it is “flat file” data,
other types would be Exchange, SQL, Oracle efc.

e This backup will create only one concurrent backup stream; more “flat file” backups (of other
client servers perhaps) could use the same File Library folder concurrently.

o Software compression is disabled because this will slow the backup job and result in a worse
deduplication ratio.

The rotation and retention scheme for this backup rotation scheme employs GFS as follows:

1. Daily (Monday - Friday) Incremental backups, overwritten every week.

2.  Weekly (Saturday) Full backups, overwritten every 4 weeks.

3. Monthly (1st Day Month) Full backups, overwritten every 12 months.

4. Yearly (Jan Tst) Full backups, never overwritten.

To create a media pool

The first step in creating the new backup rotation scheme is to create a media pool. It is sensible
to ensure that a backup has its own media pool as this prevents expired data from other backups
being overwritten which would create a large amount of unrelated housekeeping.
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NOTE: Ideally, separate media pools would be created for incremental and full backups from
the same backup job, however Data Protector does not allow this configuration.

1. Select the Devices & Media context, and expand the Media — Pools branch. There will be
default pool entry for use with the new File Library but we will create a new one.

Right click on the Pools folder and select Add Media Pool.

po Add Media Pool - HP Data Protector Manager ==
Fle Edi View Actions Help

Devices & Media ~ JE@i@\*@ﬁi?“gzﬂ@:EHg%@@
% Device Policies ]

= {53 Devices E}

E|--fIi D2D_Backup_Share_1 ‘

Directories

7 14192.168.0. 1101020 _Backup_Share_1\DPBackupt Eool Hame |
Drives
{=) D2D_Backup_Share_1_Writert) Description |
{3 Devices by host
Extended Copy Media Typ

Type & name for the media pool. Optianally, add & deseription.

=) Medis
Standard media typs used by the physical device, diive, of brary

{7 Locations
[aiT |

)

P [ feaf add Free Pool,
P C
P O
P Default DTF

2 Default Exabyte

P Default Fils

F Default LTO-Ultrium

2 Default Gptical

2 Default QIC

P Default SATT

P Default 5D-3

# Default SuperDLT

P Default 10000

7 Defaulk T3460/T4890/T9490
F Default T3530

P Default T3532

F Default T3640

F Default T3940

2 Default Tape

F Incremental Fils Media

4] [ ok || Hews Finish Cancel

2 Objects K 4+ o |Prapeties for D2D_Backup_Share_1_Wilterd = | Add Media Pol |

Add new medis poal =i [@ heathrow mydomain.local 7

Import Catalog From MCF File. ..

LB B L B [

T lul

Provide a Pool Name and Description, set the Media Type to File and click Next.

po Add Media Pool - HP Data Protector Manager = E
J File Edit Wiew Actions Help

“Devices&Media ;IHE@I@H;ﬂI@ ? ‘]&Eﬁ@'ﬁlﬁgﬁ@
% Automated Operations d

a1 Type a name for the media poal. Dptionally, add a description

Device Policies
Devices

i [[1;3 gDD}I:::DI:;:jhareJ Pool Name !DZD Local Server Backup Media
E{i W192.165,0,110402D_Backup_Share_1\DPEackupl
=5 Drives Description ILDcal Backup Media Pocl
‘(=] D2D_Backup_Share_1_Writerd
@ Devices by host - Media Typ

{5 Extendsd Copy

7y Standard media type used by the physical device, drive, or library.
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= Druck S |
- D0 _Backup_Share_1_MediaPool

Default AIT

-@p Default DDS

Default DLT

Default DTF

- Default Exabyte
Default File

Default LTO-Ulkrium
e Default Optical
Default QIC

~@ap Default SAIT

~@ap Default SD-3
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Default 73590
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Default 79940

e Default Tape

- Incremental File Media

IR Objects H o4 b 0| Add Media Pool =

&
|

By By B By By By B B B B 0

Ll

< Back | Mext > I Firizty LCancel

FI |E§ heathrow, mydomain, local i
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On the next step of the wizard set the allocation policy, by changing the Usage to Non
Appendable. This ensures that all backups start a new backup file rather than appending to
a backup file from a previous backup. In turn, this prevents a large housekeeping overhead
when the appended file is overwritten.

Leave Allocation set to Loose; this will enable the use of any suitable media rather than requiring
a specific media file, which often results in backup failure.

Do not select Allocate unformatted media first or Use Free Pool.
Click Next.

po Add Media Pool - HP Data Protector Manager [_1O]
| Fie Edi Wew Actions Hslp

T e

[2hflil Altometed Operations Bl e S e
& Device Policies
=] Devices

=-{J) p2D_Backup_Share_1
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-8 Directories EJE Usage [Non Appendable =l
-£7] 11192.168.0.1104020_Backup_Share_1iDPBackupl L
EHE] Drives Allocation [Loose: [=|
=) D2D_Backup_Share_1 _writerd
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£ Media I~ Uss fres pool | =l
Locati
D Locebons I™ Move fies mediata fies pool
=7 Podls

D20_Backup_share_1_MediaPool

Default AIT ™ Manzzine support

Default DDS

Default DLT

Default DTF

Default Exabyte
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Default LTO-Ulkrium

Default Optical

Default QIC

=
Default SAIT
Default 50-3

Default SuperDLT

Default T10000

Default T3480/T4890/T9490

Default T3590

Default T3592
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Default T9940

Default Tape
Incremental File Media

772 Objects M 4 0 0 | 4dd Media Pool A

1<l

cBack [ Mews | e Cancel

[ [ heathrow mydomain local
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Lastly you have the option to specity Media Condition Factors. This has little relevance to file
media but will result in media files being marked as “Poor” once their “Valid for” and

“Maximum Overwrite” thresholds are exceeded. So, these should be set to their maximum
values of 828 Months and 9999 Overwrites. Click Finish and the new media pool will be

created.

po Add Media Pool - HP Data Protector Manager
Flle Edit View Actions Help

Devices & Media - Hggﬂ\/;g
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Device Policies
£ Devices

E-{JJ D2D_Backup_Share_1

1 F8 Directories
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1] Drives
(=) p2D_Backup_share_1_Writerd
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(g Media
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-] Pools
& D2D_Backup_Share_1_MediaPool
= Default AIT
= Default DS
= Default LT
= Default DTF
= Default Exabyte
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= Default optical
= Default QIC
= Default SAIT
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= Default 73530
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= Default T9840
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= Default Tape
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F2 Objects

"
1Si[=] E3
al 2 HE?-ﬂ@"'ﬁilﬁ%S@
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'@ when these factors are exceeded, the medium is marked 2 poor and not used for backup
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Set to Defalt
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To create a backup job

Now a backup job can be created. In this example a simple “Filesystem” backup is going to be
created to back up the local Cell Manager server.

To create a backup job
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Select the Backup context and expand the Backup Specifications folder. Right click
Filesystemand select Add Backup ...to create a new Filesystem backup.

If other types of backup agents are to be used, e.g. VMWare backups then this Backup
Specification should be selected instead.

po Backup - HP Data Protector Manager !IE[
‘ File Edit View Actions Help

= H|EeE == || S0

Marme I Description

@Baclwp Specifications  Used For creation and modification of backup specifications,
Temp\atas Used For creation and modification of backup templates.

B Templates

ﬁ Objects I | Tasksl

Add new backup specification. ..

M 4 & 0| Backup |

[ & heathrow.mydomain.local 4

The Create New Backup Wizard will now start, the first step is to choose from a default backup

template or create a “Blank” template to configure manually. In this case we will select the
“Blank Filesystem Backup” and clickOK.
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3.

g Filesystem - HP Data Protector Manager

JE\|E Edit Wew Actions Help

=[O x|

|[pactor EER=E ?|EE 0=
T I I
S batup srcsions
(] Filesystem et Select a template to apply to the new backup. Use the Elank template to create a specification with no default
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)| Templates
Filesystemn I
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Blank Filesystem Backup  Default il
Daily_lntensive Default I# Destination
E End_User_Archive Default Option
Monthly_Ful Defaul ¥ Backup specification
NT_NNM_template Defaul .
| Unix_NNM_template Default | Eilesystem
weekly_Ful Default e e s
‘wheekly Full Catalog .. Defaul
2] weskh_Ful Log Dire... Default | Trees
wieekly Full_Ower_WaN  Default
¥ Schedule
Backup options
Backup type I Local or netwark, backup j
¥ Load halanced
Sub type | j
0K Lancel | Help

E Objects I Tacks

H-d B H Fi\esyslem|

[

|6 heathraw, mydomain local 2

The next step is to select the items to be backed up, in this case just the local cell manager

server. Then click Next.

po Backup - New1 - HP Data Protector Manager !IEIE
J File Edit View Actions Help
“Eackup j H E e | ? H @ | {H 5 e
= ﬁ Backup
5 {8l Backup Specications ﬁ Select the items that pou want to back up.
:-[7] Filesystem
E YMware
Templates Shou: IAI\ j IFiIesystem Backup ﬂ
B~ | fap Wietwnrk Share |
=] IFEE\ heathrow. mydomain. lacal
- (=) CONFIGURATION: Disconnect Share |
- =l
Ldd/Remove... |
< Back | Hest = I Finighr LCancel
E Objects I & Tasksl W 4 b 0§ |Backup-Newl = |
[l |68 heathrow.mydomain.lacal 2

Now select the backup device, this is our newly created file library and writer device within
it. If the Backup Specification were backing more than one obiject (i.e. filesystem or mount
point) and had more than one writer device in the file library then it would be necessary to
specify each writer to use for the backup and the load balancing configuration.

To create a backup job
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po Backup - Newl - HP Data Protector Manager HEi=1
J Ele Edit “ew Actions Help
| [pactor = 7| e
=-£7) Backup ]
Ef@ Backup Specifications ﬂ Select the devices or drives to be used for the backup.
{7 Filesystem
o] WMware
B Templates :ﬁ Backup | Add Mirrar |
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=) D20_Backup_Share 1 Propetties. Move M
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/_ & heathrow, mydomain, lacsl
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5. Select the Properties..box in order to specify some additional options. In this case set the
Media pool to the newly created pool to be used for this backup. Concurrency will already
be set to 1 as this was previously configured for the writer device.

go Backup - Newl - HP Data Protector Manager 15 [=] B3
J Elle Edit “ew Actions Help
Device Propetties [D2D_Backup_Share_1_Writer0] kS
“Bacl'\up j |J %
General I
B (] Backup =
E| f@ Backup Specifications d @Spacww optionsz for the currently selected device or drive used for backup.
{7 Filesystem =l
o] WMware
Templates S Add Mirror |
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. Cancurency 1 - - : Fremave Mirror |
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E Powe bimor e |
— Media pool
D20 Local Server Backup Media ﬂ Fove irar > |
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Add [elete:
——— 0K I Lancel | Help |
- — | Fiss Cancel
E Objects Tasks H 4 b o |Backup-Mewl =
]| I |6 heathraw, mydomain local 2

6. The next page of the wizard provides options for specifying other backup options, in this case
there are no changes required. The protection period options will be overridden by the schedule
options that will be configured in the next step.
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fo Backup - Newl - HP Data Protector Manager
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7. The last step is to create our backup schedule for Full and Incremental Backups. On the

Schedules page click Add... to create an item in the schedule.

po Backup - New1 - HP Data Protector Manager

| File Edit uiew actions Help

=] E3

[Backup EIEEE 7 ||ER e
=] E Backup
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# Otiecs
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For the schedule that we are creating there will be some “conflicts” where for example monthly
backups occur on the same day and time as some daily backups. In order to ensure that these
higher priority backups overrule schedules for those lower down the priority list, configure
backups in the following priority order: 1. Yearly, 2. Monthly, 3. Weekly, 4. Daily.
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8. Firstly we will create an annual full backup to run on the 1st January at 21:00, the protection
period for this backup is set to Permanent to ensure that it is never overwritten.

Schedule Backup

Specify the degired backup time, frequency, duration, and type.
—Recuring——————— 1~ Time options
" MNone Tirne: 2 ﬁ
" Daily
2 ¥ Uze starting
= Wieakly
& Monthly | Moz R

— Becuring options

Day 1 _I af every 12 _;1 manth

— Session options

Backup tupe I Full -vJ
Metwork load & High  Medium T Low
Backup protection IPe[manent L‘

Cocal_| oo |

Configure monthly full backups to be overwritten every 12 months (52 weeks).

Schedule Backup

Specify the desired backup time, frequency, duration, and type.
—Recurming————— ~ Time options
" Mong Time: 21:.00 :1
" Daily
) [T Use startin
 leekly i
& Monthly |o7a7/2010 =l

— Becuring options

Day 1 _:I of evern |1 _Ij month

— Seszzion optionz
Backup type Full j

Metwark load & High " Medium " Low

Backup protection

| a2
Crce_| oo |

Configure weekly full backups to run at 21:00, which are overwritten every 4 weeks.
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il Schedule Backup

— Recuring
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* Wwieekly
' Monthly

— Time options
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Lastly create a daily incremental backup to be overwritten every week.

Schedule Backup

]
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LCancel |

1
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To create a backup job
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9. After creating all of the schedule entries, proceed to the Summary page and select Save As
... from the finishing steps page.

o Backup - Newl - HP Data Protector Manager O] =]
] File Edit Wiew Actions Help

JIEackup _ﬂ H E @ | =5 ”;J

=-£7] Backup
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0K I LCancel | Help

< Back | Hext > | Firnsh LCancel

#2 Obiscts “F Tasks W 4 b H|Backup-Newl =&
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The backups will now run according to the new schedule and, for initial backups, new backup
files will be created.

When backup protection expires, e.g. after 1 week of incremental backups, the previous
backup files will be overwritten. Overwriting of the backup files will result in housekeeping
work being generated; this will run in parallel with the backup process and could cause a
slight reduction in performance.

During the backup Data Protector creates two files; one is the backup data file depot which
grows throughout the backup, the other is a temporary file of 15 MB which is removed when
the backup completes.
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About this guide

This guide:

Provides step by step instructions on configuring a D2D NAS CIFS device on HP Data Protector
6.11

Describes the HP Data Protector 6.11 Disk Library configuration options and identifies what
settings to use with HP D2D NAS CIFS shares.

Describes how to implement a full end—to—end recovery solution from a target D2D Backup
System with D2D NAS CIFS shares using HP Data Protector 6.11.

Intended audience

This guide is intended for users who install, operate and maintain the HP D2D Backup System.

This guide assumes a basic working knowledge of HP Data Protector 6.11 and that it has been
installed correctly by loading the appropriate Media Agents and licences.

Related documentation

In addition to this guide, the following documents provide related information:

HP StoreOnce Backup System Concepts Guide: If you are new to the HP StoreOnce Backup
System, it is a good idea to read this guide before you configure your system. It describes the
StoreOnce technology.

HP StoreOnce Backup System User Guide: This guide contains detailed information on using
the Web Management Interface. It also contains troubleshooting information, including details
on replacing failed or failing hard disks.

D2D Best Practices for VTL, NAS and Replication implementations: This white paper advises
how to plan the workload being placed on the HP StoreOnce Backup System in order to
optimize performance and minimize the impact of deduplication, replication and housekeeping
operations competing for resources. It is regularly updated.

You can find these documents from the Manuals page of the HP Business Support Center website:

http://www.hp.com/support/manuals

In the Storage section, click Storage Solutions and then select your product.

Document conventions and symbols

Table 1 Document conventions

Convention Element

Blue text: Table 1 (page 31) Cross-reference links and e-mail addresses
Blue, underlined text: http://www.hp.com website addresses

Bold text  Keys that are pressed

o Text typed into a GUI element, such as a box

o GUI elements that are clicked or selected, such as menu
and list items, buttons, tabs, and check boxes

ltalic text Text emphasis
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Table 1 Document conventions (continued)

Convention Element

Monospace text o File and directory names
e System output
o Code

o Commands, their arguments, and argument values

Monospace, italic text e Code variables

e Command variables

Monospace, bold text Emphasized monospace text

A  WARNING! Indicates that failure to follow directions could result in bodily harm or death.

>

CAUTION:  Indicates that failure to follow directions could result in damage to equipment or data.

®  IMPORTANT: Provides clarifying information or specific instructions.

NOTE: Provides additional information.

HP technical support

For worldwide technical support information, see the HP support website:
http://www.hp.com/support

Before contacting HP, collect the following information:

e Product model names and numbers

o Technical support registration number (if applicable)
e Product serial numbers

e Error messages

o Operating system type and revision level

e Detailed questions

HP websites

For additional information, see the following HP websites:

e http://www.hp.com

e  hitp://www.hp.com/go/ebs

o http://www.hp.com/qo/connect

e http://www.hp.com/qo/storage

o http://www.hp.com/service locator

e http://www.hp.com/support/manuals

o http://www.hp.com/support/downloads

Documentation feedback

HP welcomes your feedback.

32


http://www.hp.com/support/manuals
http://www.hp.com

To make comments and suggestions about product documentation, please send a message to

storagedocs.feedback@hp.com. All submissions become the property of HP.
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